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CLAIMANT’S REQUEST FOR PROVISIONAL MEASURES

(a)

On 2 August 2005, the Claimant, Biwater Gauff (Tanzania) Ltd. (“BGT”) filed a
request for arbitration with respect to a dispute with the Respondent, the United
Republic of Tanzania (“the UROT™) arising out of a series of alleged breaches by
the UROT of its obligations under both international and domestic law concerning
foreign investment which, according to BGT, are said to have caused loss to BGT in
the region of US$ 20 to 25 million.

In its request for arbitration (as subsequently amended, the latest version bearing the
date of 21 February 2006), BGT formulated a request for provisional measures.
This is further detailed below, following a summary of the underlying facts, as
alleged by BGT.

For the avoidance of any doubt, the Arbitral Tribunal emphasises that the outline of
facts set out below is nothing more than a summary drawn from BGT’s Request for
Arbitration (the UROT having yet to state its case), and entails no prejudgment
whatsoever by the Arbitral Tribunal on any issues of fact or law.

Outline of Facts as Alleged by BGT

In 2003, the UROT was awarded World Bank funding in the amount of US$
140,000,000 (the “Overall Project Funding”) for the purpose of a comprehensive
program of repairs and upgrades to, and the expansion of, the Dar es Salaam water
and sewerage infrastructure: the Dar es Salaam Water Supply and Sanitation Project
(the “Overall Project”). As a condition of the Overall Project funding, the UROT
was obliged to appoint a private operator to manage and operate the water and
sewerage system, and to carry out some of the works associated with the Overall
Project (the “Project”).

Biwater International Limited (“Biwater”), a company incorporated under the laws
of England and Wales, and HP Gauff Ingenieure GmbH & Co. KG-JBG (“Gauff”),
a German corporation, submitted a joint tender for the Project and were awarded
preferred bidder status by the UROT in December 2002. BGT was the investment
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vehicle incorporated by Biwater and Gauff for the purpose of their investment.
Biwater holds 80% of BGT’s shares and Gauff holds the remaining 20%.

Under the terms of the request for tender, the parties submitting a successful tender
were obliged to incorporate a local Tanzanian operating company to enter into the
contract associated with the Project (the “Operating Company”). The request for
tender also required that a minimum number of shares in the Operating Company
were to be held by a local Tanzanian company or a Tanzanian national. BGT agreed
to cooperate in respect of the Project with Super Doll Trailer Manufacture Co. (T)
Limited (“STM”), a company incorporated in Tanzania. Biwater and Gauff
incorporated City Water Services Limited (“City Water”) under the laws of
Tanzania on 17 December 2002 as the Operating Company, and STM subsequently
agreed to acquire a minority shareholding in City Water. BGT currently holds 51%
of the shares in City Water and STM holds the remaining 49%.

On 19 February 2003, City Water, as the Operating Company, entered into three
key contracts for the implementation of the Project with the Dar es Salaam Water
and Sewerage Authority (“DAWASA”), as follows:

(i)  the Water and Sewerage Lease Contract (the “Lease Contract”);

(i)  the Supply and Installation of Plant and Equipment Contract (“SIPE”); and

(iii) the Contract for the Procurement of Goods (“POG”) (together the “Project
Contracts”).

With regard to the Lease Contract, the parties were described as City Water, and the
UROT as “represented by DAWASA”. With regard to SIPE and POG, the parties
were described as City Water and DAWASA, with no express reference to the
UROT.

DAWAGSA is a Tanzanian public corporation. Prior to the handover of operations to
City Water on 1 August 2003, DAWASA was responsible for the provision of water
and sewerage services to the residents of Dar es Salaam and the surrounding area.
Following the handover from DAWASA, City Water’s role was to operate the water
production, transmission and distribution systems, operate and maintain the
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10.

11.

12.

sewerage system, and to build and then collect revenue from the customer receiving
these services.

Under the Lease Contract, City Water agreed to provide water and sewerage
services on behalf of DAWASA pursuant to the terms of the Lease Contract for a
period of ten years. City Water also agreed to implement and manage the
implementation of certain capital works associated with the Overall Project.
Moreover, it assumed certain tariff and rental fee payment obligations to
DAWASA, and DAWASA in turn agreed to facilitate City Water’s operations,
including allowing City Water exclusive access to and use of the Assets (as defined
in the Lease Contract) which City Water leased from DAWASA; not retaining any
other operator to operate the designated water services; and not operating in any
way so as to hinder or conflict with City Water’s operations.

CRDB Bank Limited (“CRDB”), a bank operating under the laws of the UROT,
provided Performance Bonds to DAWASA on behalf of City Water in respect of
City Water’s performance under the Project Contracts, and Advanced Payment
Bonds in respect of SIPE and POG.

According to BGT, a series of events took place in 2005, culminating in the seizure
of City Water on 1 June 2005, which constituted breaches by the UROT of its
obligations under international and domestic law. In particular, it is said that:

- on 13 May 2005, the Minister of Water and Livestock Development
announced at a televised press conference that the UROT, on advice from
DAWASA, had terminated the Lease Contract;

- under cover of a letter from CRDB dated 16 May 2005, City Water was
notified that the entire amount of the Lease Contract Performance Bonds had
been called:;

- on 25 May 2005, DAWASA issued a Notice to Terminate under Article 51.3
of the Lease Contract, on the grounds of failure to remedy an alleged breach
notified in a Cure Notice of 17 May 2005, the latter being a notice under
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Avrticle 50.1 of the Lease Contract, stating that City Water was in breach of
its obligations under Article 47.1 of the Lease Contract to procure the
maintenance of the performance guarantee for the duration of the Lease
Contract;

- on 1 June 2005, representatives of the UROT effectuated the deportation of
City Water’s senior management. At the same time, representatives of the
UROT and DAWASA entered City Water’s offices with the express purpose
of seizing control of the company’s assets and installing new management
(representatives of “DAWASCQO?”, an allegedly newly formed government
entity).

13.  According to BGT, from 1 June 2005, DAWASCO, for all practical purposes,
replaced City Water in the supply of water and sewerage services in Dar es Salaam
and has announced this to the general public in Tanzania.

14. BGT concludes that the actions of the UROT and DAWASA on 1 June 2005
constituted a repudiatory breach of the Lease Contract. It alleges that the unlawful
deportation of City Water’s senior management, the seizure of City Water’s assets,
the occupation of City Water’s offices and the takeover of City Water’s business
constitute the expropriation of BGT’s investment and amount to a breach of the
UROT’s international and domestic obligations.

(b) BGT’s Original Request for Provisional Measures

15. In its Request for Arbitration (paragraph 138 in the initial Request, paragraph 137 in
the Amended Request), BGT formulated a request for provisional measures
pursuant to ICSID Arbitration Rule 39 (1). It requested the Arbitral Tribunal to

recommend binding provisional measures with respect to its rights to the following:

(i)  monies standing to City Water’s “Contracting Works Account”;
(if)  cheques issued to City Water; and
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16.

(©)

17.

18.

19.

(iii) the payment of certain monies due to City Water, in respect of works
subcontracted to BGT under the SIPE and POG. BGT further alleged that
“items (i) and (ii) are held by City Water on trust for BGT. However,
following the expropriation of its operations, City Water has been unable to
access, or pay cheques into, its bank accounts at CRDB. Once received, item
(iii) will also be held on trust for BGT (initial paragraph 139, as amended -
paragraph 138).

In particular, BGT requested the recommendation of provisional measures to
preserve its rights in respect of (i), (ii) and (iii) until the determination of the
Arbitral Tribunal in this arbitration (initial paragraph 140, as amended - paragraph
139). In addition, it requested the recommendation of provisional measures to
preserve its rights in respect of City Water’s records, papers, documents and mail
pending the determination of the Arbitral Tribunal (initial paragraph 141, as
amended — paragraph 140).

BGT’s Re-Formulated Request for Provisional Measures

On 10 February 2006, the parties were notified by the ICSID Secretariat that the
Arbitral Tribunal invited BGT to submit a development of, or any further
observations concerning, its request for provisional measures by 17 February 2006,
and that the UROT was invited to submit its reply observations regarding BGT’s
request for provisional measures by 27 February 2006. This latter date was
subsequently extended to 1 March 2006.

Each party duly made written submissions pursuant to these directions.

On 7 March 2006, the parties were notified by the ICSID Secretariat that the
Arbitral Tribunal invited BGT to submit a reply to the UROT’s answer of 1 March
2006 by 13 March 2006 and that the UROT was invited to submit a rejoinder by 20
March 2006. The Secretariat pointed out that the reply and rejoinder should address
issues that had not been addressed previously, in particular the legal basis for BGT’s
request and the legal defences to such requests. It also asked the parties to make
concise and focused submissions. The Arbitral Tribunal also proposed that there be
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oral submissions limited to 30 minutes per party on BGT’s request for provisional
measures at the Arbitral Tribunal’s first session.

In its submission dated 17 February 2006, BGT re-formulated its request for
provisional measures as follows:

“1.  Preservation and provision of documentation in respect of:
(i)  City Water’s Bank Accounts

The Respondent to procure that all of the bank statements which have
been sent (and which will be sent) from CRDB to City Water’s former
Dar es Salaam address in respect of all of City Water’s accounts with
CRDB (including its Contracting Works Accounts, Operational
Accounts, Collection Account and Deposit Account) be delivered by
courier without delay by DAWASA / DAWASCO to City Water’s new
postal address (to be notified).

(i)  City Water’s Assets

(i) The Respondent to procure a Statement of Account from DAWASA /
DAWASCO in respect of all dealings with City Water’s assets
(including without limitation dealings with monies owed in respect of
the SIPE & POG contracts). The Statement of Account to include:

(@) a statement of all monies collected from City Water’s debtors
by the Respondent, including by the Respondent’s entities
DAWASA/DAWASCO or their agents and representatives,
since 1 June 2005 (accompanied by copies of all invoices,
receipts and related correspondence) including details of the
accounts into which the monies have been paid (and a
statement of which debtors, if any, remaining outstanding); and

(b) a statement of all monies paid to City Water’s creditors by the
Respondent. including by the Respondent’s entities DAWASA /
DAWASCO or their agents and representatives, since 1 June
2005 (accompanied by copies of all invoices, receipts and
related correspondence), including details of the source of the
monies paid (and a statement of which creditors, if any, remain
outstanding).
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21.

2. Preservation and provision of City Water’s Papers, Records and
Correspondence

The Respondent to procure that DAWASA / DAWASCO collect, take
and provide an inventory of, and provide copies of all of City Water’s
ledgers, papers, records, documents and correspondence (electronic
and hard copy) seized at the time of the occupation of City Water’s
offices on 1 June 2005, and to include all correspondence received
subsequently.

3. Additional Provisional Measures

Such other provisional measures as the Tribunal in its discretion sees
fit to recommend in order to preserve the rights of the Parties and
safeguard the efficient conduct of these proceedings”

The first session of the Arbitral Tribunal took place in Paris on 23 March 2006 at
the offices of the World Bank at 66 avenue d’1éna. The parties agreed on procedural
rules and on the agenda of the arbitration (as recorded in separate Minutes) and
made submissions on the request for provisional measures.

BGT’S JUSTIFICATION FOR ITS REQUEST FOR PROVISIONAL MEASURES.

22.

23.

24.

In its submission dated 17 February 2006, Claimant based its request for provisional
measures on Article 47 of the ICSID Convention and Rule 39 (1) of the ICSID
Arbitration Rules.

Article 47 of the ICSID Convention states that: “Except as the parties otherwise
agree, the Tribunal may, if it considers that the circumstances so require,
recommend any provisional measures which should be taken to preserve the
respective rights of either party”.

Rule 39 (1) of the Arbitration Rules provides that: “At any time during the
proceeding a party may request that provisional measures for the preservation of its
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25.

26.

27.

rights be recommended by the Tribunal. The request shall specify the rights to be
preserved, the measures the recommendation of which is requested, and the
circumstances that require such measures”.

The justification for the request was further clarified as follows.

City Water Bank Statements and Assets: In respect of items 1(i) and (ii) of its
re-formulated request of 17 February 2006 (the “Re-formulated Request”), BGT
alleged that the purpose of the provisional measures was to preserve, and to provide
BGT with access to, documentation relating to the bank accounts and assets of its
investment vehicle, City Water. In particular, BGT stated that it sought (i) the
preservation and provision of bank statements in respect of bank accounts held by
City Water with its Tanzanian bank; and (ii) a written statement of account in
respect of dealings with City Water’s assets by the UROT or by the UROT’s
entities, as well as the preservation and provision of copies of all supporting
documentation. The preservation and provision of such documentation was said to
be necessary in order for BGT to be able to assess, or better assess, the extent of its
loss since 1 June 2005.

With respect to the documentation relating to City Water’s bank accounts, BGT
alleges that since 1 June 2005, it has been denied access to the monthly bank
statements due to City Water from CRDB in respect of the company’s accounts
(including its Contracting Works Accounts, Operational Accounts, Collection
Account and Deposit Account). BGT alleges that following the seizure of its
premises and business operations on 1 June 2005, it wrote several times to CRDB to
obtain the requested copies of its bank accounts but never received them. It
therefore requests the Arbitral Tribunal to order their production in order to identify
any withdrawals or other unauthorised dealings with these accounts, to better assess
its loss in this respect. To this end, BGT requests the Arbitral Tribunal to
recommend that the UROT procure the collection, inventory and forwarding of all
such statements delivered to City Water’s former Dar es Salaam premises. BGT
considers these documents to be at risk of loss or destruction if left in the UROT’s
possession, or that of the UROT’s entities.
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28.

29.

30.

With respect to the documentation relating to dealings with City Water’s assets,
BGT alleges that following the seizure of City Water’s premises and business
operations on 1 June 2005, DAWASCO was appointed to replace City Water as
Operator and immediately assumed the control and use of all of City Water’s assets,
including corporeal assets such as vehicles and equipment. In addition, in early
August 2005, BGT received reports that DAWASCO was collecting monies
invoiced by and owing to City Water, and using such monies to pay various
suppliers’ bills. Consequently, BGT seeks the preservation and provision of all
documentation relating to dealings with City Water’s assets, including copies of all
invoices, receipts and related correspondence in order to better assess its loss. BGT
considers these documents to be at risk of loss or destruction if left in the UROT’s
possession or that of the UROT’s entities. In addition, BGT seeks a written
statement of account from the UROT detailing all dealings (including those of
DAWASCO) with City Water’s assets whether corporeal (e.g. vehicles) or
incorporeal (e.g. debts owed to City Water) since 1 June 2005. BGT considers such
written statement of account to be essential to understanding the UROT’s (or the
UROT’s entities’) dealings with City Water’s assets.

Preservation and Provision of City Water’s Papers: In respect of item 2 of
the Re-formulated Request, BGT requests the Arbitral Tribunal to recommend the
collection, inventory and provision of copies of the papers, records and
correspondence of City Water held by DAWASCO since 1 June 2005 (and all
correspondence of City Water held by DAWASCO subsequently) in order to
preserve potential evidence relevant to its claim against the UROT, and in particular
relevant to the better assessment of its loss. BGT considers these documents to be at
risk of loss or destruction if left in the UROT’s possession or that of the UROT’s
entities.

Necessity and Urgency: BGT further pointed out that it requests the above
provisional measures as a matter of urgency. It considers, in accordance with ICSID
jurisprudence, that necessity and urgency are present where a Respondent fails to
take steps to preserve or to provide documentation relevant to a Claimant’s case, or
in circumstances where there is a risk of loss or destruction of such documentation.

10

ANNEX 17



THE UROT’S ANSWER

31.

32.

33.

34.

The UROT replied to BGT’s Re-Formulated Request on 1 March 2006.

Jurisdiction Objections: The UROT has foreshadowed a number of objections
to jurisdiction and other preliminary issues that may be presented to the Arbitral
Tribunal in the early stages of the arbitration, taking the position that these are
relevant factors which ought to caution the Arbitral Tribunal’s exercise of its
discretion under Article 47 of the ICSID Convention, particularly given, on its case,
the absence of necessity or urgency in BGT’s request.

Necessity and Urgency: The UROT recorded BGT’s statement in its request
that “necessity and urgency are recognized in ICSID jurisprudence as being present
where Respondent fails to take steps to preserve or to provide documentation
relating to the Claimant’s case, or in circumstances where there is a risk of the loss
or destruction of such documentation”. On the UROT’s case, even if this is a
correct statement of the law, BGT has presented no evidence that the UROT has
failed to take steps to preserve or to provide documentation or that there is a risk of
the loss or destruction of such documentation, much less risk requiring the urgent
imposition of interim measures. According to the UROT, BGT offers only the
repeated, unsupported speculation that BGT considers these documents to be at risk
of loss or destruction if left in the UROT’s possession, which is not a substitute for
evidence. Nor, according to the UROT, has BGT shown that the entities of whose
actions it complains can rightly be called or equated with the UROT: With respect
to the first requested measure, for example, the culprit, on BGT’s own account of
the facts, appears to be BGT’s own bank (CRDB), an entity wholly unrelated to the
Republic. For the avoidance of any possible doubt, the UROT stated that it has not
lost or destroyed any relevant documentation, nor does it have any intention of
doing so.

Pre-Judging Merits: On the other hand, the UROT alleged that BGT’s request was
an invitation to the Arbitral Tribunal to prejudge the merits of the case. The UROT
takes issue with BGT’s theory of the facts and it is therefore not appropriate for the
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35.

Arbitral Tribunal to resolve matters going to the merits on a provisional measures
application. According to the UROT, the best example related to the request for an
accounting in respect of all dealings with City Water’s assets and copies of all of
City Water’s ledgers, papers, records, documents and correspondence. Identifying
“City Water’s assets” or “City Water’s documents” is impossible without first
resolving basic issues underlying the case. It is BGT’s view that virtually everything
City Water used is City Water’s property. On the UROT’s case, this is not so.
UROT claims that City Water leased assets from DAWASA and that the physical
and other assets that were necessary to operating the Dar Es Salaam water and
sewerage system are mostly, if not entirely, the property of entities other than City
Water. Indeed, according to the UROT, the Lease Agreement in its Article 56
required City Water to turn those assets over to DAWASA upon the termination of
the Lease Contract for any reason, including breach by either party. Therefore,
UROT concludes, before the extremely broad and generally defined measures
sought in the request could be granted, the Arbitral Tribunal would have to explore
the facts of the case and the operation of Article 56 in the context of the entire
contractual agreement between City Water and DAWASA.

The Nature of the Requests: With respect to what the UROT refers to as the
“Document Requests” (items 1 (i) and 2 of the Re-formulated Request), the UROT
alleged that these are in fact document disclosure requests which are not an
appropriate subject for a provisional measures application. Moreover, as was
already explained by the UROT in previous correspondence with BGT, Article 56.3
of the Lease Contract provides that “The Operator shall, on the termination of this
Contract for whatever cause, deliver up to the Lessor all appropriate and necessary
materials, documents, records ... data, intellectual property and other information
of whatever nature (with the exception of those dealings solely with the Operator’s
Foreign Personal) in the possession, custody or power of the Operator relating to
the operations of the Operator or to the Assets and necessary for the performance
of the Services ...”. According to the URQOT, it had proposed to BGT back in June
2005 that if City Water identified particular documents not covered by Article 56.3,
those documents would be delivered to City Water. And if City Water might not be
able to identify all such documents, DAWASA would create an inventory of the
papers in its possession following termination of the Lease Contract and supply the
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36.

37.

38.

39.

inventory to City Water, such inventory to be paid for by City Water given the
apparent fact that the vast majority of the papers did not even arguably belong to
City Water under Article 56.3. City Water did not accept this offer.

Furthermore, the UROT contends that the only category of documents that the
request attempts to identify with any specificity is that described in item, 1(i) of the
Re-formulated Request, relating to bank statements. The UROT reasons that it
would appear here that if BGT’s bank (an entity unrelated to the UROT) has
continued sending statements to the same address as it did before the Lease Contract
was terminated, these should be obtainable by City Water itself.

As far as the second document request is concerned (item 2 of the Re-formulated
Request), the UROT observed that this is extremely large and tendentious and
would require the Arbitral Tribunal to adopt BGT’s views on some of the ultimate
questions in dispute. The UROT denied that there was an occupation “of City
Water’s offices” on 1 June 2005 or at any other time. It denied that City Water’s
documents or other assets were seized at that or any other time and therefore denied
that the class of ledgers, papers, etc. as described in item 2 of the Re-formulated
Request exists at all.

Consequently, in the UROT’s submission, BGT’s request for document discovery
in items 1(i) and 2 of the Re-Formulated Request should be rejected.

As far as what the UROT referred to as the “Accounting Request” is concerned
(item 1(ii) of the Re-formulated Request), the UROT described BGT’s insistence
that the UROT create evidence as “audacious”. The request assumes the correctness
of BGT’s theory of the case, and on the UROT’s analysis invited the Arbitral
Tribunal not only to prejudge the merits, but also to compel BGT to create a
document bolstering BGT’s theory. This request, it was said, is conceptually

misguided and lacks evidentiary support.
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In its reply dated 16 March 2006, BGT asserted that in accordance with Article 47
of the ICSID Convention and Rule 39 (1) of the Arbitration Rules, the Arbitral
Tribunal must consider the following issues in considering the recommendation of

(i) Has BGT identified the right(s) that it seeks to preserve by means of the

(i) Has BGT identified the measures the recommendation of which is

(ili) Has BGT identified the circumstances that require such measures?

(iv) In addition, it was said, the Arbitral Tribunal must consider whether the
requested provisional measures will impinge on the determination of the

IV. BGT’sREPLY TO THE UROT’s ANSWER
40.
provisional measures :
requested provisional measures?
requested?
merits of the dispute.
41.

Identification of Rights: With respect to (i), BGT seeks to preserve its
procedural right to the preservation and production of evidence. According to BGT,
this right is one of a number of procedural rights the protection of which goes to the
integrity of the arbitration process. This right which is referred to in Article 1134 of
NAFTA and in the UNCITRAL working group’s draft amendment to Article 17 of the
Model Law, has also been the subject of recommendations under Article 47 of the
Convention by ICSID Tribunals. In addition, it falls directly with the definition of
the type of rights capable of protection by means of provisional measures given in
Plama Consortium Limited v. Republic of Bulgaria (2005). The Tribunal in Plama
considered the scope of the rights to which Rule 39 (1) relates. It held that it is not
limited to the preservation of the rights in dispute between the parties but extends to
rights relating to the dispute. The Tribunal specifically stated that “the rights to be
preserved must relate to the requesting party’s ability to have its claims and
requests for relief in the arbitration fairly considered and decided by the Arbitral
Tribunal and for any arbitral decision which grants to the Claimant the relief it
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42.

43.

44,

45.

seeks to be effective and able to be carried out” (para. 40). The Plama Tribunal
went on expressly to include procedural rights within the category of protected
rights: “thus the rights to be preserved by provisional measures ... may be general
rights, such as the rights to due process ...”” (para. 40). Applying the test in Plama
to the present case, it is BGT’s case that the right to the preservation and production
of evidence relates directly to BGT’s ability to have its claim and request for relief
in the arbitration “fairly considered and decided by the Arbitral Tribunal”.

BGT also referred to other ICSID decisions, and in particular Agip v. Congo
(Award, 30 November 1979, (1993) 1 ICSID Reports 311) and Vacuum Salt v.
Ghana (Award, 16 February 1994, (1997) 4 ICSID Reports 331-332). BGT noted
that the facts of the present case are directly analogous with those of Agip v. Congo
where the Tribunal made the requested recommendation for provisional measures.
In that case, the Claimant’s locally incorporated subsidiary (an oil distribution
company) had been nationalized, and its assets had been transferred to the state
owned oil corporation. The subsidiary’s local offices had been occupied by the
government and its company records has been seized. At the request of the
Claimant, the Tribunal recommended that the Government of the Congo collect,
create a complete list of, and keep available for presentation to the Tribunal at the
Claimant’s request, the documents which had been in the subsidiary’s local office at
the date of the occupation.

Identification of Measures:  With respect to (ii), BGT pointed out that it had
already specified the provisional measures the recommendation of which it
requested and that these measures relate directly to the preservation and production
of evidence.

Identification of Circumstances: Finally, in relation to (iii), BGT alleged that
circumstances of necessity and urgency are clear in the present case.

With respect to necessity, BGT noted that since 1 June 2005, it has been denied
access to key evidence relevant to its claims for damages: the administrative,
financial, legal, commercial and engineering records contained in the offices of its
investment’s vehicle, City Water. If BGT’s right to the preservation and production

15

ANNEX 17



46.

47.

48.

49.

of evidence is not protected, so it is argued, this will have a direct impact on BGT’s
ability to pursue its claims for damages in this arbitration and the Arbitral
Tribunal’s ability to decide such claims fairly. This is not harm of a type which can
be compensated by damages, for the very reason that it goes to BGT’s ability to
effectively present its claim for damages.

With respect to urgency, BGT alleged that the urgency is obvious given that the
evidence at issue will have a direct bearing on the award made by the Arbitral
Tribunal and that BGT requires the measures sought in order to present a
comprehensive memorial to the Arbitral Tribunal. It is imperative that BGT’s right
to the preservation and production of evidence is protected at as early a stage as
possible, in order to facilitate the efficient conduct of the proceedings.

With respect to the UROT’s specific objections, BGT disputes the UROT’s
jurisdictional objections, and further points to SCHREUER who specifically
recognises that a request for provisional measures may have to be decided by a
Tribunal before it has ruled on its own jurisdiction and that as a consequence, a
party may be exposed to provisional measures even though it contends that ICSID
has no jurisdiction.

BGT further disputes the UROT’s objections as to the lack of necessity and
urgency, and with respect to the risk of prejudging the merits. BGT points out that
an application for provisional measures will, of its nature, require the Arbitral
Tribunal to balance the need for the protection of the applicant’s legitimate rights
with the requirement not to prejudge the merits of the case. In this case, the request
does not impinge upon the merits of the dispute in any way. The preservation and
production of documentation does not involve an acceptance by the Arbitral
Tribunal of BGT’s theory of the case. It simply involves the acceptance by the
Arbitral Tribunal that BGT has a right to the preservation and production of
evidence relevant to that case.

Moreover, with respect to the determination of the City Water’s assets and Article
56 of the Lease Contract, BGT points out that it was not a party to the Lease
Contract and does not seek to found its claim for provisional measures on the basis
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50.

5l.

52.

of Article 56 or any other provision in that contract; that on the other hand, it does
not assert a right to the preservation and production of evidence on the basis that all
or any of the documents referred to belonged to City Water. On its case, BGT does
not need to prove that it, or its subsidiary, has any rights of property in the requested
documentation. Rather, BGT asserts a right to the preservation and production of
the requested documentation on the basis that such documentation constitutes
evidence directly relevant to its case. But even if the UROT’s construction of
Article 56 is accepted at its highest, and all of the materials, documents, records,
data, intellectual property and other information of whatever nature as passed into
the ownership of the UROT, Article 56 neither expressly nor impliedly excludes
City Water from access to such material.

With respect to the *“Accounting Request” (item 1(ii) of the Re-formulated
Request), BGT notes that the UROT’s argument in respect of Article 56 and the
inability to identify “City Water’s assets” cannot apply to this request and is not
raised by the UROT, for the simple reason that there can be no doubt that the debts
owed to City Water constitute “assets” of City Water and no other entity.

According to BGT, the request is both urgent and justified. BGT has been informed
of reports that DAWASCO has been collecting monies owed to City Water. These
reports appear to align with the statement in DAWASCO’s “Notice to the Public”
dated 8 June 2005 that ““all cheques should be addressed and paid to DAWASCO”.
BGT has no information as to DAWASCO’s dealings with such monies. In
addition, BGT has been informed of reports that DAWASCO has paid out monies
to certain alleged creditors of City Water.

Information pertaining to monies owing to City Water and monies owed by City
Water is clearly evidence relevant to BGT’s case. The UROT’s objection that the
request is audacious and inappropriate is unjustified. The creation of a Statement of
Account is directly analogous to the creation of a list of documents, a provisional
measure recommended in Agip v. Congo. The invoices, receipts and related
correspondence are necessary in order to verify the information contained in the
statement of documents.
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With respect to the “document request” (items 1 (i) and 2 of the Re-formulated

- The UROT’s allegation that the bank statements are probably in City
Water’s post office box does not solve the issue since the key to such box is
now also in DAWASCQO’s possession or control,

- The UROT’s allegation that the request for production of documents held at
City Water’s offices on 1 June 2005 would require the Arbitral Tribunal to
adopt BGT’s views on some of the ultimate questions in dispute, is also
unfounded. The substance of BGT’s request relates to the ledgers, papers,
records, documents and correspondence held at, or contained in, the City
Water offices on 1 June 2005, and to correspondence addressed to City
Water and delivered to those offices subsequently. It is clear that such a
category of documents does exist.

BGT therefore concluded that its request is fully justified.

In its rejoinder, the UROT reaffirmed its jurisdictional objections as well as the non
compliance by BGT with the requirements for the recommendation of provisional
measures contained in Article 47 of the ICSID Convention and Rule 39 (1) of the

53.
Request), BGT’s reply was that:
54,
V. The UROT’s REJOINDER
55.
Acrbitration Rules.
56.

On the one hand, the UROT alleged that BGT has not attempted to demonstrate that
its right to the preservation and production of evidence is threatened. What remains
therefore is BGT’s asserted right to the production of evidence. But, it is said,
parties to an ICSID arbitration have no such right: they have at most a right to ask
the tribunal to call for production pursuant to Article 43 of the Convention. This
right should not be circumvented by demanding immediate document production in
the guise of an application for provisional measures under Article 47.
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S7.

58.

59.

60.

61.

Moreover, the Agip and Vacuum Salt cases relied upon by BGT do not support its
position. In Agip, the State did not oppose the claimant’s provisional measures
request. In Vacuum Salt, the claimant’s provisional measure was rendered moot by
the State’s undertaking to preserve evidence. In both cases, the subject of the
requested measures was property that the Respondent States admitted belonged to
the claimants and also admitted having expropriated de iure. Such is not the case
here.

The UROT also considered that BGT’s reference to NAFTA and the UNCITRAL
Working Group’s draft revision to Article 17 of the Model Law are irrelevant since
both texts contemplate the provisional measures to preserve evidence, not to require
it to be produced.

In the second place, the UROT alleged that BGT has requested inappropriate (much
too broad) measures, which could only be rejected on the basis of Articles 3 and 9.2
(c) of the IBA Rules of Evidence.

In the third place, the UROT reaffirmed its previous case that BGT has failed to
prove the requirements of necessity and urgency. With respect to urgency, the
UROT observed that City Water commenced a contractual arbitration against
DAWASA more than ten months previously. At that time, it could easily have
sought provisional measures from the UNCITRAL Tribunal or judicial intervention.
In fact, according to the UROT, BGT broached the subject in connection with
proceedings in both fora, but then abandoned each proceeding. Therefore, on the
UROT’s case, BGT should not now be permitted to come to this Arbitral Tribunal
for the same purpose, especially since it has not shown any more urgency or
diligence than City Water in seeking the documents at issue. If BGT needs the
documents at issue to prepare its memorial, it should request them in the context of
the discovery procedure which the Arbitral Tribunal has proposed to take place
before the first round of pleadings.

Finally, the UROT reaffirmed its view that the requested measures would require
the Arbitral Tribunal to prejudge the merits of the parties’ dispute.
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The UROT therefore concluded that BGT’s request should be denied with costs.

Each party further developed its case in the course of oral submissions at the first

An additional issue was also raised by the UROT at the hearing, namely whether
BGT’s Request for Arbitration was valid and properly registered pursuant to the
ICSID Convention and Rules, given its subsequent amendment by BGT. Although
this was raised primarily as a procedural issue, it was also advanced on behalf of the
UROT as a relevant factor to be taken into account in assessing BGT’s application

The starting point for the Arbitral Tribunal must be consideration of the nature and

Relevant Powers: Article 47 of the ICSID Convention provides that:

“[e]xcept as the parties otherwise agree, the Tribunal may, if it
considers that the circumstances so require, recommend any
provisional measures which should be taken to preserve the respective

62.
VII.  ORAL SUBMISSIONS
63.

session.
64.

for provisional measures.
VII.  THE ARBITRAL TRIBUNAL’S DECISION
(a) General Observations and Powers
65.

ambit of its powers with regard to provisional measures.
66.

rights of either party”.

67.

According to SCHREUER (The ICSID Convention: A Commentary, p. 744 and
following, at 746):
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68.

69.

70.

71.

“[t]he purpose of provisional measures is to induce behavior by the
parties that is conducive to a successful outcome of the proceedings
such as securing discovery of evidence, preserving the parties’ rights,
preventing self-help, safeguarding the awards’ eventual implementation
and generally keeping the peace. They have to be taken at a time when
the outcome of a dispute is still uncertain. Therefore, the Tribunal has
to strike a careful balance between the urgency of a request for
provisional measures and the need not to prejudge merits of the case™.

The author further points out that “it is clear that provisional measures will only be
appropriate where a question cannot await the outcome of the award on the merits”
(p. 751). According to the author, one type of situation in which this is true is where
“it may be necessary to require the parties to cooperate in the proceedings and to
furnish all relevant evidence” (idem).

Under Arbitration Rule 39 (1), a party may request provisional measures at any time
during the proceeding.

It is also clear, and apparently not in issue between the parties here, that a party may
be exposed to provisional measures even though it contends that ICSID has no
jurisdiction (SCHREUER, p. 764). As noted on behalf of the UROT, there may be
cases, however, where the likely objections to jurisdiction might be a relevant factor
in a tribunal’s exercise of its discretion to recommend provisional measures (for
example in a case where there is no urgency or questionable necessity).

Ambit of the Power: The ambit of this power is very broad. The type of rights
capable of protection by means of provisional measures are not only substantive
rights but also procedural rights. SCHREUER points out in this respect that “the rights
most frequently invoked in the requests for provisional measures concerned
procedural questions”, such as “the right of access to evidence (disclosure)” (p.
779). In the same vein, the ICSID Tribunal in the Plama case held that Rule 39 was
not limited to the preservation of the rights in dispute between the parties but
extended to rights relating to the dispute. As the Tribunal there put it: ““the rights to
be preserved must relate to the requesting party’s ability to have its claims and
requests for relief in the arbitration fairly considered and decided by the Arbitral
Tribunal and for any arbitral decision which grants to the Claimant the relief it
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72.

73.

74.

75.

seeks to be effective and able to be carried out” (para. 40). It concluded that “the
rights to be preserved by provisional measures ... may be general rights, such as the
rights to due process ...”” (idem).

Two examples of cases in which requests were filed with ICSID tribunals to
preserve evidence are Agip v. Congo (Award, 30 November 1979, 1 ICSID Reports,
311) and Vacuum Salt v. Ghana (Award, 16 February 1994, 4 ICSID Reports,
331/2), both referred to by the parties.

In Agip, the claimant’s subsidiary in the Congo had been nationalized in 1975. In
the course of the nationalization, the Government had occupied the local offices and
seized the company’s records. ICSID proceedings were instituted in October 1977.
On 21 November 1978, Agip lodged a request for measures of preservation in
accordance with Article 47 to the effect that the Government should be directed to
collect all the documents that had been kept at the local office, furnish the Tribunal
with a complete list of these documents and keep these documents available for
presentation to the Tribunal at Agip’s request. The Government did not avail itself
of its right to make observations. The Tribunal made a decision as requested on 18
January 1979.

In Vacuum Salt v. Ghana, the claimant filed a request for arbitration on 28 May
1992 alleging breach of its lease agreement and the progressive expropriation of its
business and property by Ghana. Vacuum Salt submitted a request for provisional
measures on October 22, 1992, expressing concern, inter alia, over the preservation
of its corporate records. The Government made a voluntary undertaking that it
would not deny the claimant access to its records.

Relevant Factors: The requirements that must be satisfied for the
recommendation of provisional measures under Article 47 of the ICSID Convention
are now well-settled, and were not materially in dispute as between the parties (e.g.
urgency, necessity, a right that requires protection; circumstances threatening the
right; etc). They appear from the summary of each side’s case above, and need not
be repeated.

22

ANNEX 17



76.

77.

78.

79.

80.

As far as urgency is concerned, however, whilst it was common ground that this is a
requirement, for its own part the Arbitral Tribunal considers that the requirement
needs more elaboration. In the Arbitral Tribunal’s view, the degree of “urgency”
which is required depends on the circumstances, including the requested provisional
measures, and may be satisfied where a party can prove that there is a need to obtain
the requested measure at a certain point in the procedure before the issuance of an
award. In most situations, this will equate to “urgency” in the traditional sense (i.e. a
need for a measure in a short space of time). In some cases, however, the only time
constraint is that the measure be granted before an award — even if the grant is to be
some time hence. The Arbitral Tribunal also considers that the level of urgency
required depends on the type of measure which is requested.

Other Relevant Powers: As recorded above, the UROT has made the point that
some of BGT’s requests are, in truth, applications for disclosure of documents, as
opposed to proper requests for provisional measures. As set out below, to a certain
degree the Arbitral Tribunal agrees with this. In this regard, it is relevant to note
that quite apart from its powers under Article 47 of the ICSID Convention to
recommend provisional measures, the Arbitral Tribunal also has a broad power
under Article 43 of the ICSID Convention, as follows (in relevant part):

“Except as the parties otherwise agree, the Tribunal may, if it deems it

necessary at any stage of the proceedings,

(@) call upon the parties to produce documents or other
evidence, ....”

Rule 34 of the ICSID Arbitration Rules is also in similar terms.

The Arbitral Tribunal notes that, absent contrary agreement, this is a power which it
is entitled to exercise of its own motion, at any stage of the proceedings, and in
relation to the production of documents or other evidence.

The precise dividing line between what is (i) properly a provisional measure under
Article 47 and (ii) an order under Article 43 may not always be immediately
obvious. This is all the more so given that (as set out above) Article 47 extends to
the protection of procedural rights with respect to evidence, and given that tribunals
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81.

(b)

have in the past made recommendations for the marshalling and preservation of
evidence under Article 47 that (arguably) might also have been made under Article
43.

In the Arbitral Tribunal’s view, it is appropriate to analyse the precise nature of the

relief that BGT seeks, in order to assess whether each element falls within the ambit
of Article 47 — or, alternatively Article 43. In so far as it falls outwith Article 47,
but within Article 43, the issue is then whether there are case management or other
reasons to justify the issuance of an order under Article 43, ahead of the planned
document disclosure exercise in this case.

The Nature of BGT’s Applications

82.

83.

BGT’s (re-formulated) request for provisional measures comprises a range of
different types of applications. Properly analysed, four different types of
recommendation / order are sought:

(i) for the preservation of evidence (documents listed in items 1(i), 1(ii) and 2
of BGT’s Re-formulated Request);

(i) for the compilation of an inventory of documents (item 2 of BGT’s Re-
formulated Request);

(iti) ~ for the production of documents (items 1(i), 1(ii) and 2 of BGT’s Re-
formulated Request); and

(iv)  for the compilation of a statement of account (item 1(ii) of BGT’s Re-

formulated Request).

Each category is addressed in turn below.
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(c)

Preservation of Evidence

84.

85.

86.

87.

It is uncontroversial that the Arbitral Tribunal’s powers under Article 47 include the
power to recommend the preservation of evidence, including documents. This is
one of the most common forms of interim relief.

As matters stand in this case, it is common ground that BGT’s activity in Tanzania
(by way of City Water) ceased as of 1 June 2005. It is also common ground that the
operation previously run by City Water was (at least in some form) taken over by
other entities thereafter. The precise nature of these events and their legal
significance are obviously matters for later determination, but it is likely that the
investigation of the merits will require consideration of evidence that is currently in
Tanzania, and beyond BGT’s possession, custody or control.

In the Arbitral Tribunal’s view, BGT’s request that this evidence be preserved is
reasonable. Until a view can be taken as to the relevance and materiality of such
evidence, the safest course at this early stage of the proceedings is to ensure that no
adverse step is taken in relation to the same. To this extent, BGT has clearly
identified the right which it seeks to preserve by means of the requested provisional
measure. It has also identified the measures the recommendation of which is
requested. The Arbitral Tribunal also considers that the requirements of necessity
and urgency are met, the former because of the potential need for the evidence in
question, and the latter because there is a need for such evidence to be preserved
before the proceedings progress any further (e.g. to enable each party properly to
plead their respective cases).

As to the requirement to demonstrate “circumstances that require such measures”,
the Arbitral Tribunal is motivated by the fact that the UROT has already
volunteered an undertaking to preserve all such evidence (e.g. as set out in
correspondence, in the UROT’s Answer on provisional measures, and repeated
since). The Arbitral Tribunal’s recommendation is not based on any finding that the
UROT has or may act adversely in respect of such documents, but rather a
recognition of the need to preserve such evidence and the UROT’s offer that already
exists to do so.
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88.

(d)

The Arbitral Tribunal therefore recommends as follows, pursuant to Article 47 of
the ICSID Convention:

That, for purposes of their possible presentation during these
proceedings, the UROT preserve, and take no adverse step in relation
to, all documents (electronic and hard copy) within each of items
1(i),1(ii), and 2 of BGT’s Re-formulated Request dated 17 February
2006.

Inventory

89.

90.

91.

92.

In the Arbitral Tribunal’s view, the request for an inventory of documents in item 2
of BGT’s Re-formulated Request is best analysed as ancillary to the preservation of
the same documents. In order for all sides and the Arbitral Tribunal to better
understand the range and nature of documents that might have existed or still exist
at City Water’s offices, and that might be relevant and material to the resolution of
this dispute, it would obviously be extremely helpful for some form of inventory to
be compiled. This is particularly so in a situation such as this when one party
claims that it has been excluded from the relevant premises, and no longer has any
means of reviewing the documentation itself.

For the same reasons as justify a recommendation to preserve documents, the
Acrbitral Tribunal considers it appropriate to recommend the provision of some form
of inventory of documents within the category defined in item 2 of BGT’s Re-
formulated Request.

The Arbitral Tribunal notes that such an inventory was previously offered by
DAWASA in June 2005 (albeit on certain terms, and at a time when such an
inventory may have been easier to compile).

As a matter of powers, Article 47 of the ICSID Convention and Rule 39 of the
ICSID Arbitration Rules clearly empower the Arbitral Tribunal to recommend all
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93.

94.

95.

96.

necessary steps in order to preserve evidence, as demonstrated by the previous
decisions noted earlier in which similar orders have been made.

In any event, as a matter of case management, the provision of an inventory is likely
to facilitate and shorten the forthcoming document disclosure exercise, and as such
the Arbitral Tribunal considers it within its general procedural powers to implement
mechanisms such as this.

Having said this, the Arbitral Tribunal considers that the current formulation of
item 2 of BGT’s Re-formulated Request is overly broad and potentially
burdensome. By “inventory”, the Arbitral Tribunal does not have in mind the
identification of individual items (such as papers, records, ledgers, correspondence
etc), akin to an English litigation-style list of documents. Rather, the Arbitral
Tribunal is of the view that the inventory should identify the categories of
documents that exist, so as to enable further specific requests to be made in the
course of the planned document disclosure exercise, without imposing an undue
burden on the URQOT or (if different) the entities which have possession, custody or
control of the documents in question.

Further, given the difficulties that the UROT has articulated in relation to the
ownership of the documents in question, and (for example) the possible operation of
Art 56 of the Lease Contract, the Arbitral Tribunal considers that the inventory
ought not to be tied to “City Water’s” documents, thereby avoiding practical
problems and any risk of prejudging issues. Rather, the documents in question
should be defined by reference to those located at City Water’s offices at the time of
the alleged occupation on 1 June 2005.

The precise formulation of this inventory is a matter which the Arbitral Tribunal
considers is best worked out between the parties in the first instance, since they are
better placed to take account of the practical issues involved in compiling the same.
In so far as agreement cannot be reached, the Arbitral Tribunal will make its own
recommendation following submissions from the parties. The Arbitral Tribunal
considers that this should be a matter in which the parties, and their counsel, should
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be able to reach a satisfactory resolution without need for further submissions or
expense.

97. For the avoidance of doubt, the Arbitral Tribunal’s recommendation is not based on
a final determination that any particular documents are subject to disclosure, are
relevant to the dispute, are within the UROT’s possession, custody or control, or
that the UROT has or may act adversely in respect of the same, but rather a
recognition of the need to preserve such evidence, and for reasons of case
management.

08. The Arbitral Tribunal therefore recommends as follows:

That, by 18 April 2006, the UROT take all necessary steps to procure
that DAWASA / DAWASCO provide an inventory with respect to (a)
documents (electronic and hard copy) seized or taken over or
otherwise existing at City Water’s offices at the time of the latter’s
occupation on 1 June 2005 and (b) documents (as defined) relating to
what was City Water’s operation that have been received
subsequently.

That, the parties cooperate in establishing a workable and non-

burdensome inventory within the parameters set out in paras 90-97
above.

(e) Production of Documents

99. Over and above the preservation of documents, BGT also seeks the actual
production of various categories of documents (items 1(i), 1(ii) and 2 of BGT’s Re-
formulated Request).

100. This is a more controversial issue when framed as an application for provisional
measures under Article 47 of the ICSID Convention. Actual production is not
usually considered within the ambit of such interim relief, partly because
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preservation is usually sufficient to protect the rights in question, and partly because
actual production is catered for by other rules (in particular Article 43 of the ICSID
Convention and Rule 34 of the ICSID Arbitration Rules). Indeed, the two
procedures are aimed at different issues: Article 47 is designed to ensure that the
Arbitral Tribunal can properly discharge its mandate, whilst Article 43 is one
element in a range of provisions that structures how the mandate is to be discharged.

101. Further, as the UROT has observed, the danger of allowing Article 47 as a method
of obtaining disclosure of documents is that this might be deployed to circumvent
other procedures — in this case the detailed mechanism for two exchanges of
document requests.  Although there may be instances in which document
production could be ordered pursuant to Article 47, this would in the Arbitral
Tribunal’s view be exceptional.

102. Even assuming that the power is available to it, on balance the Arbitral Tribunal
does not consider it appropriate in this case to address BGT’s applications for actual
production of documents by way of Article 47. This is primarily because, the
documents having already been secured by the recommendations above, the Arbitral
Tribunal is not satisfied that the requirements of Article 47 are established (eg a
right that is threatened).

103. However, the Arbitral Tribunal does consider it appropriate to consider the requests
for production by way of Article 43, and in the light of case management issues.

(i) Application Concerning City Water’s Bank Accounts

104. Item 1(i) in BGT’s Re-formulated Request comprises a specifically identified,
narrow category of documents that are of obvious potential relevance and
materiality to the issues in dispute. As such, it is inevitable that they will be sought
by BGT in the course of these proceedings in any event. Given its narrow ambit,
this is a request that the Arbitral Tribunal considers appropriate to allow at this
stage, since this may well have case management advantages.
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105. In particular, insofar as there is any issue as to whether or not such documents exist
and whether or not they are within the UROT’s possession, custody or control,
allowing the request at this stage of the proceedings could allow more time for these
issues to be resolved.

106. The Arbitral Tribunal therefore orders as follows:

That, by 18 April 2006, the UROT take all necessary steps to procure
that all of the bank statements (if any) which have been sent from
CRDB to City Water’s former Dar es Salaam address (or otherwise
received by the UROT) in respect of all of City Water’s accounts with
CRDB (including its Contracting Works Accounts, Operational
Accounts, Collection Account and Deposit Account) be delivered by
courier by DAWASA / DAWASCO to City Water’s new postal
address (to be notified), and that all such statements which are
received thereafter are similarly delivered.

(i)  Application Concerning City Water’s Assets

107. Inso far as items 1(ii) and 2 in BGT’s Re-formulated Request concern requests for
production, however, the position is different. Unlike item 1(i) above, each of these
requests comprise broad categories. The relevance and materiality of each category
will be a matter for debate, as will the practicality and potential burden of each
request. As one example, item 1(ii)(i)(a) could encompass all documents generated
in respect of all customers in Dar es Salaam, which might total hundreds of
thousands of individual accounts or subscriptions. In the event that the categories
are found to be relevant and material, and the UROT is able to establish a
disproportionate burden, other mechanisms may have to be considered for the
handling of these documents (eg a summary statement with sample documents).
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108. These are all issues which will require a more thorough consideration, which is
more appropriately done with the benefit of the “Redfern Schedule” procedure that
has now been put in place.

109. It follows that there are no case management advantages in accelerating these
requests, and that BGT’s application for production under items 1(ii) and 2 of its
Re-formulated Request are denied for the time being. BGT is, of course, free to
make requests for production for such materials in the course of the arbitration.

(f) Statement of Account

110. Inthe Arbitral Tribunal’s view, BGT’s request for a “Statement of Account” in item
1(ii) of its Re-formulated Request is properly viewed as an aspect of the production
of documents or other evidence. This is particularly so since the request is
advanced as a collation or summary of the documents for which BGT also seeks
production.

111. However, for the same reasons as set out above with respect to production of
documents, the request concerns a broad category of underlying documents, and is
therefore far from straightforward. As such, the Arbitral Tribunal considers that it
ought to be addressed with the benefit of the agreed “Redfern Schedule” procedure,
and the full elaboration of competing factors that this will entail. To this end, there
are no case management advantages in accelerating the issue.

112. As far as Article 47 is concerned, the underlying documents have already been
preserved (by the recommendation above), and therefore the Arbitral Tribunal
considers that there are no grounds for the imposition of further provisional
measures in this regard.

113. It follows that BGT’s request for a “Statement of Account” in item 1(ii) of its Re-
formulated Request is denied for the time being.
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(q) Concluding Note

114. The recommendations and orders above are made strictly without prejudice to all
substantive issues in dispute and without prejudice to further requests (by either
party) for production of documents or other disclosure. The Arbitral Tribunal is
obviously not yet in a position to form any views whatsoever on the merits of either
party’s case, and it has been careful not to prejudge any issues of fact or law in the
formulation of this procedural order.

The Arbitral Tribunal

Gary BoOrN Toby LANDAU

Bernard HANOTIAU

Dated: 31 March 2006
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i ..
ICANN

New gTLD Application Submitted to ICANN by: Asla Grean IT System Biigisayar San. ve Tic. Ltd. Sti.

Application Downloaded On: 15 Feb 2014
Sting: pars
Application {D: 1-2127-78611

Appiicant information

1. Full legal name

Asia Grsen IT System Bilgisayar San. ve Tic. Ltd,

2. Address of the principal place of business

Contact Information Redacted

2. ¥none pumper
Contact Information Redacted

4. Fax number
Contact Information Redacted

5. if spplicable, websita or URL
http: //www,agitsys.com

Primary Contact

8(a). Name
Mahdi Abbasnia

6(b). TiHe
Managing Director

6{c}, Address

6{d). Phone Number
Contact Information Redacted

§(e). Fax Number
Contact Information Redacted

&(), Email Addrets
Contact Information Redacted

Secondary Contact

7{a). Name
Hakan Atalay

7(b). Tite
Tha Head of Enginacring Dept.

7(c). Address

7(d}. Phone Number
Contact Information Redacted

7{e). Fax Number
Contact Information Redacted

7[1). Emalil Address
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Contact Information Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant
Limited Company

8{b). State the shaclﬂc national or other jurisdiction that defines the type of entily identified in 8(a).
Trade Registration Office (Ticaret Siclli Memurlugundan}

8(c). Attach evidence of the applicant’s establishment.
Attachments are not displayed on thies form.

B(a). i applying company is publicly Iraded, provide the exchangs and symbol.
8(b). f the applying enttty Is a subsidiary, provide the parent company.
8{c). I the applying entity is a joint venture, kist all joint venture pariners,

Applicant Background

11{a). Name(s) and position(s) of elf di
r Name r Positon 1
| Ali Zarinbakhsh || Member of the Board |
ﬁhhdi Abbasia “amn and Managing Dimctor]

11{b). Name(s) and position{s) ot afl officers and partners
l Name Position I
Fatih Aumsoy CFO l

ﬁkhdi Abhnmﬂ rChdnnm and Menaging Dhecto;l

11{c). Name(s) and position(s) of sli shereholders holding ot least 15% of sharas
I Name H Posifion ‘
IAtiZuiaanuh’ Member of the Board
| Mendi Abbasnia || Chairman snd Maneging Director |

11(d). For an applying entity that does nothavea d s, officars, pariners, or shareholders: Name(s) and position(s) of all individuals having lagal or
exaculive responsibility

Applied-for gTLD string

13. Provide the applied-for gTLD stang. If an IDN, provids the U-fabel.
parcs

14A, If applying for an IDN, provide the A-label (beginning with “xn~").

148. f an IDN. provide the meaning. or restatement of the string in English, that is, a description of the literal meaning of the string i the opiion of the
applicant.

14C1.If an JON, provide the language of the label (in English).

14C2. If an IDN, provide the lenguage of the label (as referenced by 180-639-1),

1401, if an IDN, provide the script of the label (in English).
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14D2_ if an ION, provide the script of the label (as referenced by (SO 15924).

14E. i an DN, list afl code points contained in the U-tabel according to Unicode form.

15A. It an ION, upload IDN tables for the proposed registry. An 1DN table must include:

. the applied-for gTLD string relevant to the tables,
, the scnipt or language designator (as defined in BCP 47),
. table varsion munber,
. effective date (DD Month YYYY), and
. contact name, email address, and phone number,
Submission of IDN tables in a sterdards-based format is encouraged.

ataN =

158, Describe the process used for development of the IDN tables submilled, including consultations and sources used,

15C. List any variants to the applied-for gTLD siring accorgding fo the relevant IDN tables.

16. Describe the applicant's efforts 1o ensure that there &re no known operational or rendering problems concerning the applied-for gTLD string, If such
issues are known, describe steps that will be taken lo miligate these Issues in sofiware and other applications,

The team behind Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. has been involved in the development of
various IDN scripts for over ten years. Through this work, we have become aware of aome issues that may cause
rendering problams for certain new gTLDs. We have reviewed the string that will be used with this application
and based upon onr expertlse, we see no issues with operational or rendering problems concerning Lhe applied
for gTLD string.

17. OPTIONAL.
Provide a raprasentation of the label ding 1o the Inlemational Phonetic Alphabet (hitp/Awvav fangsdl ucl ac.uk/fipal).

18A, Describe the mission/purpese of your proposed gTLD.

There are in excess of a hundred million of Persians worldwide. They are a disparate group, yet they are united
through their core beliefs. Thay are a group whose origins are found several millennia in the past, their
ethnicity often inextricably linked with their heritage. Hitherto, howaever, there has besen no way to casily
unify them and their common cultural, linguistic and historical heritage. The .PARS gTLD, and the community it
creates, will change this.

The origins of the ethnic Persian community can be traced to the Ancient Iranian peoples, who were part of the
ancient Indo~-Iranians and themselvas part of the groater Indo~European linguistic family. The Ancient Iranian
peoples arrived in parts of Iranian plateau around 2000-1500 BCE. Important Iranian tribes such as Old Persians,
Medes, Parthians, Bactrians, Scythians, and the Avesta people used the name Arya (Iranian), which was a
collective definition, denoting peoples who wers aware of belonging to the one ethnic stock, speaking a common
language, and mainly sharing & religious tradition that centered on the worship of Ahura Mazda.

The 0ld Persians (one of these ethnic Iranian groups) were originally nomadic, pastoral people occupying the
western Iranian plateau. By 850 BCE they were calling themselves the Parsa, and their constantly shifting
rerritory Parsua. For the most part this was localized around Persis [Pars), bounded on the west by Tigris River
and on the south by Persian Gulf, The first knoun written record of the term Persian is from Asayrian
inscriptions of the 9th century BCE, which mention both Parsuash and Parsua. These cognate words were taken trom
ald Iranian Parsava and presumably meant border, borderland and were geographical designations for Iranian
populations. Nonetheless, Parsua and Parsuash were two different geographical locations - the latter referring
to soubhwestern Iran, known in Old Persian as Pirsa (Nodern Fars). The Greeks {who tended earlier Lo use nanmes
related to "Median™) began in the 5th century to use adjectives such as Perses, Persica or Persis for Cyrus the
Great's empire, which is where the word Persian in English comes from. In the later parts of the Bible, where
this kingdom is frequently mentioned (Books of Eather, Daniel, Ezra and Nehemya), it is called "Paras" (Hebrew
D19 }, or sometimes "Paras ve Madai“ (*7m 019 ) f.e. "Persia and Media”. As the Old Persians gained power,
they developed the infrastructure to support their growing influence including creation of a capital named
Pasargadae, and an opulent city named Persepolis.

Starting around 550 BCE, from the region of Persis in southern Iran, encompassing the present Fars province, the
ancient Persians spread their language and culture to other parts of the Iranian plateau and assimilated and
intermingled with local Iranic and indigenous non-Iranic¢ groups including the Elamites over time. Persians also
interacted with other ancient civilizations in Europe and Africa. The first Dergian Empire oxtended as far as
the limits of the Greek city states, where Persians and Athenians influenced each other in what is essentially a
reciprocal cultural exchange,

The proposed gTLD is, in fact, the name of the accried homeland of the Persian people, including diffarent areas
of the world including Iran, Afghanistan, Tajikistan, Uzbekistan, and many more Persian people around the world.
The total number of native Persian language speakers exceeds 81 million people, while the population of the
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conbsined ‘global tommunity is around 110 million.

While the .PARS gTLD ties back historically, Linquisticaily and cuiturally to the Persian people, it also has
the potential to tie toqethe: the tens of millions of people across the globe who read Persian-script languages.
A robust. gTLD has the powet to bring togesther people scross national borders in-a free~flowing esxchange of
information and commerce, There is not a ,COM or .ORG equivalent of .PARS~~a domain that has universal appesl
acroes a conmon origin. ICANN is dedicated to' creating more competition in the TLD space, and the introduction
of the Persian community thiocugh a .PARS gTLD does 2o in one simple stroke.

Asia Green IT System Bilgisayar San. we Tic. Ltd. Sti. [AGITays) way founded by individuals of Persian origin
who derive a great sense of honor and pride from their community, history and ancestry. AGITSys’ founders have
gathered together a team with extensive experience in Persian language on the Internet, a daunting but critical
task: The team behind AGITSys, including technical advisor-member Dr. Shahram Soboutipour, hss teken a leading
role in wocking toward Persian domaln names {something 1t considers inevitable) for more than 8 years. No entity
is better suited to manage the .PARS gTLD, nor more dedicated to providing new online tools and services to
facilitate the unification of the .PARS community online. The .PARS gTLD will increasfrigly open up the vast
resources of the Internet and the associated global interconnectedness o this Perslan community, while
stimulatlng the introduction of more online information and resources in the Persian language - and AGITSys will
bes at the helm. of this change.

The company is not only parfectly situated ideclogically, but also physically, ‘as it is hesdquartered in Turkey,
which ties together the global Persian population through close relations both with the citizens of Persian~
speaking countries in the East, as well as the diasporas of Persian language speakers in Western nations.
Turkey’s geographical and political location asids it enommensly in the enceavors needed for the .PARS community
to-be a success, as it literally and figuratively sits in~between the East and West. This is important because.
the .PARS gILD is designed to accommodate a global community, and AGITSys’ team’s work with ICANN has always
looked toward not just to serving the Afghan, Tajlk and Iranian people but all users of Parsian-seript
languages.

188. How do you expect that your proposed gTLD wi benefit registranis, Internet usars, and othars?

The benefits of ‘the .PARS qTLD will be manifold, not just to registrants but also to tens of millions of Persien
internet users, as well as many othérs with an interest in or curiosity fegarding Persia., The presence of a
Persian-gpecific gTLD will increase thes volume of online Persian resources, as the emergence of the .PARS second
~level domains sees a network effect kick in. This network sffect will creats an additional incentive for the
digitization of existing Persian materxals, 50 as to facllitate their poSting online as the demand for sech
material grows.

Consequently, the new .PAR§ ¢gTLD will also increase access to online resources as the tens of millions of people
that read Pergian and Persia-related materials are able, for the First time, to find the content they sesk
within the sites operating under the .PARS gTLD. Existing website registrants will be able to extend thelr
presance Lo that audlience with new .PARS sites, while new registrants will emerge from those Persian populations
brought together by the .PARS gTLD, sdding to the walue of the Internet in ways not currently possible.

Ad the global population expands, more people become willing Internat users and seek out second-level domains.
The .PARS gTLD iz flexible, and is thus capable of being used for sites focused on ecommerce, information
dissemination, charitable endeavors and many more functions among Persiang. A transformation in competition is
anticipated for web sites within PARS, to depart from comventions] metheds of attracting new customers in this
expanding market. This is because it will encourage competitors, targeting the extensive and diverse collection
of global Persian Internet users. This incentive doesn't currently exist in an online space devoid of the .PARS
qTLD, where compstition mmonget the 2lready satursted existing TLDs ls stagnant.

In Letws of goals in the areas of specislty, service levels, and reputetion For the proposed ,PARS gTLD, AGITSYs
is committed to offering choice in top level domain extensions amang the Persian community. AGITSys recognizes
many new gTLDs will naturally bava a ralatively narrow appeal and andience. The .(PARS gTLD is different, as it
not only Largets a distinct online community, but one thal spans the globe. AGITSys is prepasred to utilize its
home market of Turkey as a leading scurce of registrants and sites, while incorporating the power of the web to
connect with myriad other registrants and Internet users beyond Turkey. Further, we intend to adopt and follow
thes highest standards in registcy opecations excesting service levels and expectations thus producing a
consistent reputation,

AGITSys has been at the forefront of the ICANN community effort in working to bring the Global Pezsxan community
togather through -a dedicated gTLD, as well as bringing Persians in to the lardar online community. No

organization has a greater understanding both of the opportunities a .PARS gTLD will afford as well as the
challenges that its adoption and spread will bring. AGITSys is prepared to ensutre the success of .PARS, such
that it is a shining example of ICANN's wisdom in granting the gTLD.

The company iz committed to bringing top-level domain registration services to registrants. To this end, AGITSys
hasz contracted CoCCA Registry Services (N2} Limited {“CoCCA”] te provide hosted Registry Secvices for the .PARS
gTLD. CoCCA has over nine years experience authoring open source reglstry software systems and providing TLD
registry support services. CoCCA was originally incorporated in Australia in 2003 as CoCCA Registry Services
Limited, in January 2009 CoCCA re-located to New Zealand and trades as CoCCA Registry Secvices (NZ) Limited.
CoCCA is a privately held HZ company.

CoCCA’s clients are managers of county codé top level domains {ccTLDs) as of 31 March 2012, 33 national country
code top lavel domains {“ccTLDs”) are have selectsd CoCCA's SRS technolaogy or services to manage their critieal
infrastructure. Several other ccTLD3 have committed to migration to CoCCA’s “pamoja” EPP Shared Registry Syatem
(“SRS8*) im 2012 pending the outcoms of re~delegations.

CoCCA's pamoja SRS ls the most widely deployed, field-tested SRS in use today. CoCCA’s SRS is a msture product
that has grown organically over the past decade as new standards have been developed and published. It is
doubtful any other Registry Services provider has accumulated CoCCA's lavel of experiente operating multiple
amall to medium sized TLDe efficiently and securely.

AGITSys’ team is well-known in the ICANN community as a selfless champion of the interests of Persians around
the world, including communities tied to the Persian heritage. We also have a long hintory of advising the
Turkish internet industry. Cur reputation is zolid, and we hauve every incentive to maintain that reputation as
we roll owt the .PARS gTLD.

Under the shepherding of AGITSys, the .PARS gTLD will increase competition, provide more online differentiation
for customats and consumers, while driving digital innovation. The addition of the .PARS gTLD will creste new
coppetition for names within the domaln name space. Not only will the offering of ,PARS domains create
competition within content providers for users of Persian content, but it is expected that competition will be
enhanced among the varying service providers that users require to deploy said content.
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As it is rolled out, the .PARS gTLD will rapidly develop as the gTLD of choice among Persians in all countries.
The demand for.Persian content from this group isn’t and won't be satisfied by .COM or [ORG offerings within the
current gTiDs and in fact has hampered collaboration and innovation. The Persian pecple demand content that is
tailored to thair own snique needs and wiénts, under the wmbrella of a dedicated ‘gTLD,. As stated in 18{a). above,
as Persian-content sites increasingly sesk to differentiate ti elves o ¥, and registrants seek to
differsntiate themselves to acquirers of second-level domains, the power to differentiate will come from
innovative approaches to customer service and the craation of s trusted online environment.

It is AGITSys’ mission that competition and differentiation of the .PARS gTiD will be coupled with a user
experience online that is ‘reliable and predictable. To make this as likely as possible, AGITSys will work both
with existing registrars seeking to reach new audiences, as well as new registrars that may emerge from within
the global Persian community, thereby supporting ICANN's mission to create more capaclity in developing
countries. AGITSys feels it can foster more competition at the registrar level by offering asasistance and
encouragement to new registrars in this way. We also believe that this should and will be coupled with a
positive axperience for Intsrnet users. Indeed, this is critical to the success of the .PARS gTLD, By working
with the right regiatrars (who maintain the right, stringent} standards for adoption and uee by their own
customers, AGITSys can teach iys goal of having the .PARS gTLD become synonymous with a safs and trusted online
experience,

As a part of ‘this, since the .PARS QTLD is community based and designed to serve those of Persian heritage - as
well as to protect its good name, AGITSys intends to limit second-level domain ‘registrations to those of Persian
heritage, or those with a clear intersst in serving the Persian community and culture beneficlally. Sech a
designation is slmost impossible to police, because to restriot reégistrations to those geographicelly located in
Persian nations would alienate the Diasporas mentioned above. Thus, these limitations will mostly be self-
imposed, with registrants agreeing themselves that they are either of Persian heritages or have a clear interest
in ameliorating the community. Equally. AGITSys will not tolerate radicsl content, nor will it tolerate conteat
that ériticizes Persia and the Persian culture, Immediate and severe actiosn will be taken against registrants
promulgating either, and a black list will be created in an attempl to pre-empt any such attempt$. Once content
is reglstered, Lhe community will be to an extent self-policing, with facilities to report sbusive or nop-
Persian registrations available on the Registry website

Because of its dedication to the Persian community and the .PARS gTLD which is intended to serve it, AGITSysz
will implemant protection measuras for ragistrations to ensure an abuse free environment whilst maintsining
choice, This will be accomplished with Registration safeguards, wildcard alerts, nsse selection polices, all
governed by an Acceptable Use Policy and post registrabion protections via Uniform bispute Resolution Pollcy and
Uniform Rapid Suspension. More details on these policies can be found in answer to Questions 28 and 28.

The privacy offered will be total, within the rules and procedures provided by ICANN. " Thess policles will be
transparent and rigorous, modeled after successful policies. implemented by currently delegated TLDs and
aceompanied by vigilant processes and technologies to prevent unauthorized access to information. This is a
manifestation of the larger goal of the .PARS gTLD, that of a trusted source of safe online transactions, as
stipulated in 18{a).

Privacy and security will be key elements of our Acceptable Use Pelicy (AUP). The AUR will govern how a
registrant may use its registersd name, with a specific forus on protecting Internet users. AUP language would
specifically address privacy by prohibiting a registrapt from using & domsin for any activity that violates the
privacy or publicity rights of another pefson or entity, or breaches any duty of contidentiality owed to any
other person or entity. The AUP also would prohibit spam or other unsolicited bulk email, oOr computer or network
hacking or cracking, as well as the installation of any viruses, worms, bugs, Trojan horses or other code, files
or programs designed to, or capsble of; disrupting, damaging or limiting the functionality of any software or
hardware. Wé¢ would maintain complete enforcement rights over the use of the domain name. Should 2 registrant
find itself in breach of the AUP, we wonld reserve the right Lo revoke, suspend, terminate, cancel or otherwise
modify their rights to the domain nams.

In terms of community oubtreach by the .PARRS gTLD, it fs expected that the momentum arcund .PARS will build
gquickly, given the pent-up demand that hag been building for years within the ranks of the Persian people and
associated communiby. AGITSya, as its champion in gTLD discussions, knows full well how popular this service
wiil be.

There is already widesprsad support within the Persian Community for AGITSys' application for ,PARS. More than
40,000 people bave signed a petition to ICANN supporting our effort. As mewbers of the Persian community. these
pecple. recognize the historical and cultursl importance of the .PARS gTLD to Persians and endorse this effort.
The petition can be found at htip:~-w,ipetitions.com-petition-dot-pars-.

The growth of the ,PARS gTLL will be driven by what ecomomists refer to as the Hetwork effect. A network eftect
occurs when a service becomes mors popular as more individuals adopt it. A significant portion of the sarvice's
value stems directly from the incréased sdoption and usage of the service. Historically the network effect is
most powerful in tools of interconnection. The telegraph and telephone were technologies that grew exponentially
due to the network effect. The Intascnet itself is an example of that phenomenotl,- as seen by the rapid upward
growth curve of Internet penetration, broadband speeds, and web site ereation. ICANN'g data on the growth

of .UOM is an example of the network effect, and now it is seen in social~media platforms atop the Internet,
such as Facebook and Twitter.  In a short period of time, with very Little effore invested in PR or promotion,
we were able to recrult more than 40,000 supporters of our aepplication for .PARS. Once delegated and properly
promoted, we axpact to sea sven greater results.

As more gsites offer information, services, and opportunities for intercomnection to the JPBRS commanity as a
whole, more members of the community will navigate to those sites. Many of those will provide their own content,
and their activity there will spark further growth of second-level ,PARS domains. AL some polnt, Parsian
information and service providers currently not offering sites, will see the demand for .PARS-related content
amd will migrate thefr offerings to .PARS sites as well, turthering the offerings to the community and further
driving comsunity membars to .PARS sites. The future benefits of interlinking this diverse and global community
are incaleulable but immense.

Aungmenting this, ABITSys is also active in the business comsunity within Turkey and Middle Eastern countries,
and interconnected across the spectrum of the Persisn community due to its promotional efforts with ICANN and
elgewhere. It will leverage that network to spread the word of the .PARS gTLD in order to promote adoption. The
best steps AGITSys can take to ansure the g¥LD’s sdoption and growth, howaver, are to ensuvre a system
encouraging robust, safe and dynamic second-level domain sites. At that point, the word will spread thyough the
network effecy.

18C. What operating ndes will you adopt to eliminale or minimize social cosls (2.g.. time or financial resource costs, as well as various lypes of co
vuinensbifiies)? What ofher staps will yous take fo minimize negaiive conssquences/custs impased upon 16187
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AGITSys will sndeavor to the utmost in order to minimize the social costs to registrants of a .PARS second-level
domain, not least because AGITSys has every incentive to encourage the adoption amd growth of the .PARS domain.
AGITSys has -chosen to.adopt CoCCA’S tested acceptable use based policy matrix; ‘recommendations for minimizing
harm in TLbs, and subject the TLD to the ColCA Complaint Resolution Service {“CRS"}.

The CoCCA Best practice policy matrix has been deveéloped over a decade and has currently besn adopted by 16
TLDs. Yt was developed for (and by} ccTiDs managers that deslred to opsrate ‘an efficient standards-based SRS
system complemented by a policy environment that addredsed a registrants dse'of a string as well as the more
tradifional gTLD emphasis rights to string.

A key element of CoCCA'a policy matrix is that it provides for registry-level suspeniions where there is
evidence of AUP violations, The TLD will join other TLUS that utilize the CoCCA'§ single-desk CRS. The CRS
provides a framework for the publit, law enforcement, regulatory bodies and intallectuzl property ouwners to
swiftly address concerns regarding the use of domaifis, and the COCCA network. The AUP can be used to address
concerns regarding @ domain or any other ragource racord that appears In Lhe zone.

The CRS procedure provides an effective alternative to the court system while allowing for Complaints against
domains to be handled in a way treats each complaint in a fair and equal manor and allows for all affected
parties to present evidence and arguments in a constructive forum.

AGITSys is also currently developing procedures for competition resclution regarding multiple registrations for
the ‘#ame second~level domain in addition to offering the required Sunvise pfferings through general
avallability. AGITSys will model thesde procedures alter the techniques amd approaches that have succesded best
to date. The history of .COM will beé of interest here, because .PARS should grow quickly ang face demand as high
among the Persian community as .COM has in the English-language online community.
In terms of codt, benefits, and incentives to registrants within the Persian community, AGITSys will offer faiv
and competitive pricimg campaigns for tens of millions of people, introducing them to the wonders of the
Internet and the Persian culture therein., Competitive pricing and-er digcounts will be used and adjusted
accordingly to ensure the right incentive matches the phase of operation and pusinass goals. ASITSys’ business
plan increases our confidsnce in afferings that will encourage growing adoption of the .PARS gTLD.
Each year, AGITSys will review its financial goals versus actual performance of registry operations. Output
from the analysis will include the consideration of pricing versus demand. for registrationa. As with any for-
profit entity, ‘adequate cash flow and predictable revemwe strsams ere essential to .swcosssful operstions. As
such, AGITSYs may adjust pricing of domain registrations to align with evolving business goals. Adjustments can
include not only price increases, but perhaps price decreases, but only current market analysis will dictate
change. Therefore, AGITSys will document in the Registrant Agreement domain price change procedursz and how
they can be expect Lo learn sbout changes through our communications platform. In the end, serving the Persian
community through Internet technolaqies tamains our first priority.

18, is the application for a commitinity-based TLD?

fes

204, Provide the name and Tull deseription of the community that the spplicant Is tomimiting to serve. I tha event that this application is indluded in a
community priofity evahiation, #f will be scored based on the communily identified In responae © this question. The name of the communily does not have
to be formally adopted for the application to be designated as community-based,

The .PARS gTLD community is global: peoples of various natipns united through their historical, ethnic and
linguistic connections which date back more.than two millenniums. The term ‘Pars® (Pars: s,ly) refers to the
original homeland of the Persian poople. The native name of the Persian langusge is Farsi or Parsi. Persia and
Persian both derive from the Hellenized form Népuig Perais of the root word Piars. The DId Persian word was
Parsa.

The Peraian Community:

The Persian people are part of the Iranian peoples who spsak the modarn Persian langeage and closely akin
Iranian dialects and languages. The origin of the ethnic IraniansPersian peoples are tracad to the Ancient
Iranian peoples, who were part of the ancient Indo-Iranians and themselves part of the greater Indo-European
tinguistic family.

The term Persian translates to "from or of Persis” which is & region north of the Persian Gulf located in Pars,
Iran.

It was from this reglon that Cyrus the Great the foundeér of the Achaemenid empire, united all other Iranian
empires {such as the Medes and the Elamifes), and ewpanded the Persisn cultural and social influences by
incorporating the Babylonian empire, and the Lydian empire. Although not the first Iranian empire, the
Achaemenid Empite is tle first Persisn Empire well recognized by Sreek and Persian historisnsg for its massive
cujtural, military and social influences going as far as Athens, Egypt, and Libya and ruling on an estimated
population of 40 million, about 500 B.C.

Ancient history and origin:

The Persians are believed to be descendents of the Indo-Iranian [Indo~Europeans) tribes that began migrating
from Central Asia into what is now Iran in the second millesnium BCE.

The ancient Persians frem the province of Pars became the rulers of a large empire under the Achaemenid dynasty
{Hakhamaneshiyan} in the 6th century BCE, reuniting with the tribss and other provinces of the ancient Iranian
plateau and forming the Persian Empire. The founding dynasty of the empire, the Achaemenids, and later the
Sassanids, were from the southern vegion of lrxam, Pars. The latter Parthian dynasty arose from the north.
Houwever, according to archaeologlcal evidence found in modern day Ilran in the form of cuneiforms that go back to
t?e Achasmenid era, it is evident that the native name of Parsa (Persia) had baen applied to Iran from its
birth.

The origin of the ethnic Iranian peoples-Persian peoples are traced to the Ancient Iranian peoples, who ware
patt of the ancient Indo-Iranians and themselvss part of the greater lndo-Eurepean linguistic family. The
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Ancient Iranian peoples arrived in parts of Irsnian platesu around 2000-1500 ECE. Important Iraniian tribes such
as Old Persians, Medes, Parthians, Bactrians, Scythians, and the Avesta psople used Lhe name Arya {Iranian),
which was a collective definition, denoting pecples who were awatre of belonging to the one ethnic stock,
speaking a common. language, and mainly sharing a religious traditiocn that centered on the worship of Ahura
Mazda,

The 01d Persiang, who wera one of these ethnic Iranian. groups, were originally nomadic, pastoral people in the
wastern Iranian plateay and by 850 BCE sere calling themselven the Parsa and thelr constastly shifting textitory
Parsua for the most part localized arcund Persis {Pars), bounded on the west by Tigris River and on the south by
Persian Gulf. The First known written record of the term Persianm is from Assyrian ingcriptions of the Sth
cantury BCE, which mention both Parsuash and Parsus . These cognate words were takén from Old Iranian Pacsava
and presumably meant bordex; borderland snd were geoyraphical designations for Izanian populations. Nonetheless,
Parsua and Parsuash, were two different geographical Jdocations, the latter referring to southwestern Izan, known
in Old Parsian am Parma {Modern Fars, the Arabized version of Pars, Since Arabs use " instead of “P“!. The
Greaks. {who tended earlier to vse names related Lo "Median®) began in the Sth century to uss adjectives such as
Perses, Persica or Persis for Cyrus the Great’s empire, which is where the word Persian in Englisl comes from.
In the later parts of the Bible, where this kingdom is fregquently mentioned (Books of Esther, Daniel, Ezra and
Nehemya), it is called "parag" (Hebrew pis ), or sometimes "Paras ve Madai® (vini .gng ) L.e. *Parsia and
Media”. As the Cld Persians gained power, they developed ‘the infrastructure to support their growing influence
including creation of a capital named Pasargadae, and an opulent city named Persepolis. Starting around 550 BCE,
from the teqion of Parais in southern Itan, encompassing the' present Fars province, the ancient Persians spread
their language snd culture to other parts of the Iranian plateau and assimilated and intersmingled with lscal
Iranic and indigenous hon-Iranic groups including the Elamites over time, Persians also interacted with other
ancient civliizations in Burope and Africa. The First Persian Empire extonded as far ay the limits of the Greek
city states; whete Persians and Athenisns influenced each other in what is essentially a reciprocal cnltural
exchange.

Ethnicity:

¥hile a categorization of a "Persian” ethnic group persists in the West, Persians have genevally been a pan~
national group often comprising regional peopls who often .refer to themselves as 'Persians’ and have also often
used the term ®Jranian® {in the ethnic-cultural sense). As a pan-national group, defining Persians as an ethnic
group, at least in terms used in the West, is not inclusive since the ethnonys "Persian” includes several
Iranian people including the speakecs of Mpdersn Persian. Some scholars, classify the speakers of Peesian
language as & single ethnic unit (the ‘Persians’} and exclude those Iranians who speak dialects of Persian, or
other Tranian dialects closely related to Persian; however this approach to ethnicity in Irah is erroneocus,
since the designation Iranian {Irani} as an ethnic term has been used by all these ethnic group in Iran,
including the "Parsians” irrespective of their origin, language and religion.

Although the Persian community is connected through ethnicity, origin and language, but they are now separated
by borders. The major community of Pegsians can now be found in Yran, Georgia, Turkey, Armenia, the Caucasus,
Azerbaijan, Afghanistan, Tajikistan, Uzbekistan and Northern Pakistan. Like the Persians of Ivan (Western
Persians), the Tajiks [(Eastern Persians) are descendants of various Iranian peoples, including Persiane from
Yran, as well as numerods invaders. Tajiks and Farsiwasn have a pacticular affinity with Persians in naighboring
Khorasan due to historical interaction aome stemming from the Islamic peried. Scholars alse include Iranlan
langusge speakers such as Talysh, Gllak, lurs, Mazandaranis and speaksrs of Central Iranian languages in Iran
under the term Persian. Specifically, the Lurs speak an Archaic Persian languags..

The introduction of .PARS gTLD will re~connect the- Permian Community, living in countries where the old Persian
Emplire existed: PARS

The total population of Persian community living in in Iran, Georgia, Turkey, Armenia, the Caucasus, Azerbalian,
Afghanistan, Tajikistan, Uzbekistan and Northern Pakistan, talking Persian as their mother tongue is mozre than
120 million, whe know themselves as one group with the same origin, culture and heritage.

It ia impossible to estimate how many of these people will actively participate in the online .PARS community,

because internet penetration various hugely in the various Fersian and Persian-hosting nations. However, it is

anticipated that millions of people will participate as the network effect (as described ip section o h&low}
buging 6 have an impact.

208, Explain the spplicant's refaonship to the ity ideniified in 20{a).

* Ralations Lo any community organizations.

Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. (AGITSys) was founded by individuals of Persian origin
who derive a great sense of honor from their community, history and ancestry. . AGITSys’ founders have gathered
together a team with extensive experience in Persian language on the Internet, a daunting but critical task.
The company is headquartered in Turkey, which ties together the gluobal Persian population through close
relations both with the citizens of Parasian-speaking countriss in the Eant, as well as the diaspors of Persian
language speakers in Western nations. Turkey'sm geographical and political location aids it enormously in this
endeavor, as it literally and figuratively sits in-between the £ast and West, The .PARS gTLD is designed to
accommodate a global community, and AGITSys' team’'s work with ICANMN has always looked toward not Jjust to serving
ths Afghan, Tajik and Iranian people but all users of Persisn-script languagey.

The team behind AGITSys has pioneered the introduction of Persian text on the Internet, a daunting bub critical
task. They have taken a leadership role in working toward Persian domain names for more than 8 years. No entity
is better suited tu manage the .PARS ¢TLD, nor more dedicated to providing new online tools and sarvices to
facilitate the unification of the .PARE community online. The .PARS ¢TLD will open up the vast resources of the
Internet to this community, while stimulating the introducilon of more online resources ln the Persian languege,

ICANN is well-positioned to facilitate Persian-baset domain names dus to the afforts of AGITSys' leadership.

Mr. Shahram Soboutipour, an expert in Persian linguistics has labored for years in anticlipation of ICANN's
introduction of Persisn TLDs inciuding:
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GNSO Internationsdlized Domain Names Working Group

Soboutipour engaged dirsctly with this IDN-related ICANN Working Group. Over a four-month perlod ending in 2007,
Shahram participsted in policy discussions regarding new TLDs as the only representative of Persian concerns.
The report can be found here: http:--gnso.icann:org<drafts-idn~wg-fr-22mar07.htm

GO Policy Piocess Stsering Committee (BpsC)

Since 2008, AGITSys hag been working with the GNSO BPSC. Soboutipour indirecuy promoted policies and sheering
processes for futire development of Persian TLDs within the Working Group-Work Team {WG-WT). The WG~WT is
responsible for meking recommendstions concersing professes and methods involved for & new WG model, including
suggestions for transition to a new model. As has been the case in other Working Groups, we were the only
representatives looking out for Persian concerns,

Public Intersst Registry {.org Registry) Advisory Council

Shahram has beeh 2 momber of the Advisory-Council of PIR, Public Interest Registry (.org Registry] from April
2008 to 2012. He was especially engaged in the Advisory Council’s Working Group, where PIR was interested in
programning its future activities in this world.

Rrabic Seript IDN Working Group (ASIWG}

I3 a self-organizing group that consists of interested parties in the implemncation of Avabic geript in
Internationalized Domain Names. Persian script is known as part of the Arabic script (Perso-Arabic script).
Sobsutipour was also active in this group,

* Relations to the community amd its constituent parts-groups.

As stated above, AGITSys operates at the heart of the community ag defined both by geography and population. But
as this application demonstrates, Lt has & clear understanding of the larger community that would be served
by .PARS, the spread over more than two millenniums of the Persian people and alphabet,

» Accountabilisy mechanisms of applicant to the community.

AGITSys will oversee the formation of a .PARS Policy Advisory Committee [(BAC) populated by members of the .BARS
GTLD community. AGITSys intends that the PAC be representative of the entire broad spectrum of the Muslim
community. It therefore intends to engage religious figures, academics, public figures and a broad range of
community members and simply interested parties as a part of this board. Anyone with & desire to do so will be
able to apply to become & member of -the PAC, and AGITSys will not digcriminate zgainst any applicants; if thelr
application is sttony then the simplest farmer has as much chance of joining the board as a distinguished
academic.

The PAC would serwe as a conduit for the community to weigh in on any policy matters that impact the operation
of the qTL). These ran range from abuse pravention and mitigation to registration policies and the maintenance
and atructure of the .PARS community.

Thiz advisory Bosrd will alss be critical for our continued outreach across the community ds we spread the word
about the .PARS gTLD. It will serve as a key channel of communication with, and anchor to, the community which
this effort hopes to serve,

AGITSys has received ‘endorsement lebters From the following organizations and individuals”

The Economic Coopsration Organization [ECO) Cultural Imstitute

Perdowai Foundation .

Iran-Taflkistan Friendship Agsociation

Institute for Trade Studies and Resesrch

Irvanian Scientific Society of Command And Control

Iranjan Cavers & Speleclogists Association

br, Majid Tatreshi, Historian and Researcher

In addition to the support of these leading organizations, there is alrveady widespread gragsroots support within
the Paersian Community for AGITSys’ application For .PARS. More than 10,000 pmople have signed a petition to
1CANH supporting our effort. As members of the Persian community, these people recognize the historical and
cultural importance of the .PARS gTLD to Persians and endorse this effort.

In a short periocd of time, with very little affort invested in PR or promotion, wa were able to recruit more
than 40,000 supporters of our application for .PARS. Once delegated and properly promoted, we expect to see
even greater results. As it is not possible to upload all 40,000 signatures, we encourage you to view the
petition at htip:--uww, ipetitions, com petition-dot-pars- ..

d YUY Lk TS b

26C. Provide a description of the community-based purpase of the applied-for gTLD,
« Intended registrants in the -TLD.

The .PARS ¢TLD is intended for Memhers of the Persian Community who live in one of the countries: Ixan, Georgia,
Turkey, Armenia, the Caucasus, Azerbaij#n, Afghanistan, Tajikistan, Uzbekistan; people who wish to promote,
participate in or learn about Persian heritage, language and culture and who use it in any way in their daily
lives, Equally, many companies worldwide wuse the word “Pars” or some derivation of Persian in their business
tiamas or gven second-level domain - and thus the .PARS gTLD #will benefit their internet presence, offering
expansion for those already online and opportunities for those who are not.

¢ Intented end-users of the TLo.

Persians can be found in Itan, Gedryia, Turkey, Aimenia, the Caucaazus, Azerbaijanm, Afghanisten, Tajikistan,
Uzbekistan and Northern Pakistan. Sizable Persian cosmunities can also be found across North America in large
cities such as Mew York City, Los Angeles, Chicago, Boston, Seattle, San Francisco, Denver, Ottawa and Toronts.
It is estimated that as many as 1,560,000 Persian-speaking individuals live in the United States alona. Other
major cogcenbrations of Persian immigrants include Turkey (800,000}, U.A.E. & Bahraln (560,000}, Irag
{250,000}, Germany (110,000}, UK (80,900), Canada (75,000}, France {62,000}, India {60,000}, Australia
(60,000}, CIs {50,000}, Isreel {50,000), Lebanon (80,000), Philippines, Korea & Japan (50,000}, Russia & Other
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Formar Soviet Union countries (50,000), Syria (50,000), Pakistan {40,000}, Egypt & North Africa (20, 000}, Gredca
{20,000}, Ruwait {20,800, Austris (15,000), Spain & Portugal . {15,000) and Sweden {15,000} Many of these
Persian communities are served by Persian-script newspapers and periodicals, but the readers of those
publications would welcome greater connection to their fellow citizsns online through .PARS sites. The .BARS
gTLD will also serve #s a reminder of their glorious ancient homsland.

Within all of these populations, the intended end users of the ,PARS ¢TLD are manifold:

Persian-language speakers with ties bo the Persian heritage: This would include a significant percentage of the
population of Persian Community along with othexr nations.

Persian-language native speskere: As demonstrated above, this includes millions of individuals in Afghanistah,
Iran and Tajikistan as well as other continents. ) ) )

Persian-language students: Those learning Persian as a foreign languags woiuld benefit from increased resources
online that would help thew learn and grow in their new language,

Persian businesses: Tens of thousands of entities hold the word “PARS” as patt of their legal trading name,
where it is needed to indicate their origin., Businessmen have chosen the word “PARS” ay a symbol of honor and
glory, and as &n indication that they belong to the Persian community, leaving asidé the simple poptlarity of
the word. The word “PARS” is thus already used widely among Persian webdites. A eimple search for the word
“PARS™ limited to just “Parsian language websites” and “in the page title” results more than 50,000,000 web
pages, clearly indicating this popplarity: http:# goo.gql-bGIVE

A liast of the regional and social varieties of modern Persian include;

Western variant (Farsi)
Eastern variant {Daxi)
Central Asian variant (Tajik)
Hazara dialects (Hazaragi)
Judeo-Persian (Dzhidi}
Judeo~Tajik (Bukhori)

It is hoped thab not only will these intended users derive individual benefit from the existence of a .PARS
community, but that they will also contribute in turn. This should create a group benefit, which will in turn
fead back in to individual Benefits - establishing s beneficial oydle.

¢ Related activities the applicant has carried out or intends to carry out in service of this purpose.

Anticipating the diversification of TLDs now being realized, and the consequent introducticn of & Pexsian
culture~specific online space, RGITSys has been working with a wide variety of related parties for several years
in prepatation, and will tentinue to do s0 going foruward. A key alement to the success of the .PARS ¢TLD is a
strong and interactive community, which Persians around the world are proud to assopiate with and keen to
contribute to. In order to ensure this, AGITSys will engage in and sponsor community outreach and marketing, in
ordet to raise mwareness of the forthcoming possibilities and to gather input for how the .PARS gTLD will take
shape, amd what they intend to subseguently givé back to'it. Launching the .PARS gTLD in concert with the
desires of the community will be key te itz success.

Quality content will also be fundamental to a thriving .PARS community, especially because AGITSys is committed
te ensuring that .PARS is populated by quality second-level domain offerings. With this in mind, AGITSys will be
talking with those most 1ikely to contribute quality content, from news and media agencies to academics and
libraries (who will bes able to digitize Perslan-script materials énd then distribute them cenline comprehensively
for the first Eime) about how they can and will contribute, and what AGITSys can do to facilitate this process.
Ultimately, however, culture and history will always be the most important element for & successful . PARS
community online. The entire gTLD concept is designed as a place of online respect and reverence for those of
Persian heritage to appreciate it - and appreciate their association with this heritage. As such, the
invalvemant, blessing and feedback of the Persian cultural, political and religious community is fondameabally
important, Aware of this, AGITSys has been in prolonged and continued contact with important Peraian figures
arouhd the globe~ asking them what they want to see and how they would like to see it done, whilst alse
encouraging them to gpread the word and prepars themselves. This should mean that when the .PARS gTLD comes
online, there will be a& large swathe of information posted almost immediately =~ therefore instantly creating a
rewarding user experience,

+ Bxplanation of how the purpose i# of a lasting nature.

The community that will bk served by _PARS--growing as it has out of the Persian people and the Persian alphabst
~-has thrived and grown for mors than & millennium. Remarkably, it has done sc largely without the level of
connection online found with English-speaking cultures, This existing community interconnection sp#aks to the
cultural ataylhg power of the community and the many ways it enriches world culture,

with the adoption of & .PARS community, this robust group will be further empowered to interconnect and grow,
allowing it to take its equal place on the Internet stage. The community thrives now, but will resach new heights
with a .PARS ¢TLD,

The growth of the .PARS gTLD will be driven by what scoromists refer to-as the network effect. A nztwork effect
occurs when a service becomes more popular as more individuals adopt it. A significant portion of the service's
wvalue stems directly from the increased adoption and usage of the service.

Aa more sites offer information, services, and cpportunities for intercomnection to the .PARE community as a
whole, more members of the community will navigate to those sites. Many of those will provide their own content,
and their activity there will spark further growth of second-level .PARS domains. At some point, information and
service providers currently not offering sites in Persian will see the demand for .PARS-related content and will
migrate their offerings to .PARS sites as well, fucthering the offerings to the community and further driving
community members to .PARS sites. The future benefits of interlinking this diverse and global community are
incaleniable but immense.

200, Explain the refationship betwaen the applied- for gTLD string and the communily identifisd In 20(s).
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» relationship to the established name, if any, of the community.

The .PARS gTLL iz the name of the geographic lfocation where thes Persiasn comsunity belongs to. Every member of
the community can trace its heritage ethnically and linguistically to the Persisn people, and millions of
residents of lran, Afghanistan and Tajikisten --among others worldwide--are descendents of the Persisns who
lived in the PARS land. There will be an instant connection to anyone in the community as to the meaning

of .PARE, and the fact that any zecond-lsvel domain with the .PARS gTLD will be a site providing them with
Information and access critical to them as s community member,

* relationship to thc identification of community members.

As stated above, community members will feel an affinity and self-identification with tLhe .PARS gTLd, a3 well as
formal jdentification by their place of residency. As adoption of .PAES grows, use of domains using this
community gTLD will grow exponentially, helping to cement the obvious connection between the string and the
community.

* any connotationg the string may have beyond the community,

AGITBys knowz of no other connotations the .PARS string might have outside of this comsunity.

208, Prwtfe:cmmsh dm;pﬁmofuappﬁcmﬂ Intended registration pdlicies in support of the community-based purpose of the appled-for gTLD,
Policies and enf pected to constifule & coherent sel,

« Biigibility: who is eligible to register a second-level name in the gTLD, and how will esligibility be
detarmined,

As mentioned above, tha primary goal of the .PARE ¢gTLD is the protection and promulgation of Persian culture,
language and heritage., To this end, In order to register a .PFARS Domain Name, you declare during time of
registration that you are part of the Persian Ethnic, Linguistic and Cultural Community.

Our policies may permit registrations in ,PARS TLD by the following:

Universities, schools, research institutions and other scasdemic entities that use Persisn in their ascademic
activities or teach-promote aspects of Perzlan culture.

Public or private entities whose aim is promoting the Persian cultore,

Writers, translators, correctors and jourpalists publishing (or contributing to} works in Parsian

Pyblishing companies that publish works in the Persian language or relating to the Persian culture

Media using the Persian language for their communications

Individuals, groups, businessas, organizations, entities or initiatives, however constituted, carrying online
communications in Parsian

Individuals, groups, businesses, organizations, entitles or lnitiatives, however constituted, carrying the word
“Pars” as part of their name

In order to register a names in the ,PARS TLD, all regisbrante must attest that they are membars of the Persian
Comnunity who live in one of the following countries: Afghanisten, Arsenia, Azerbaljan, The Caucssus, Georgla,
Tran, Tajinistan, Turkey, or Uzbekistan and provids a valld address demonstracing their rvesidence.

The ,PARS gTLD s intended for people who wish to promote, participate or learn about the Persian heritage,
Parsian language, Persiasn culturs end Persian history and whoe uge it in any way within their daily lives.

The .PARS gTLD will be open to anyone complying with AGITSys Acceptable Use Policy {AUP), ,PARS registration
policies and with ICANN guidelinas.

* Hame =zelection: what types of second-level nawes may be reglstered in the gTID.

Generally, eligible registrants may register names of their choice in the _PARS Q7LD as long a3z thay are in
compliance with key registry polices such as the Acceptable Use Policies and not on the PAC Resarved list
described below. AGITSys will also follow ICAHN guidelines regarding potential restrictions of second-level
domaina. To help preserve the cultursl importance of the gTLD, we will also develop and implewment & reserve list
of names that will represent key cultural, tragitional and historical valuse of the Persiasn community. The
development of this list will be spearheaded by this restriction can be controlled by creating the list of
prohibired names managed by the ,PARS Policy Advisory Board, This list will contasin a broad listing of names
that have particular significance to the .BARS community. It will include key holidays, religious institutions
cultural icona and described above.

* Content-Use: what restrictions, if any, the registry operator will impose on how 2 registrant may use its
registared nams.

RGITSYS will have an Acceptable Use Policy {AUP} and registration policies that will govern how a registrant may
use its registered name. We will ask all members to honor the Persian Culture, Heritage and language. We will
also reguire registrants to ensure that websites hosted under these domain names contain Parsian scripts to
promote the Persian language as a valuyable resource of the Persian Community.

AGITSYS will explore the use of automated measures Lo search for and evaluate the use of Peraian scripts on
websites registered in the .PARS oTLD, Those ragistrants who do not comply with the usage regquirements above
will have punitive action taken against them, potentially leading te their websits being de~listed. These
requirements will be enforced through the AUP and contracts registrants must sign with their registrars prior to
the registration of a domain name.

* Enforcement: what investigation practices and mechanisms exist to enforce the policies above, what resources
are allocated for enforvement, and whab appeal mechanlisms are available to registrants?

As part of the AUP and registration polices, AGITSys will have complete enforcement rights over registrants’ use

of .PARS domain names. AGITSys will randomly audit domain names registered in the .PARS gTLD to ensure

compliance with all eligibility and use criteria. If a violation iz discovered, an investigation will begin
x.mdiesuly to rectify :sai,d vialatiom
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20F . Attach any written end nts for the spphcation from established instituions rapresentative of the community identified in 20(a). An applicant
may submit written sndorsements by mutiple instituions, if relevant o the community.

21A. Is the application for a geographic name?

No

22, Describe proposed forp ion of geographi ot the o and other levels in the applied-for gTLD. This should include any
applicable rules and procedures for reservation and/or release of such names,

Protection of Geographic Namos

Asia Green IT System Bilgisayar San. ve Tic, Ltd. Sti. has chosen CoCCA Registry Services (NZ) Limited (CoCCA)
as thelr registry services provider, CoCCA has over 12 years of experience in authoring registry software and
providing registry support services. With 35 national TLDs relying on COCCA’s technology to manage critical
infrastructure, the CoCCA EPP Shared Registry Sysatem (SRS) is the most widely deployed, fiesld-tested SRS in use
today. In many respacts new niche market gTLDs are predicted to more closely resemble existing ccTLD name
spaces than the current gQTLD ones. CoCCA’s commercial model and technology enables TLD Sponsoring Organizations
to focus on operating the front end portion of the registry including sales, marketing and community relations
while leaving the operational aspects to the proven team at CoCCA.

In addition to technology CoCCA has a considered and tested set of leading ~ practice policies designed to
addreas security, stability, rights protection, abuse mitigation, privacy and other jssues, CoCCA is a trusted
partner for Asia Green IT System Bilgisayar San, ve Tic. Ltd, Sti. to operate the .pars in a manner that is
fully compliant with all ICANN tules and regulations,

CoCCA, on behalf of the Asia Green IT System Bilgisayar San. ve Tic. Ltd, Sti,, intends to implement the
following measures to protect geographical names at the second and at all other levels within the TLD:

Reservation Measures for Geographical Names

Asia Green IT System Bllgisayar San. ve Tic. Ltd. Sti. will adhere to Specification 5 of the proposed Registry
Agreement, “Schedule of Reserved Names at the Second Level in gTLD Ragistriss”™ -~ section 5 titled “Country and
Territory Names.” The geographic names listed in the following internationally approved documents will be
reserved at the second level within the TLD and at all othar levels where registrations occur:

(22.1.4.1) the short form (in English) of all country and territory names contained on the IS0 3166~ 1
list, as updated from time to time, including the European Union, which is exceptionally reserved on the 150
3166~1 list, and its scope extended in August 1999 to any application needing to represent the name European
Union

(22.1.1.2) the United Nations Group of Experts on Geographical Namas, Tachnical Reference Manual for the
Standaxdization of Geographical Names, Part III Hames of Countries of the World; and
{22.1.L.3) the lisy of United MNations member states in & official United Nations languages prepared by the

Working Group on Country Names of the United Nations Conference on the Standardization of Geographical Nanmes.

Potential Release of Geographical Names

Asia Green IT System Bilgisayar Sanh. ve Tic, Ltd. Sti. is committed to working with governments and other
atakeholdera that may have a concern regarding the registration of names with naticnal or geographic
significanca at the sacond level. If Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti, decides tc release
reserved geographical names, Asla Green 1T System Bilglsayar San. ve Tic. Ltd. Sti. will abide by the process
outlined in Specification 5 of the Registry Agreement by seeking agreemant from the applicable government(sj.
Asia Green IT Syatem Bilgisayar San. ve Tic. Ltd. Sti. understands that any release of the geographical names
may be subject to Governmental Advisory Committee review and approval by ICANN.

Review, Audit, and Updates to Policies

Policy management {s dynamic in nature requiring enntinual management. The Asia Green 1T System Bilgisayar San.
ve Tic. Ltd. Sti, in conjunction with CoCCA’s assistance will be engaged in policy development efforts in
general and with respect to protections of geographical domain names. Asia Green IT System Bilgisayar San. ve
Tic. Ltd. Sti, will review and consider suggestions or concerns from government, public authorities or IGC's
regarding this policy. And as with all required policies, Asia Green IT System Bilgisayar San., ve Tic. Ltd.
Sti. will perform openly and transparent should updates to existing policy or the creation of new policy be
required. Further, Asia Green IT System Bilgisayar San, ve Tlc, Ltd. Sti.’' internal process continually
reviews and manages its reserve lists as one part of the abuse prevention mechanisms described in greater detail
within question 28, “Abuse Prevention and Mitigation.”

23, Provide name and full descriplion of al the Regiskry Services o be provided, Descriptions should inckide both fechnical and business components of
each proposad setvice, and address any polential security or stability concerns.
The following regisiry sendces are cust y services offered by a registry operator:

A. Receipt of data from registrars ning registration of domain names and name servers,

B, Dissemination of TLD zone fies.

C. Dissemination of contact or other information concermning domain name registrations (e.9., port-43 WHOIS, Web- based Whois, RESTIul Whois
service),

D. Inlemationalized Domain Names, where offered,

E. DNS Security Extensions, (DNSSEC). The applicant must describe whether any of
these registry services are Infended to be offered in & manner unique to the TLD.

Additional proposed registry services that are unique to the registry must also be described.

Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. has contracted CoCCA Registry Services (NZ) Limited
{"CoCCA”) to provide hosted Registry Services for the .para TLD. The .pars TLD will be added ta CoCCA's existing
production Sharad Registry System ("SRS"). CoCCA will ensure redundant geographically diverme DNS resolution
through propagation of the .pars zones on the Internet Software Consortium (®ISC*"), Packet Clearing House
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{"PCH"} anycast networks - and on CoCCA unicast servers.

CoCCA authors the internet’s most widely used SRS registry system { which has been branded "pamoias® for gTLD
name spaces). 1SC authors BIND and pioneered anycast technology, PCH has one of the internet’'s largest and
longeat runsing anycast networks. DHSSEC key storage and and signature will take place on the PCH DHSSEC
platform, a platform developed for cocTLD's that mircors the security and processes used by ICANN to secute the
rook.,

The .pars TILD SRS data will be escrowed with both HCC Group and CoCCA subsidiary CoCCA Dsta Escrow Services (HZ)
Limited, )

23.1 About CoCCA

CoCCA has over nine yeara experience authoring open source registry software systems and providing TLD registry
support services, CoCCA was originally incorporated in Australia in 2003 as CoCCA Registry Services Limited, in
January 2009 ColCA re-located to New Zsaland and trades as CofCR Registry Services (N2} Limited. ColCA is o
privately held N2 company,

CoCCA's existing clients are govermments and other managers of county code top level domains {ceTLDs). Az of 31
Harch 2012, 33 national coTLDs have selocted CoCCA's SRS technology andror services to help them manage their
critical infrastructure. Several additionsl coTlDs have committed to migrate to ColCA's "pamuja” SRE in 2012
{panding the outcome of re~delegations). As many as 40 ccTlDs are thought to be using the pamoja SRS
application, whils CoCCA has formal relationships and sepport contracts with 33 TLDs, the sxact number of users
iz hard to determine as the pamoia software is freely available for download from the internet. CoCCA's offers
CCTLDS a perpetusl royalty~fres license to use and deploy the SRS software.

CoCCA's commarcial model is based on delivering significant economiss of scale to TLD managers, CoCCA’s dominant
market position in the ooTLD ecosystem - where the TLD string is generally considersd critical imfrastructure,
ensures CoCCA's commercial viabllity amd ongoing funding of R&D regardless of the sucoess of a particulac gt
string [or group of gTLD strings) that select CoUCA as the Registry Services provider. CoCCA's technology is
mature, fiald tested and their commercial model iz solid and not dependent on new gTLD's.

The pamoja SRS can be used several ways, the application can be downloaded and installed locally by s TLD
Sponsoring Organization {"507), or the 80 can contract CoCCA Lo host either the primary or failover SRS at the
ColCA Hstwork Opsrations Centre [("NOC®),

CoCCA*s pamoja SRS is a freely available gTLD~compliant TLD database application based on the "CoCCA Tools” open
source ccTLD EPP registyy system. Tha SRS licensing simplifies failover and transition planning as the saurce,
data, and daily virtus! machine images arc Lo be placed into escrow enabling them to be migrated or re-deployed
by a different entity without any SRS licensing issues. CoUCA's SRS is a ‘shrink-wrapped” application that can
be fnstalled on a single server in minutes or deployed in a High Availability (MA} configuration,

CoCCh*s pamoja SRS is the most widely deployed, fleld-tested SRS in use today. CoCCA's SRS ix a mature product
that has grown organically over the past decade as new standards have been degveloped and published. It is
doubtful any other Registry Services provider has accumulated CoCCA's level of experience operating multiple
small bte medium sized TLDs efficiently amd secursly.

CoCCh’z pamoda SRS is currently used to pun three {31 Arablce (1IN} TiDs and was selected by the
Telecommunications Regulatory Authority ir Egypt to launch the Interneb'’s firet IDN TLD (.masr}) in 2010. The
flexible package supports ASCIY and IDH - including variants and folding where required.

23.2 Current pamoja SRS deployments

Key -~ | [Pl CoCCA Opervated Primary SRS [[F] CoCCA Fallover SRS { [E] Escrom | [S] Software Only

.af { Arghanistan i Ministry of Communications and IT { [P} [F} IE}

WBi } Burundi f Cantre Hational de 1'Informatique § [F} (B} s}

Lbw { Botswana { Botawana Telecoms Authority i i8] I[F} (E]

.cm H Camaroon H Camaroon Telecommunications (CAMTELY {5}

.c:; } Christmas Is. i christmas Island Internet Administration Limited i {e1 [F1

fE

-1 i £cuador i NIC.EC (MICEC) S.A. i {51

.eq 1 Egypt i Bgyptian Universities Hetwork (EUN} i £S)

wn~~wgbhic H Egypt IDN { Rational Telecommunication Regulatary Buthority
I i8]

- f Guernsey { Island Networks Ltd. i [£3

gl H Greenland | TELE Greenland &S i {8}

g8 | 8. Georgia § Govarnment of South Georgia { {P] [FI {E)

.y § Guyana | University of Guyana i Pl ¥} (E}

St i Haiti i Congorkivm FDS-RDDH I P} [P} [E]

.hn § Handuras | Red de Desarrolle Sostenible Honduras* | {P] (F1 (E}

.ig } Iraq } Communi cations Media Commissiont § i8] (F} (B}

.je i Jarasey { Island Networka {Jersey) Ltd. { {51

ki } Kiribati t Ministry of Communications 1 {8} (¥ {E]

ke i Kenya i Henya Network Information Center (KeNIC) i {8}

gy i Madagascar I RIC-MG (Network Information Center Madagascar} | {(F} {E] 8]

Jmu } Hauritiuvs 1 Internet Direct Ltd f P} IF] [E}

. ! Montserrat { MHI Betworks Ltd H {¥1 {E] (8]

.z i Hozanbique t centro de Informatics de Universidade | iF} [E} 8]

.hE § Hamibla i Hamibian Hetwork Information Center t [F1 is)

.hg § Rigeria |Higerfia Internet Registration Association ¥ {F1 (E1 IS}

af t Rorfolk 1Is, ] Horfolk lzland Data Services § {e} {Fi (B}

.pe i Peru ) Red Clentifica Pervana | {s1

.ab I Bolomon Is. § Solomon Telekom Company Limited | ip} [Pl LR}

L8y { Syria t National Agency for Network Services | IS}
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kn--ogbpf8fl ~ mn-—mgbtfBL1 1 Syris IDB { National Agency for Network Services §
&3]

3 ¥ rimor~Leste { Ministry of Infrastructure i fpl {F] [E}

N1 § Palesting H Hinigtry 0f Telscommunications | {8}

xo-~ygbiZammyx | Palestine TOH 1 Ministry Of Telecommunications

{81 .zt i Zambia | ZAMNET Communication Systems Ltd. l [F} fE] 5}

* Currently in the process of migrating away from Neustar {.ig)} and Afflias (.hn)

23.3 CoCCA’s Hosted SRS

Asia Green IT System Bilgisayar San. ve Tie. Ltd. sti. has confirmed with CoCCA their production experience and

the availability of the Registry Services described briefly in sections 23,4~23.10 below ~ and in greatur detail
in the responses to gquestions 24-43. Aslia Green IT System Bllglsayar San. ve Tic. Ltd. 5ti. and CoCCA underatand
elements of ICANE's TLD requirementsz will most likely be modified in the future. CoCCA's Registry Services will

comply with futurg ICARN requiremants or mandates.

23.4 Recelpt of Data via the SRS EPP interface

Data from Registrars concerning the insertion and paintenance of records in the SRS may be processed either via
the CoCCA EPP intexface (XML over SSL on port 700} or manually vis CoCCA's port 443 SSL web interface. CoCCA was
an garly adopter of the EPP standard and has operated an EPP based SRS for almost seven years.

The .parsz TLD will be added to CoCCA’s existing production SRS, which currently has 203 registrars connected.
CoCCA's SRS hes a single EPP interfece for all hosted TLDz allowing registrars to share the same contact and
host objects across multiple TLDS. The .pars TLD will only be made acosesible to ICANN accredited registrars,
many of which are currently connected to CoCCA for o¢TLDs and using the EPP and GUI interface that the .pars TLD
will be accessed via when launched,

CoCCh*s pamoia EPP interface currently complies the IETF REFC's required by ICANM (5730-5734 and 3735} and is
explained in more detail in the raesponse to Question 25.

23.5 Recelpt of Data vis the SRS Graphical User Interface ("GUI"}

Registrars may insert and manage domain, contact and host records as well as the SRE accounting functions wia a
port 443 GUI. Registrars do not have to uze the EPP interface on port 700, Records managed via the GUI connact
te the SRS EPP engine on port 700 via background processes; this ensures rigorous conformity with the RFC's and
consistency in aoditing and maintenance of historical records.

238 Regletrar Data Restrictions (Ressrved Names)

Restrictions on what domaing may be inserted and maintained by registrars iz to be controlled by configuratien
uf java reqular expressions. In order to comply with the requirements set out in Gpecification 5 and any Asia

Green IT System Bilgisayar San. ve Tic. Ltd., Sti. policy. the .pars TLD will use three of pamoja‘s features as
described below.

23.6.1 Prohibited Patterns. Domains that match patterns will be rejected with an EPP 2306 ~ Parameter Value -
Policy error, Jletting the registrar know that these domain names do not fit in with the registry policy for this
zone .

23.6.2 Syntax Pattorns, Certain strings, such as all-numeric names or single character names may be

restricted. An EPP 2005 error ~ "Parametser Value Syntax error® will be retuined to the EPP client, indicating
that the name is invalid.

23.6.3 MApproval Patterns. MHames that match thess patterns will not be rejected, but will be ragistered pending
approval. Until they are approved, the name will not appear in the .pars zone files, and will not be able to be
transferred, renewad or modified in any way by the registrar.

23.6.4 Both ASCIT and non-ASCII contact details can stored and displayed via web-based WHOIS and command line
WHOTS.

23.7 SRE GUI, Role~Based Accass

The pamsia SRZ GUI has pumerous role-based logins described below., Several of these have been recently developed
by CoCCA in response to ICANN’s proposed gTLU reguirements and ars currently being used numerous ccTLD
production environments.

Administrative Roles

* B8RS Systems Rdminfistrator - Able to administer and cvonfigure the entire SRS systes
* CERT ~ Law Enforcement - Able to view and guery the SRS, but not alter records.

* TLD Rdministrator - Able to administer a TLD or group of TLDs

* TLD Viewsr ~ Able to view but not alter records for a TLD or group of TLDs

* Zone Administrator - Able to administer a Stub Zone, or group of Stub Zones

* Zone Viewer - Able to view but not alter a Stub Zone, or group of 5Stub Zones

* Customer Service - Can perform tasks on bebalf of a number of registrars

¢ Name Approver ~ Can approve names matching the Zone Approval Patterns

* CHIP Approver -~ Can approve domains registered with CHIP codes or other Trademarks.

Registrar Roles

Registrar Maaster Account - Able to perform all registrar functions snd create subordinate logina
Registrar Technical - Able to modify domain details

Registrar Helpdesk - Able to view domaing and make various minor changes

Registrar Finance - Able to view domains financial transactions and also edit financial data
Registrar Finance - {Read Only} Same as above but view only.

P I
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Other Access Roles

* Premium WHOIS ~ Able to perform various queries in a SRS GUI and extract and save data to a €SV, also able to
connect wia the SRS BPP API for read-only query.
* fome File Only ~ Able to login and request Zone Files

23.8 Zone File Dissemination -~ Resoclution

The .pars will resolved by propagation of zone file data periodically extracted from the SRS, sent to PCH DHSSEC
signing servers for signature, returned to CofCA and then distributed by CoCCA's hidden master server to two
redundant and independent anycast networks oparated by Internet Software Consortium {("ISC* | htip:~-isc.org) and
Packet Clearing House ("PCH® | http:--pch.net) - as well as two {2} public unicast TLD servers opergated by
CoCCa,

The .pars will bs resclved by a minimum of 80 geographicslly distributed resolvers, all of which ran ISC's BIRD
and are configured such that they comply with relavant RFC's including 1034,1035, 1982, 2181, 2182, 2671, 3266,
3596, 3597, 3901, 4343 and 4472,

The PCH and ISC nane servers employ IP-anycast technology for scalsble geographic redundancy, strong defense
from Denial of Service attacks, high quality of service, and give eacellent {faat )} responses to geographically
diverse Internet ussrs. DNSSEC and IPY6 are already fully integrated into the PCH and ISC networks,

Registrars will able to continuously inspect the availability and status of each TLD server instance via the SRS
GUI and other CoCCA WEB Sites. Should 2 TLD server be unreachable registrars are to be automstically notified
tvia emsil) and EPP polling messages. More detailed information is awsilasble in the responsas to Questiong 2é-
43.

23.9 Dissemination of PDomain Related Information

The SRE public WHOIS server will answer for the .pars TLD on port 43 in accordance with RFC 3812 and the
requirements set out Specification Four (4}, 1.1-1.7 and Specification Ten (10}, Section 4.

The ColCA SRS features a public port 443, web-based RDOS interface that enables internet uzers to query and
extract information which {8 at a minimum identical to that which is provided via the port 43 server but using
tachnology that may be more convenient or accessible to many internet users than a port 43 command line yuery.

The CoCCA SRS also allows any Internet user (or any user with a login to the SRS) &0 order a complete Historical
Abstract delivered in an easy to understand pdf format.

Individusls may optionally subscribe to CoCCA's Premium WHDIS service, which provides thesm with;

* gecure access to the SRS  (via both a web-based port 443 5UI and rzesd only EPP on port 700).

* the ability to perform a variety of boolean queries online in real-time and save the output to a C8V

* the ability to create "interest lists” uszing jeva regular expressions where they receive EPP polling messages
and emalls if a domain is registered that contains a string of interest to them.

Extablished CERT’s and law enforcement sgencies may request, and will generally be granted, .read only GUI and
EPP access to the ColCA S#S free of charge. Currently this access ls granted to the Australian Government CERT,
who under an MOU may share information with other CERT's and national and international law enforcement
agencies,

23.10 NS Security Estension (DNSSEC)

CoCCA's SRS DNSSEC implementation allows registrars to provision public key material via EPP and the GUI. Under
an agreement between ColCA and PCH, .pars TLU Keys are to be stored offline and signed uaing PCH's DNSSEC
platform that replicates the security process, mechanisms and standards employed by ICAHR in securing the ROOT
of the DNS.

The CoCCA-PCH key storage implementation deviates from the ICANH modol only by diversifying the locations of the
secure sites guch that two (2} of the three (3} sites are outside the United States. The Singapore facility iz
hosted by the Hational University of Singapore, on behalfl of the Singapovean Infocomm Development Agency {IDA).
The Swiss facility is hosted in Zurich by SWITCH, the Swiss national research and education network. The U.S.
facility is hosted by PCH Equinix in San Jose. ’

The CoCCA SRS DNSSEC implementation complies with RFC’s 4033, 4034, 4035, 5910, 4509, 4641 and 5155, Additional
information on the DRSSEC implementatfion is available in the rtasponge to question ¢3.

23.11 Eacrow Depoalts

CotCA's Reglstry Services include deposilt of escrow dsta in the format and following the protocols set out in
Specitication Two. CoCCA currently deposits ccTLD data daily {in both the native CoCCA format and the draft
arias-noguchl format) with both NCC group and CoCCh Data Escrow (NZ) Limited. CoCCA Dats Escrow (NZ] Limited is
# subsidiary and was established in 2009 to provide Failover Registry and escrow services to users of the ColCA
SRS who run the software locally on their own infrastructure.

Az part of CoCCA's Registry Services and to ensure continuity of operations, CoCCha deposits all updates to the
pamoja SRS source code with NCC, and daily VMware images of the production SRS with CoCCA Data Escrow Services
{N2) Limited. These same practices will be adopted for the .parz TLD when launched.

.pars SRS data will be deposited with NCC Group, CoUCA Data Escrow and ICANN. Additional information on Escrow
iz available the response to question 38,

23,12 Docusent. Management
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CoCCA's Registry Services include maintenance of documents related to intellectual property rights, complaints,
identification of contacts, court orders ete. These documents are maintained in the SRS and become part of a
domain's { or contacts ) permansnt history.

23,13 Support for Various Zone Statss

CoCCA’s Registry Services support Susrisze, Rolling Sunrige, Land-rush and Open Registrations for a given zone,
Each "State* can be configured to mstch common policy options.

23.14  Accounting

CoCCA’s Reglsiry Service's includes a variety of standardized and add-hoc rsports accessible to TLD
administrators via the GUI. Standardized reports include one that complies with the requirements get out in
Speci Fication Three "Format and Content for Registry Operator Monthly Reporting”.

23.1% Audit Trail

K1l SRS activity is logged and permanently archived, it can be easily retrieved via the GUI for law enforcement
or complaint resolution, A “time-machine” feature allows a user with appropriate rights to view the domain
information as it existed on any given date and time. Information is never purged from the SRS, information on
deleted domains, hosts, contacts can be sasily extracted.

23.16 Monitoring

CoCCA's Regiatry Service's include statistics on and real~time monitoring of the primary NOC, CoCCh's DNS
Survers, Escrow HOC (NZ) and failover MOC in Palo Alto California. Additional information iz available in the
answers to questions 24-42, Monitoring of the ISC and PCH anycast networks is done internally by those entities,
with statistics and notices made available to CoCCA in near~real time. Where applicable and relevant wonitoring
information iz made avallable to registrars hy ColCA via the SRE.

23,17 Malntenance of Failover Facilities

CoCCA Registry Services include maintenance of their geographically dispersed Escrow and Failower SRS facilities
{ Auckland and Palo Alto, a third is planaed for Paris in early 2013},

23.18  Complaint Resolution Service [CRS§

CoCCA's Reqistry Services includs operating a "single desk” CRS to help resclve complaints, broigger Critical
Issue Suspensions {*CIS*} and enforce a Uniform Rapid Suspension {"URS"] request. Bsia Green 1T System
Bilgisayar San. we Tic, Ltd. Sti. will bind all registrants in the .pars to thes CoCCA CRS, Acceptable Uss Policy
and Privacy and RDDS Policy via the .pars Reglstrant Agresment ("RA™). CoCCA's front-line CRS services are a
"role” performed by CoCCA's 24-7-365 BOC support.

23,19 Registrar Support

CoCCA Registry Sarvices provides registrars with 24-7-365 support via email and their virtual manned Naetwork
Operations Center (WOC). The CoCCA ROC Support has staff Auckland, Sydnaey, Jonestown (Guyana) and Paris for
around the clock coverage. CoCCA NOC Support all have sccess to the same cloud hosted monitoring and customer
service applications as well as the BRS.

23.20  Security and Stability Budit

‘The pamoja SRE application is used to mange critical TLD infrastructure, each release is tested prior to releass
or deploymant by CoCCA developers, developers and aystems administrators at registries that deploy the
application locally. Each major release is tested and audited by Yonita {(http:--yonita.com-}.

CoCCA constantly reviews its SRS software and sites to ensure they meet or exceed best practices in the
induatry, regular extasrnal sudits of the security policy and CoCCA NOC are planned commencing 2013. The CoCCh
NOC and failover facilities will be independently tasted twice a year to ensure compliance with the CoCCA
sscurity policy, where applicable recommendations Included in a security asdit will be swiftly implemented.

23.21 Operational Testing and Evaluation [OTSE} Environmant

CoCCA’s Registry Service's include the operation of an OT4E SRS that enables registrars to evaluate new versions
and features of the SRS smoftware before they are deployed by CofCA in production. Any ICAHN accredited registrar
will be granted access to OTGE. Registrars not currently connected to the CoCCA SRS will be required by CoCCA to

demonstrate compatency in EPP and the .pars policles before being granted EPP or GUI access to CoCCA's
production 8RS,

23.22 ARuthorjzation Key Retrieval
CoCCA’s Regiatry Service’s include automated public retrieval of domain AuthCodes by the administrative contact
via a port 443 web paga. The Authorization Key facilitates expedited transfers from one registrar to another.

23.23  Public Drop -~ List

CoCCA's Registry Services include publication of drop~lists of domains that are pending purge via a port 443 web
page and email reports to registrars.

23.24 wildcard Brand Registrations
A mechanism thought to be unique to the CoCCA SRS that allows blocking registration of a domain’s “variants”
using java ragular expresmions. This requires approwal and manual intervention on the part of CoCCA.

23.25 co-operation with Law Enfotcement and CERTs

CoCCA works with Law Enforcement, CERTs and researchsrz and will genarally grant registry continuous access fres
of chargas to facilitate two-way data exchanges aimed at preventing and mitigating abuse in the DNS.
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There are no known security or it;bllity issues with the CoCCA's SRS, PCH's DNSSEC platform or ISC's and PCH's
anycast networks at this time, Should any be identified resources are available internally ar CoCCA, PCH and ISC
to swiftly address and resolve security or stability issues as they arise.

24. Shared Registration System (SRS) Performance:
describe

+ the plen for operation of a robust and refiable SRS. SRS is a critical registry funclion for enabling muitiple registrars fo pravide domain name
registration services in the TLD. SRS must inciude
::EPPhhMbﬂnmdm.nwtluowwarhmhbnd-dhhnwﬁd,rmoymmnimmm\gdlhemwvv.m

to
the requirements in Specification 6 (secton 1.2) and Specification 10 (SLA Malrix) atlached to the Registry Agresment; and
» resourcing plans for the inittal implementation of, and ongoing maintenance for, this aspect of the criteria (number and description of personnel
rolss aliocated 1o this area).
A compiete answer should include, but ks not limied 1o

« A highjevel SRS system description;

* Represeniafive network diagram(s);

« Number of servers;

« Descripiion of intar ity with other iagistry systems;

* Freq y of synchronization bety ; and

_* Synchronization schems (e.g., hot standby, cold standby).

The .pars TLD will be added to CoCCA's existing SRS, which currently has fits primary Network Operations Centre
(NOC) in Sydney Australia. The Sydney primary SRS is a single SRS instance currently hosting a dozen ccTLDs.
CoCCA’s Sydney SRS runs the latest versions of their "pamoja” TLD software application in a High Availability
{HA} configuration. The Sydney SRS reglistry that will host ,pars currently complies with the requirements
Specifications 4, & and 10 and will be scaled or modified to meet SLA requirements or any future ICANN gTLD
speci fications. Because of CoCCA's commercial model and technology tha primary SRS can be moved from ona data
renter to another with only a few minutes outage.

From an Internet users perspective trusted, secure and responaive DNS implementations are the ultimate objective
of Asia Green 1T Systom Bilgisayar San. ve Tic. Ltd. Sti., To ensura this CoCCA will use PCH's DNSSEC and anycast
infrastructure for offline storage, signing and resolving the .pars TLD, additional DHS resolution will be
provided by the ISC SNS anycast platform and two CoCCA unicast DNS secvers. Additional information and technical
details on the DNSSEC and anycast DNS services can be found in the answers to questions 34, 35 and 43,

24.1 Scale of Operations

A decade of operational experience with TLDs that have implemented polices to discourage tasting or otherwise
incentivize add-drop registrations confirms the widely held buliaf that SRS registry databases are largely
static, Once registered data associated with a domain iz not frequently modifled. More than 99% of the queries
seen by CoCCA on a daily basis are WHOIS, EPP Domain:Info or Domain:Check queries (read queries) and do not tax
3 SRE's resources excessively. Direct experience and anecdotal evidance from other small and mid-sized
registries suggast that between 2% and 5% of the records in the register change daily through db "write®
operations - new registrations, renewals, name server changes, contact updates automated changes of status,
transfers etc.

For a theoretical registry of 1 million domains this equates to roaghly 50,000 "write* transactions a day - or
an average of 35 a min (50,000 ~ 1440 min-day). A recent test of CoCCA's SRS software on an single 8GB cloud
sarver revealed that the pamoja software was able to process 4 million unique EPP registrations in a little over
5 hours. Performance teats can be designed in any number of ways, real world performance depends on a variety of
factors- the specific policy and account settings for & given zone.

In terma of both tr tional capability and storage, todays "off the rack® hardware and the open source
PostgreSQL databane used by CoCCA can easlly cope with demands that a small to medium sized registry is ever
likely to make on an SRS system, While the CoCCA SRS EPP and WHOIS infrastructure and platform may seem
comparatively modest, a decade of experience confirms it ia more than capable of meeting the ICANN's gTLD SLA
requirements and comply with the required REC's.

If future demands require it, CoCCA's SRS can easily {and affordably) be sc¢aled by adding additional load
balanced application servers and bandwidth.

24.1 SRS | High Level Description

Comprehensive information on and descriptions of the CoCCA SRS and NOC may be found the answers to questions 25~
42 that follow.

24.1.1 SRS Infrastructure - Architecture
The following describes the key features of CoCCA"s current production SRS that will be utilized for the .pars:

* Primary SRS is oparated from Global Switch, a tier 3 + facility and one of the largest carrier-neutral data
centers in the Southern Hemiasphere.
http:~~www.globalswitch.com-en-locations-sydney-data-center

* Redundant links to the Internet through PIPE networks and Telstra
hitp: ~~www.pipenetworks,con
hittp:--wuw.telstra,com.aus

* DNSSEC Key storage (offllne} in Singapore at a PCH facility hosted by the National University of Singapore, on
behalf of the Singaporean Infocomn Development Agency (IDAJ. Failover storage at a facility is hosted in Zurich
by SWITCH, the Swiss national research and education network and in the U.S. at facility is hosted by Equinix in
San Jose.
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4 .pars zones signed by PCH in Frankfust or Pale Alto

* SRS Escrow at tier three co-location facility (Masnet! in Auckland NZ and Fallover a tier four facility
{Equnix) supported by PCH in Pale Alto, CA US. A Zourth SRS "instance® is planned for Paris in early 2013,

+ Dedicated, routable CoCCA Critical Infrastructure IPvi and [Pvé address blocks.
IPvi resources: 203.119.84,0-24 {crit-infzal

IPvE resources: 2001:dd8:3::-48 (crit-infraj

% Routers, Firewalls, Switches and load balancers all configured for fallover.

* Cot:CA"s pamoja SRS application load balanced and configured for fallover,

* PostgesSQL 9.1.3 databasze replicated synchronously to two secondary DB servers,
* DS Keys lodged by registrars via ERP or the ColCA SRS QUL

* BServers Virtwalized {(VMwars vsphere v5)

* VM image~based replication for high availability and off-site disaster recovery http:--www.veeam.cCom vmware~
eax~backup htm} .

* Critical Data continucusly replicated ssynchronously to two off-site SRS instances - PCH, Equinix Palo Alto C4
{pch.net} and CoCCR Data Escrow (N1} Limited, Auckland NZ {(maunelb.co.nz)

* OT4E Environment for Registrars

¢ Primary and Secondary hidden master DHS ( failover masters 3.

* CoCCh operated unicast DHS in Sydney Roastralis and Auckland New Zsaland,
¢ Twe anycast solutions operated by PCH and ISC - over B0 DNS nodes.
24.1.2 Specification 6, Section 1,2 Compliance,

The .pars TED will be added to ColCA"s production 8BS that currently hosts 12 coTLDs under a single RPC 5730-
5743, RPC 5510 and 3915 compliant EBP interface.

A list of the Registrars that curzently connect to the ColCA SRE for ons or more coThDs follows bellow.
4.2 EPp Interface

The port 100 EPP interface for .pars will listen on the same IF and port az the EPP server for the other TiDs
hostad by CoCCA - currently "production.cocecarsgistry.nsti700%, on launch the production EPP interface for .pars
will be branded as epp.nic.pars.

24.3 WHOIS Interface {port 43 and 443}

The WHOIS Interface{s) for .pars will listen on the same IP and port as the WHOIS server for the ccTLDs and
prospective gTLDz to be hosted by ColCA - currently "whois.coccaregistry.net:43-443* on launch the interface
for .pars will be branded as "whois.nic.para”. Each TLD { ccTLD~ gTLD § in the CoCCA SRS may have different
WHOIS disclosure settings based on the TLD policy. The .pars will comply with the ICANN gTLD disclosure
requirements.,

24.4 GUI Interface {[port 443)

The GUI Interface for .pars will listen on the same IP and port as the GUI gzerver for ceTila and prospective
gTibs te be hosted by CoCCK ~ currently hitps: - production.coccarsgistry.net:443. On launch, the interface
for .pars will be branded as "registry.nic.pars”.

24.5 Hidden Master DNS {s) [port 53}

The there are two hidden master servers. CoCCA will transfer the .pars zone from the "signature master” to BCH
For DNSSEC signature using TSIG IXFR ~ AXFR and IP restrictions at the 08 and firewall level. PCH will sign the
2one and tranafers it back to CoCCA using TSIG and INFER~ AXNFER, ColCA will then loads the z2one on a second
rdistribution waster” which allows distribution to the PCH and I5C anycast transfer points and the CoCCA unicast
DN servers. )

Z4.6 CotlCA Public Unicast DBHS

DHE servers on virtual machines running BIND in the Sydney HOC and NZ SRS will pull and resolve the ,pars TLD
zones.

24.7 Public anycast DNS

CoCCA's distribution master notifies the anycast providers {PCH and ISC) and .pars TLD zones are transferred to
the respective provider’s transfer point IPg (hidden IPS for DHS transfers only) using TSIS INFER -~ AXFR and
then propagated by PCH and 18C across their respective anycast natworks.

24.8 ftp Server

Server to distribute zone files as required under Spacification 4 Section 2.

24.9 Escrou Server -
Berver used to deposit TLD dats with NUC and transfer data to UofCA"s Failover and Escrow SRS. Usesz Secondary 1P
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range.

24.10  Number of Servers
There are seven physical secver appliances in Bydney HOU configured such that they host 17 virtual machines.

24,11 High Availability (HA} Configuration

The Sydney HOC's network asppliances are configured for failover and HA in either hot or warm stamdby mode., The
PostgresQl databases are locally replicabed using 9.1.3%'s synchronous replication and asynchronously over the
WAN to the Failover facilities. The sztatus of the local and off-site replication is continuously monitored by
the CoCOR NOC. CoCCA also ships WAL files zo that in the event of an extend WAN outage the offsite SES can be
updated using Point in Time Recovery {PITR]. ‘

RDDS and EPP mervices are load balanced bebwean two different application servers at the primary SRS { more
application servers can easily be added j. Public read-only RUDS may also load balanced by simply having the
nagios monitoring software automatically modify the resource records and send WHOIS vraffic to either of the
secondary - failover SRS's for near-real time WHOIS, When the primary becomes available or SLA issues ( Dos
ate } are resolved, RDDS services are automatically switched back to the primary SRS.

the public IPs at the NOU useq for EPP, WHOIS and GUI are on routable critical infrastructure ranges assigned to
CoCCA by APNIC. In the event of an issue with the primary Internet link at the Sydney BOC (PIPE networks) CoCCA
may either modify A and AMA records for GUI ~ RDDS and EPP survices to the local failover link, or the entire IP
range can be re~routed using BGP routing to a COCCA failover 5RS. I the eniire Sydney MOC suffers an extended
autage the traffic can be routed to the the failover SRS (Palo Alto} or Escrow SRS (Auckland] as conditions
dictate by either modification of rescurce records { A, cname | or BGP of the CoCCA AS.

VHware images of all virtual machines are made dally using Vesam Backup & Replication software

In addition to stresming replication, SRS data is sent to ColCA's fallaover SRS and Escrow sites every 10 minutes
{or sovoner depending on activity) via 5CP in the form of postgresql PITR files, and daily in the form of
comprassed databaze dumps and VMware images.

24,12 Liat of Registrara Connncted to the CoCCA SRS in Sydney AU as of March 30, 2012

Hamg Countzy
12idn Limited NZ

1APT GmbH DE

3u Media GmbH bE

abayard HT

AB HameISP SE
Active2sd .C2Z cz

AFPGRIC Regiztrar AR

AGY Times GB

Alpha Communications Network HT
Ascio Technologias

Atlantis North Lid

Automattic Inc

DomalnReg bBE
Bamik Wetwork Inforsation AF

BBCWYSE Technology Co. Ltg My

BB Online UK Limited 3]

Baijing Guoxu Network CH

Bizon.com, Inc, N

Biz.Vi Networks &id. HT

Blacknight Internet Solutions IE

Brights Consulting Inc, JB

Brown Domain Services HT

cetldnames GY
Cagent 1PC SE
Com Laude GB
Communigal Comsunication Lid IL

Connect~Treland 1E

Core | Counecil of Registrars CH

CPE~-Datensysteme Gmbll DE

Cronon AG AF
Corporation Service Company Ch

Consortium For Succesa, Inc, us

Cybernaptica Ltd U

DA Domains >
DANTLOGE . COM HT
Digital Technology GY
Dinahosting 8L : ES

Dipcon AR SE
documentdata anztalt [ A4

DomainClub, com tus
fropaine. fr FR
Domaininto AB SE
DomainKaep us
Domain The Net Technologlies ik

Dominiando IT Ir
Dyramic Network Zervices us

E-advert Letd KU

Eazy Line Host F
Easyspace Ltd GB

HER
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25 B fe Provisioning Profocol (EPP): provide a detailed description of the intedace with registrars , including how the appiicant will comply with

EPP in RFCy 3735 (f applicable). and 5730-5734.

!;:xmm o provide propristary EPP exiensions, provids documentation tonsislent with RFC 3735, including the EPP templates and schemas thal will
used.

Dascribe r g plans (number and dosery of p f roles sfocated fo this area),

A complels answer is expected 1o ba no more than § pages. if there are prop y EPF extensions, a complele answer is also expected fo be no more

than & pages per EPP extension.

CoCCA was among the first registry providers to embrace Lhe EPP standard aeven years ago. CoCCA's traditional
clients have been small to medium sized coTLD operators un-encumbered by the legal, contractual and governance
issues that often result in protracted delays in rolling out new policy, technology or standards in larger
ceTLDs or in the gTLD epvironment. CoCCA and the users of its SRS software have been historically free to trial
and introduce innovative technology policy.

The ColCA SRS ls an "all in cne” software package ¢ RDDS~ EPP~ GUI ~ Accounting ) however this does not prevent
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it from being deployed in & clustered environment where multiple instances answer for a apecific protocol under
& load balanced, high availability environment. Using a load balance appliance EPP traffic can be sent to one or
move servers which are in turn comnected to the zame databass. In all small to medium gzized deployments tested
to date load balancing the EPP service is not required - the load balancer is simply confiqured to provide
fallover and HA.

An aggressive three-ywar development program commenced in January 2009 with the objective of ensuring ColCA’s
software was compliasnt with ICANN'S new Q7LD requiresments - as well as the meeting needs of new and existing
users in the cocTLD community. ’

25.1 Current EPP BFT Compliance:;
REC 5730 Extensible Provisioning Protocol (EPP}

This RFC i3 & base protocol document for EPP, EPP io an XML-text object bagsed client-server protecel, atomic in
its transactions, and developed to support multiple transports and lower level security protocols, Thera are no
partial failures; all commands either succeed or fail delfinitively. Object~to-object asssociations are standard
with limited application of parsnt-child relationships whers delegate relationships are necessary for affected
functionality, such as internal host data and its relationship to domain objects. The pamoja SRS fully
implements the service discovery, commands, responses, and the extension fifamework described.

REC 5730

This REC is a base protocsl document for EPP. EPP is an XML~text object based client-server protocol, atomic in
its transactions, and developed to support multiple transports and lower level security protocols, There are no
partial failures; all commands either succeed or fail definitively. Objsct-to-chject associations are standard
with limited application of parent-child relationships where delegate relationships are necessary for affscted
functionality, such as internal host data and lts relationship to domain objects. The pamoja SRS fully
implements the service discovery, commands, responses, snd the sxtension framework described.

REC 5731

This RFC explains the mapping of the primary EPP registry object, the domain object. It reviews associated
attributes and states of the domain object asx well as child cbject rvelationships (hosts). It also details
associations with other contact objects., The pamoja SRS complisg with the Full XML examples and descriptions and
applies flexibility where permitted. For example, 5731 allows operators to implement the info command with
different responses for a “sponsoring registrar” and a “non-sponsoring registrar” in regards to many domain
object attributes. The pamoja SRS implements this as a base protocol document for EPP.

RFC 5732

The pamoja SHS implementz thiz sg a base protocol document for EPP. The pamoia 5KS notes this RFC describesz the
mapping of relationships to host objects, which are by definition subordinate to the superordinate domain name
object. Host objects that are defined ag internal or in the namespace of the registry must be related to a
supsrordinate domain object to be created. Internal hosts, as full child objects, face restrictions associated
with the management of their supsrordinate domain object. External hosts are hosts belonging to another domain
namespace and as such are not subordinate in the present namespasce. Internal hosts can have a glue or an A
record aspociasted with them, external hosts refer te another namespace or zone for the asgsociated A rscord,

RFC 5733

Anocthar RFC implemented in the The pamoija SRS mervaer, this RFC describes the contact object mappings in EPR,
Contact objects are used to contain related data surrounding the standsrdized contacts types in TLD registries
including attributes such as contact type, country, telephone numbers, email addresses, etc. As a standalone
object, a contact object can be created and associated with no domain objects or with any number of domain
objects available In the registry. This is used commonly by registrars to update common contact informstion
associated acroms large numbers of domains in a single transaction. Like the domain objeckt, it can be secured
with a passphrase or “authinfo” code. Contact object data represents the definitive data source for
asthoritative RDDS (WHOIS) in new TiDa.

REFC 5734

The pamoja SRE implements this RFC as the preferred industry transport and in compliance with ICANN's -
requirements. This RFC describes 3 standard implementation of TCP incorporating TLS. The transport of cholce for

the EPP registry community has been TCP. Implementers are encouraged to take precautions against denial of

service attacks through the use of ztandard technologies guch ag flrswall and border router filters.

RFC 5735

The pamoia SRS implements this REC az applicable to any sxtensions it utilizes as this REC prowvides specific and
dutailed guidance on EPP extensions., An important principle in creating extensions to, as opposed to modifying,
the EPP protocol was to fully preserve the inteqrity of the existing protocol gchema. Rdditionally, a valid
extension i{taelf should be extensible. Another important requirement in the RFC is to include announcements of
all available axtensions in the EPP server greeting element befors establishing an interactive client sesaion.

REC 3915

The pamoja SRE supports this extension since this all ColCA managed TLDs implement the grace pericd
implementation known as the Redemption Grace Period or “RGP”. When RGP is in use, domainz are deleted into the
RGP where Registrars may request s restoration of the domain. Thiz iz & billable event and requires a three-step
process: placement of the domain inte a pending restore state, submission of » restore report explaining why the
domain is being restored, and finally the restoration of the domain, The RFC axtends the domain spdate command,
atds related domain statuses, such as "redemptionPeriod” and "pendingRestore,® and extends the responses of
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domain info and other details. The RFC provides a lifecycle description of the RGP and defines the format and
coptent for ciient to server subsmission ¢f the associated restore reporta.

REC 5910

The pamoja SRS will support DNSSEC and therefore will also support this extension from initiation of the
registration process. DNSSEC is 3 mechanism for cryptographically verifying that each delegate rone in the DN
hierarchy has been referred to or is veferring $o its genuine parent or child zone respectively. Bince TLD zone
files are genersted from suthoritative registry data, this extension specifically provides the ability to add
elements to the domain-create and domain~update functions amd to the domain-info responses, allowing registrars
to submit associated delegated signer (DS) information of the child zone indicating it is digitally signed and
that the parent rone rscognizes the indicated key as a valid zone key for the child zone.

SRE General

The pamoia SRS Session Manazgement - pamojs listens on port 700 for client requests.
The pamoja SRS Message Exchange - pamoja complies with the EPP message exchange rules
The pamcia SRE Data Unit Format -« pamoja uses the prescribed packst formats

25.2 EPP Security:

CoCCA’s SRS performs usernama-clid-password-ssl certificate checks and also contains application level code to
restrict connections to a set of IPF addresses for each client and login.

Additional security is provided by firewall IP resmtrictions that restrict port 700 access to the SRS to trusted
IP's and the use of stateful firewalls and load balancing devices to mitigate DoS attacks or other maliciocus
activity.

35.3 EPP ~ Demonstrating Capability

CoCCA authors the most widely deploved EPP SRS solution and has a long history of both development of and
production experience operating an EPP SRS. The CoCCA MHOC currently has 12 TLDs on it's production EPP SRE, over
20 TLD managers have deployed the CoCCA EPP solution Jocally for production use,

in order to demonstrste capability and compliance with the RFC's in 24.1 and CoCCA's Extensions in 25.3. Asia
Groon IT System Bilgisayar San. ve Tic. Ltd. Sti. has instructed CoCCA to make available to evaluators an
Operational and Testing and Evaluation (OTE} EPPF interface should they desire to evaluate CoCCA's RFC
compliance, Alternatively, evaluators may download CoCCA's pamoja SRS, install locally and contact CofCA for
configuration advice.

The URL to download pamoja is https:--downloads.coccaregistry.net. Installers are available for Linuxtix
{ Centos - Ubuntu )}, OSX (10.64) and WIN7+ servers,

25.3 EPP Extensions

The ColCA SRS currently provides several extensions to EPP, using the practices defined in RFC-3735. The ColCh
gresting currently defines the following four extensions:

{sveMenu)

(objURI) urn:ietf:pacams:xmlinschost-1.0 {~objURI}

{svcExtension)

{extURI) urn:rietf:params:smlins:rgp-1.D {rextURI)

{extURI) https:-~..~cocca~ip-verification-1.1 {~extURI}

{extURL} htipm:~~. ~cocoa~contact-proxy~1.0 {<extUR1)

{axtiMI) htips:~~..~cocca-contact-progy-create-update~1.0 {-extURI}

{extURI) https:--, . ~cocca~reseller-1.0 {(~extURI}

{~mvcExtension)

{~sverenu)

25.3.1 Registry Grace Period Extension
{extURI} urn:istf:params;xml:nssegp~1.0 {~extURL)
Implemented as dafined in RFC-J3815 - http:~-www.ievf,org rfer rfe3fis. txt

25.3.2 Reseller Mapping Extension
{extURI) hitpa:~~.. .~ cocca-reseller-1.0 (~extURI}
Extansions for Domaln:Create and Domain:Update

This extension tags a domain as being registered via one of registrars’ resellers. The reseller reference in
provided in the referance zection, and is recorded against the domain as it is registered or updated. The
reseller list must be maintained by the Registrar through the CoCCA Registry web interface,

If a registrar decides to load reseller information and map domaing, the .pars WHOIS servar (port 43 and 443},
Historical Abstracts, end Premium WHOIS will display the raseller contact information as well as the Registrar
information. If ICANN advises that display of reseller information in the porc 43 WHOLS is inconsistent with the
response formet required in Specification 4, 1.4.2 then ColCA will disable port 43 and or port 443 display of
rvasellor data for the .parz TLD. Reseller information would still be stored and available for Historicsl
Abstracts and users of the CoCCA's Premium WHOIS service.

{*xm] version="1.0" pncodings"OTF-f""}

{xs:schema targetNamespace="https:--production.coccaregistry.nat-cocca-reselilar~1.0"

ANNEX 18



wmlna=*https: s production. coccaregistry.net cocca~reseller-1.0"
stulng (xg="http:~~wwe, w3, org- 2001 -XHLS5chema®
elemgrit FormBefault="qualified”}

{xs:element name="sxtenzion”)
(x8:complexTypel
{xs: sequance)
{ss:0lement name«"reference” typa="zgistring®~}
{~x8:mequence}
{«x5:complexType)
{rxzielemant)
{~xs:schemal

{extension)
{reseller:extension wmmins:reseller-vhttpsi~~production.coccaregistry.nst-cocca~resellor~1.0"}
{reseller:reference) Xxxxx (~reseller:reference}
{-reseller;extension)

(~axtansion}

25.3.3 Clearinghouse for Intellectual Property Extension
Extension to connact to an external database to validate IP rights.

{extURI) hitps:sr. . coccarsgistry. net-cocca-ip-verification~1.1 {~extURI}

Extension for Domaln:Create )
(?xml version="1.0" encoding="UTF-8"37)

(x3:schema targetNamsxpaces="httpa:~,  -cocca~ip-verification~1.1"
sming="https :»~production, coccaregistry.netrcocca~ip-verification~1.1"
*mIng i xe="hetp: cvuww, W3, 0rg-2001-XMLSchema™
slapantPormbefavli="qualified®)

{xg:annotation}
{xs:documantation}
Extensible Provisioning Protocol vi.0
Extension for providing I¢ Verification to CoCCA Registries

vl.1 adds extra fields for trademack verification
{~xs:documentation}
{~xs:annotation)

{xx:element name=*axtension”)
(x3:complexType)
{xs:choice)
{#ateloment name="chip"” type="chipType”~}
(xs:slement name="trademarks” type="trademarkType”-)
{+xs:choice}
{~xe:complaxType)
{~xa:element)

{xs:complexType namg="chipType”}
{ra: saquance}
{xs:elemant name="code”}
(xg:simpleType }
{xs:rreetriction base="xs:token"}
{xs:maxlength valus="255"}
{xz:minlength value="1"~)
{~xs:restriction)
(“us:eimpleType)
{(-xs:element}
{~%5:saquenca}
(o3 complexTypal

{xs:complenType name«"trademarkType®}
{x3:5equence}
(xs:element nama="trademark” minOccurs="1" maxQccurs=*unbounded”)
{xs:complexType}
{xs:zequence)
{xa:element name=?registeredMark®)
{#s:5impleType)
{xsirestriction base~"xs:token”}
{xs:maxlength value="255"/}
{xs:minlength value="1%-}
{~xa:restriction}
{~rs:simpletype)
(~xa:element)
{xg:element name="regiatrationdumber™)
(x8:simpleType)
{xs:restriction base="xs:token®}
{xa:manlength values"255".}
{xs:minbength value=71%~}
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{~ug:restriction)
{~xu:simpleTypel}
{~x8:slement)
{xs:elemant name="registrationlocality”}
{xz:3impleTyps)
{xm:restriction base="xs: token”)
{xz:pattern value="[A-2](2}"~)
{-xs:restriction)
{~xz13impleType)
{~xz:element)
{us:elemant names"capacity®)
{ng:eimpleTyps)
{xm:restriction base="xs:token"}
{rs:ienumeration valoe="CWNER®~}
{us:enumeration value="ASSIGNEE"~}
{-xm:rastriction)
(~xs:simpleType)
{~xs:element)
{#s:alemant name="companyNumber” minOccurs="0"}
(xa:simpleTypal
{xs:restriction base="3s;:token”)}
{xs:1maxlength values="255%~)
{xs:minLangth value="1%+}
(~ya:vestriction}
{~xs:zimpleType)
(~%s:element}
{~%=:saquence)
{~ns: complexType)
{rxs:alemant)
{~xn2:8equencae}
{»x3: complexType)
{~xa: schema)

This extension allows registrars to provide proof of their Intellectual Proparty claim for a name, when
registering. It can be used to spacify Clearing House foxr IP cudes, or Trademarks., A CHIF reguest XML is a»
follows:

(extension)

{coccaip extension mmins:coccalp="hitps:-~. . ~cocca~ip~verification~-1.1"}
{coccaip:chip)

{cocsaip:code) XXXYNXX {~coccasip:cods)

{(~eoceaipichip)

{wcocesip:extension?

{~extension}

An extension conkaining trademark information is as follows:

textension)

{caccaip:extension xmlns:coccaip="https: . . ~cocca-ip-verification~1.1%}
{coccaip: trademarka)

{coceaip: trademark)

{eoocalp: registereddark) CoCCA {~coccaipiregistersdMark)
{coccaipiregistrationNumber) 13345 {~coccaip: registrationNumber)
{coccaip: registrationlocality) N2 {~coccaip:registrationlocality)
{coccalp:capacity) ONNER {~cuccaip:capacity)
{coveaip:companyRumber) 1234 (~coccaip: companydumber)
{~coccaip:trademark}

{~coccaip: trademnrks)

{~coccaip:extension)

{~axtension}

At the vime of application it is not envisioned that this extension will be used for the .pars TLD. However it
demonstrates an existing technical capacity to query and synchronize data with sxternal databasss in order to
validate IP or other rights.

25.3.4 Contact Proxy Extension

{extURI) https:-~ epp.ote.pars.coccsregistry.nst-cocca-contact-proxy-1.0 {(~extURI}
Extension to allow regiatrars to lodge several sets of contact detsils for a given domain and select which one
is diaplayed in the port W®WHOIS,

httpa:~rproduction, coccaragistry. net-cocca-contact=~proxy-1.0 and https:~~production.coccaregistry.netrcocca~
contact~proxy-create~update~1.0 - extensions for Contact:Create and Contact:Update,

{?xml version="1.0" encoding="UTF-8"2}

{xa:schems targetNamespace=*hitps:~-production.coccaregistry, net-cocca~contact~proxy-create-update~1.0*
xming="https: sproduction,coccaregistry, net-cocca~contact-proxy-craate-update~1,0"
smlng:proxy="https: -~ production. corcaregistry, net~cocca~contact-proxy-1.0"
xmlng: ¥s="http: ~~www. w3, org-2001 ~XMLEchema*®
rming: xsi="http: ~~www.wd. org-2001 -RMLEchama~instance®
xziisthemalocat ions"https:~~production. coccaregistry. net-cocca~contact~proxy~1.4 cocca-contact-proxy-
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1.0.xad”
slementFormbefault="qualified”)

{xs: import namespacee="https:-~producticn.coccaregistry. net-cocca~contact-prosy-1.0" schemalocation="cocca=
contact-proxy=1. 0. xsd" -}

{xs:annotation)
{zs:documentation)
Extensible Provisioning Protocol vi.0

Extension for creating or updating a contact, with prexy information. This proxy information
is provided as a WHOIS response, instesd of the contact’s real information if zone sesttings
aliow. Proxy information may be specified in full, by providing all the details or by uaing a
reference to a previcus contact prowy info. If you want to clear a contactfs proxy info, send
an existingProxy type request with an smpty reference string.
{~xs:documentation) .

{~xs:annotation)

{(us:elemant namee"sxtension®)
(xs: ccmplex'rgrpe)
{#s:choice
{xs:element name="newProxy” type="proxyType®-)
(xa:elament name="existingProxy®)
(xg:complexType)
{xa:38quence)
(xs:element name="reference” type=*proxy:refersnceType”-}
{~x3:sequence)
{x8: complexType}
{~xsrelement}
(»xm:choloe)
{-xs: compl exType)
(~xs:element)

{xz:complexType name="proxyType®}
(xs:sequence)
(xs:element name="proxyDetajils®)
{x5:complenType)
{xs:sequancs}
{x3:elemsnt name="reference” minOccurs="0" type="proxy:referenceType”)
{x=:annotation}
{ns:documentation}
‘this is an optional field you cvan use to give this proxy info a particular refersnce.
Each reference must be unique, so if you have an existing contact proxy info record
with this reference value, you will UPDATE that record, changing the proxy info for
any existing contact referencing that praxy.

If you don't specify & reference, one will be created for you and retecned in the EPP
responseg.

{~xs:documentation}
{~xs:annotation’
(~xs1element)
{#z:element name=*email"}
{xs:simpleType)
(xs:restriction basew*xs:token”}
{ns :maxlength value=*255%}
{xs:minLength value="1"-}
{~xs:restriction}
(~xs:simpleTypel
{~xs:elemant)
{xz;element name="voice” type="proxy:phoneNumberType”~)
(xa:element name=*fax" minOccurs="0* types*proxy:phoneNumberTypa®~}
{xs:elemant name="internationalhddress® type="proxy:addressType®-}
(xs:element name~"localiddress” type="proxy:addressType® minlccurs="0"-)
{~xs: sequencal
{~xs:complexType)
{~xs:element}
{~x3:sequence)
{~us:complexTypa)

{xs:element name="resData”)
{xs:annotation)
{xs:documentation)
1f a contact is created or updated with contact proxy information specified, or if the registrar
creating the contact has a default proxy spscified, then the reference value identifying the proxy
is returned in the response, in the extension-resbData field described here. If the contact was updated
to
clear the reference field {i.e. setting the contact’s proxy using the existingProxy type, but leaving

the reference fiesld ampty) then the reference value will be empty, confirming the update.
{~xs:documentat ion)

(rxm:annotation)
{28z complexType)
{xa:sequance)
(x=:elopent name="reference” type="proxy:refsrenceType”~)
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{~x3:sequence)
{~x5: complexType)
{-nz:alemant)
{~xg:mchemal

{73ml version="1.0" encoding="UTE~§"7}

{¥s:schema targetNamespaces"https: »~production.coccaregistry, net~cocca~contact~proxy-1.0"

xmlos="https:~ production, coccaragistry.net-cocca-contact~proxy~1,0*
xming : xg="http: ~rwww.w3, org-2001 XMLEChema”
elementFormDefault="qualified”}

(xs:simplaType name="referencaType”}
(xs:restriction base~"ys:token”)
{xa:maxLength valuew"407-}
(xs:minlength value="0"~}
{~x8: rastriction)

{ns:eimpleType}
{xs:complexType hame="phoneNumberType”)
{xs:sequence)
(xz:0l t name="number*)
{xm:simpleType)

{xs:restriction base="xs:token”)
{xz:maxlength values"g4"~)
{xs:mintangth value=*1%~}

{~xs: restriction)

(sxs:8impleType)

{»xgrelement)

{xs:element name="extension® minGcoura="0")
{xa:simpleType}

{xz:restriction base="xs:token"}
{#o:marlength value="g4"-}
{xz:mintength value="1"-}

{~xs:reatriction)

{-us:aimpleTypel
{-xs:element)
{~x5: sequance)
{#ng; complexTypa}

{na:complexTyps name~*addressType”}
(xs:13equence)
{xs:element name="streetl™
{xs:2impleTypel

(xs:restriction base="xs:token”)
{sm:maxlongth valuewv255%)
{xs:minLength value="1"~}

{~xs: restriction)

{~xs:simpleType)

{-xs:element}

{xg:alement nama~"streetl” minOccurs=*(7*)
{x8:5impleType)

(xs:restriction base="xs:token”}
{5 :maxbength value="2557.)
(xa:minkength valus="0"~}

{~xs:restriction)

(uz:simpleType)

{~xg:elemant})

{xs:element name="street3” mindccurs="0")
(xs:3impleType}

{xs:restriction baseszs:token”}
{nz:maxbLength valua="255"-)
{x8:mintength valua=*0"~)

{~ns:restriction}

(rxs:simpleTypel
{~xs:element}
{xz:element name="city”)

(xs:simpleTypa)

{%s:rrestriction base="xs:token”}
{xs:maxlength value="255"-}
(xs:minlength values®1”~}

{rus:restriction)

{~xm:aimpleTypeld
{~xs:elemant)

{xs:elemant name="stateProvince” minOccurs="0"}

{xs:zimpleType)

{xs:restriction base="x5:token”)
(xs:maxlength value="255"-)
{us:minlength value="0"-}

{nz:restriction)

{~uz: simpleTypal
{~xg:alement}
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{xs:element name="postcode” minOccurs="0")
(xs:simpleType)
{xs:restriction base="xs:token"}
(x5 :maxlength value="255"~}
{xs:minlength value="0"~)
{~xs:restriction}
(~nn:aimpleTypel}
(~x8:element)
{z5:element names"countryCode™}
(xsreimpleTypal
{xs:restriction base="xs:token”}
{xs:pattern value=*[A~2}{2}"~)
{-xs:reatriction}
{~xn:simpleType)
{~xs:element)
{~xa; sequence)
{sus:complexType)
{~xa: schema)

This extension allows the assocliation of a contact proxy with a contact,

The contact:create and contact:update extensions can specify an existing proxy contact by ID. or create a new
proxy contact. To associate a contact with an existing contact proxy, use this form:

{extension} :

(pm:;yupdate sextension xmins:proxyupdates="hteps:~~-production.coccaregistry. net-cocea~contact~prory~create~update
-1.0"

{prosyupdate texistingProxy}

{proxy:reference wmins:proxy="htips:-~production.coccaregistry.net-cocca~contact~proxy-1.0"} XXXXX

{~proxy: refarence)

{~prozyupdateexistingProxy}

{~proxyupdate:extension)

{~extension)

whers XXX is the ID of the prozy contact you wish to use. To Create a new contact and agsociate it with a
coptact, use this fomm of the create of update extension:

{axtension}

{proxyupdate rextension xmlns:proxyupdate="https:~production, coccaregistry.net-cocca-contact ~proxy-create-update
~1.0" xmlins:proxy="https:--production, coccarsglstry.net-cocca~contact~proxy=-1, 0"}
{proxyupdate:newProxy)

{proxyupdateiproxyDetails)

{proxy:reference) XXKX® {-proxy:reference}
{proxy:email} XXXXX {-proxyremail}

{proxy:voice)

{proxy:numbar} XMXXX (~proxy:numbec)
{proxy:extension} xxx¥x {-proxy:extension}
{~progy:voice)

{prosy:internationaliddress}

{proxy:streetl) XXXXX (~proxy:strestl)
(proxy:strest2) XXAXX (~proxy:street2)
{proxy:city) XXX (~proxy:city)
{proxy:stateProvince) XXX¥R (~proxy:stateProvince)
{proxy:postcode) XXX¥X {-prory:postcods)
{proxy:countryCode) XXXXY (~proxy:countryCode}
{~proxy:internationallddress)
{~proxyupdate:proxyDetails}

{~progyupdate inewProxy’

{~proxyupdate:extension)

{~extension}

At the time of application it is not envisioned that this extension will be used for the .pars TLD.

Other:

In addition to the above statuses, the CoCCA Registry provides additional lifecycle statuses aver and above
thoge defined in RFC~5731. The ColCA Activation statuses are provided using namespaced status elements in the
Domain:Create and Domain:Info responses, and are accompanied by an RFC-3735 compliant extension section. A
Domain:Create response for & newly registered domain would appear as follows:

{21ml version-"1.0" encoding="UTF~8* standalone~"no"?}

{epp smlns="urn:ietf:parama:wmlingiepp-1,.0" xnina:xsi="hetpiswwv .w3.org-2001-¥HLSchena~instance”
%zi:schemalocation="urn:ietf1paransyml tnstepp~1.0 epp-1, 0. xad”)
{response)
(result code=*1000%}
{msg} Command completed successfully (smag}
{-rasult}
{mgqQ count="229" id="21152"~}
(resbatal
{domain:intData xmins:domain="urn:ietf:params:xml naidomain~1.0"
xsi:schemalocation="urn: ietf:params: xml :ng:domain-1.0 domain~1.0.xsd"}
{domain:name) info.confimm.test {~domain:nama}
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(domain:roid) 234511-CoCCA {~domain:roid}
{domain:status s="inactive”} Delegation information has not been supplied (~domain:status)
{activation:status xmlns:activation="hitps:~ production. coccaxegiatry net-cocca~activation-1.0"
s="pendingActivation”)
Thig domain requires scceptance of AUP and registrant agreement by 2012-02-29 10:18
{-activation:status)
{domain:registrant} regis-80ESBqGtije (~domain:registrant)
{domain:cliD) registrar {~domain:clip)
{domain:crID} registrar (~domain:cripd)
{domain:crbate) 2012-02-21721:19:32,8872 {~domain:crDate}
{domain:exbate) 2013-02~231T21:1%:33.0062 {~domain:exbate)
{domain:authInfo)
{domainipu) Bh1Wz3084C {sdomain: pwl
{~domain:authinfo}
{~domain: infbatal
{~rasData)
{extension}
{rgp:infhata sxmins:rgp="urn:ietf:parama:xml:ns:ogp-1.0"
iziischemalocation="urn:ietfiparamsxmlsns:rgp-1.0 rgp~1.0.x8d%~}
{activation:extension xmins:activation="hitps:~~production.coccaregistry, net-cocca~activation~1.0%)
{activation:url) hitps:--registry-adam-activate.jap?
activationCode=ITIhilkmafssbCaYtes ¥ Buladl kwOXKNLOMIGOHHYKY S 20ynrDZZULE5B2hER108 (~activationturl)
{activationslink) ~activate.jsp?
activationCode=ITIhilkna8SmbCaYe fY18uEadi kwOXKNLOMIuOHHXKX ] 2UyncDZZUNESB208h1D8 (~activation: link)
(~sctivation:extension)
{~extension)
(erim
{cLTRID} CR~4 (~clTRID}
{svTRID) 1329859182069 (~avTRID}
{~rero}
{~responsal
{~epp}

5.4 EPP Access Reguirements

1. Ip Address white listing { firewall and spplication layer }
2. Signed registry issuved SSL certificates
3. Username-Password

Authentication requires that the IP asddress the connection is made from be white listed IP, that the entiby
conngoting use a CoCCA~issued SSL certificate angd that correct clientlD and passwords be used. By default
registrars have only GUI sccess to the SRS, EPP is enabled by request and only after a Reglstrar has been
certified on CoCCA’s OTSE platform.

25.5 CaCCA GUI Environment

In addition to providing the standard implementation of EPPF that runs on Port 700, CoCCA also provides a secure
web based Graphical User Interfaece rusning on Port 443 that sllows Reglstrars to reglster and manage domains in
their portfolic without connecting by EPP.

25.& EPP Via the GUI
In casas where a registrar uses the SRS GUI, all domain, host and contact operations supported by thae RFC’s are
executed by pamoia's internal EPP engine to ensure that GUI and port 700 EPP interfaces behave identically.

These methods of authentication include:

1. IP Address white listing

2. Using a one~time password ("OTR*) delivered via hardware token, soft token or 8MS is issued by CoCCA.
3. The use of a Username-Pasaword

25.7 Registrars

A list of registrars that have already successzfully integrated and connected to COoCCA’a SYD SRS ia attached.
CoCCR's SYD SRS is used by 200+ Reglstrars, many of which currently utilize the YML based EPP protocol for the
purpose of providing automated services to their clients.

25.8 Resourcing and Continwous Development

CoCCh's software development team and systems administrators support both their own in-house SRS and that of
ovar 23 other TLD managers who have daployed the pamoia SRS software locally on their own infrastructure.
Bgvelopmant is on~going and active. The CoCCA SRS has been developsd over the past 8 years, the bulk of the
devaelopment on the EFP platform has been completed, howaver two full time developers are employed by CoCCA to
customize, paintain and improve the software for the TLD's that use it.

Because of the co-operative nature of the development process CoUCA works clossly with over a dozen developsrs
and network engineers employed by users of CoCCA's TLD software to resolve bugs, continuously improve pamoja's
parfomance and add new features.

26, Whois: describe

* how the applicant will comply with Whiols specifications for data chjects, bulk access, and lookups as defined In Specifications 4 and 10 to the
Registy Agreement;
* how the Applicant’s Whois service will comply with RFC 3812; and

* tesourcing plans for the initied implementation of, and ongohg maing for, this aspect of the criteria {number and description of personnel
wles slocated o this area),
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A comphate answer should Include, but i not kmitad 1o;

« A high-Jevel Whols system description;

» Relevant network diagramis); R

* T and infrastruchure resources (2.g., servers, switches, mouters and other components);
« Description of interconnectivity with other registry systems; and

Fraquancy of synchronization between servers.
To be sligible for 8 score of 2, answers must also include:

* Provision for Ssarcheble Whois capabilities; and
« Adescription of potaniial forms of abuse of this feature, how these risks will be mitigated, and the basis for these descriptions

A complete answer is expecied (o be no more than § pages.

CoCCA currently delivers proven, inacvative WHOIS and Registration Data Directory Services ("RDDS*) technology
to the TLDs hosted by CoCCA and to the TLDs that deploy the pamoja SRS on their own infrastructure. CoCCAl's
Specification Four compliant WHOIS and RDDS technology will be utilized by CoCCA for the .pars TLD. Under
CoCCA's SRS Architecture one WHOIS server will answer for all the TLDs in the SRS, Each TLD Sponsor cah
configure the WHOIS such that it serves different results depending on the wishes of the Asia Green IT System
Bilgisayar San. ve Tic, Ltd, Sti. and applicable ICANN raquiremants.

26,1 WHOIS Architecture and Infrastructure Overview

CoCCA”s flexible WHOIS architecture is designed for high availability, complies with RFC 3912 and surpasses the
requirements in Specifications 4 and 10. The flexible pamojs WHOIS sarver may be configured to provide a variety
of information, and in a variety of formats that supplements ICANN's proposed gTLD requirements.

As veglstrations appesr {or are modified) in the registration database, changes are committed to a replicated
read only secondary database utilized by CoCCR'a WHOIS gserver, Because the replicstion is synchronousz WHDIS data
iz presented in real time. If at s future date WHOIS query response times becomes an SLA issue, WHOIS responses
may be cached asing "infinite cache” horizontal caching technology, which has besn tested and can readily zeala
to meet future demand, alternatively RDDS services may be answered by a SRS instance off-aite { one of the
CoCCA secondary~failover SRS’s) for near real-time WHOIS and RDDS.

26,2 Port 43 RHOIS {command line}

CaCCA has confirmed that the format of the domain status, individual and organizational names, address, street,
city, state-province, postal code, country, telesphons and fax numbars, email addresses can and will ba
configured to conform to the mappings specified in EPP RFC"s 5730-5734. The originating IP addresm ami date time
of all WHDIS queries are logged ard will be storsd for a minimum of Z8 days in the production SRS,

GUI configuration and command line fimges allow a client to request output in ASCIY, Unicode, ASCII amd Unicode
or HIML output (with tables). For IDN TLDs, a variety of command lins WHOIS options have been tested in
conjunction with the Arabic TLDs that use the ColCA SRS. CofCR supports all the current JETF atanderds and
savaral developed for current IDY users. CoUCA's SRS can be readily modified should ICANN mandate a particular
technology in the future.

26.2.1 Domain Name Datas
¢ Proposed Production Query format: whois "h ~whoiz.nic., {TLD} domain
* Response formal: Currently compliant with Specification 4, Section 1.4.2 {pages 40~41].

26.2.2 PRegistrar Data:

* Proposed Production query format: whois "h -whols.nicpsrs registrar

* Response formabl: Currently compliant with Specification 4, Seckion 1.5.2 [pages 4142} ~- with the excepltion
of the reglstrar *WHOIS Server® shject (p. 42}, under the proposed .pars thick registry model registrars will
not operate their own WHOIS servers.

Inclusion of this object seems redundant and may tauge confusion regarding the asthoritative WHOIS server for
the .pars. If required by ICANN the registrar WHOIS object data will be collected and displayed by CoCCA,

26.2.3 Name Server Data:
* Proposed Production Query format: whois "h ~whols.nic. {TLD} (Host or IB}
* Response format: Currently compliant with Specification 4, Section 1.6.2 ip. 42)

26.3 Public WHOIS service via a secure port 443 web-based interface:
CoCCAYs pamoias software haz a publicly acceszible port 4423 GUI service that allows individuals to guery the SRS
for registration data for individual domain, registrar or hast records.

CoCCA has confirmed that the format of the domain status, individual and organizational names, address, street,
city, state-province, postal code, country, telephone and fax numbers, email addresses can and will be
configured to conform Lo the mappings specified in EPP RFC”s 5730-5734.

To prevent abuse, CoCCA implements rate limiting via CAPICHA for each individual transaction. The procedure
would follow as per below.

1) An individual would navigate in a browser to https:~-whois.nic. (TLD}

2} Click on the appropriste button {(Domain, Registrar, or Mame Server}

3} Enter the applicable pacameber:

~=~-Domain name, including the TLD {e.g., EXAMPLE.TLD}

-—-~~Fyll name of the registrar, including punctuation {e.g., Example Registrar, Inc.}
~~==full host name or the IP address {e.g., NSI1.ENAMPLE.TLD or 198.41.3.39}

4} Enter the CAPTCHA phrase or aymbalg
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5} Click on the Submit button

Possible Outcomes from the query:

* If an exact match for the domain, host, or registrar exists in the SRS, the Port 443 WHOIS will display the
same information and with the same formatting, as the port 43 WHOIS (see above and Spscification 4, Sections
1.4 " 1.6 3.

¢ If there is no exact match but a super-ordinate domain existe the SRS data for the super— ordinate name is to
be displayed. By way of example if an individual searches for abc.domainpars and abc.domainpars does not exist
thwn the SRS would display the information on domainpars and advise the individual accordingly.

26.4 WHOIS and RDDS | Demonstrating Capability

CoCCh has almost a decade of experience running multiple TiLDs snd providing WHOIS services. WHOIS and RDDS axe
intagrated into CoCCA®s pamoja software, In order to demonstrate capability and compliaznce with the
specification Four, Section One, Azis Green IT System Bilgisaysr San. ve Tic, Ltd. Sti. has instructed ToCCA to
make available to evaluators an Operstional and Testing and Evaluation ([OTE) WHOIS and RDDS interface on
request, Altarnatlvely, evaluators may download ColCA’s pemoia SRS, install locally and contact ColCAR for
configuration advice.

The URL to download pamojas is https:-rdownloads.coccaregistry.net. Installers are available for Linuxbdx
{ Centoz ~ Ubuntu }, OBX (10.6+} and WINT* servers.

26.5 Hetwork Diagrams

CoCCA's RDDS services serve data dirzectly from the SRS, there 13 no separate BHOIS database. If performance
becomss and igsue pamoja's RDDS read-only ssrvices can be configured to extract data from a replicated copy of
the SRS.

Individuals or entities that desire to run multiple queries against the SRS for law enforcement purposes, 1P
protection or to mitigabe cyber-crimes need simply subscribe to CoCCA's Premium RDDS Service and may query the
SRS via EPP as well as port 43 and the 443 GUI. Premium RDOS users are granted EPP read-only access {on request)
and nesd not be ICANN Accredited registrars. In meny cases EPP msy be a better tool for automstion of multiple
queries than port 43 WHOIS.

The systoms supporting WHOIS are fully redundant with hardware and goftware that can easily scale to meet the
Agia Green IT System Bilgisayar San. ve Tic, Ltd. Sti.'s growth projections of the TLD. For comprehensive
description of the SYD ROC see questiongz 31 and 32,

The WHOIS server at the CoCCA Data Centre in Sydney currently answers for 12 TLDs and processes on average fewer
than 8000 WHOIS requests per hour. The current WHOIS server and database has been Lested and can answer in
excess of 5,000 TPS as currently configured ~ netwdrk latency may impact real world results depending on the
origin of the guery.

26.6 Synchronization Prequency Batween Servers

ColCA™s WHOIS architecture is designed to ensure WHOIS data is current, accurate and reliable. CoCCA's RDDS
services serve dats directly from the SRS, in the default configuration there is no separats WHOIS database.
CollA uses PostgreSQL and aynchronous replication data is commitied to the production EZRS master databaze and a
secondary database {read only) server configured to serve WHOIS data, so that at all times the SRS and CoCCAs
WHOIS servers serve the same data.

ColCA mtreams SRS date off-site saynchronously {and by log file shipping as a failover} to their SRS servers in
Palo Alto and Aucklsand to enabls those SRS’s tn serve near-~real time WHOIS data if the primary SRS experiences
an issue that negatively impacts CoCCTA’s ablility to meet SLA's for the .pars TLD.

If WHOIS caching is required as the .pars TLD grows, complisnce with the SIA requirements in the ICANN agresment
may necessitate that Failover SRS or Escrow SRS answer RDDS queries or that cache servers be deployed, in such a
circumatance, the WHOIS responss wnuld be near real-time { accurate to within a min or twe of the primary SRS ).
26.7 Complisnce with Specification 4

CoUCA will provide free RDDS Services via both port 43 and a web-based port 443 site in accordance with REC
3812,

Additionally, the CoCA will also provide fes-based Premium RDDS service described in further detail below.
ColCh and the Asia Green IT System Bilolsayar San. ve Tic, Ltd. Sti. acknowledge that ICANN reservas the right
to gspecify alternative formats and protocols and if such change were to occur: CoCCA will fmplement
specification changes as soon as practical.,

CoCCh and the Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. will provide bulk access of thin RDDS data
to ICANN to verify and ensure operaticnal atability of reqistry services, as well as to facilitate compliance
checks on acoredited registrars. Access will be provided to ICANHN on & weekly basis and the format will be
based on section 3 of Specification 4. Further, exceptional access to thick RODS will be provided to ICANN per
Specification 2.

Should ICANN request it CoCCA will provide ICANN with a Premium RDDS login at no charge which will provide them
with continuous access to the SRS to extract thick S8S dats for the .pars at its leisure.

The proposed format of the data objects for domains, name servers , and the registrar output are provided balow:
1.4, Domain Hame Data:
1.4.1. Query format: whois EXAMPLE.TLD

1.4.2. Rasponse formab:
Domaln Name: EXAMPLE.TLD
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Domain ID: D1234567-TLD

WHOIS Server: whois.example.tld

Referral URL: http:- -www.example.tld

Updated Date: 2009-05-25T20:13:002

Creation Date: 2000-10-D8T00:45:002

Reqistry Expiry Date: 2010-10-08T00:44:532 Sponsoring Registrsr: EXAMPLE REGISTRAR LILC Sponsering Registrar IANA
1h: 555555%

Domain Status: clientDeleteProhibited PDomain Stetus: clientRenewProhibited Domain Status:
elientTransterProhibited Domain Status: serverUpdatebProhibited Registrant ID: 5372808-ERL
fegistrant Hame: EXAMPLE REGISTRANT Registrant Organization: EXAMPLE ORGANIZATION Registrant Street: 123 EXAMPLE
STREET

Registrant Cliy: ANYTORN

fegistrant State-Province: AP

Hegistrant Postal Code: AlAJAY

Registrant Country: EX

Registrant Phonae: +1.5555551212

Regizmtrant Phone Ext: 1234

Registrant Fax: +1.5555551213

Registrant Fax Ext: 4321

Registrant Email: EMAYLBEXAMPLE.TLD Adnin ID:; 5372B03-ERL

Admin MName: EXAMPLE REGISTRANT ADMINISTRATIVE Admin Organization: EXAMPLE REGISTRANT ORGANIZATION Admin Street:
123 EXAMPLE STREET

Admin City: ANYTOWH

Admin State-~Province: AP

Admin Postal Code: AlALAL

Rdmin Country: EX

Admin Phone: +1.5555551212

Admin Phone Ext: 1234

Admin Fax: +1 5555551213

Admin Fax Ext:

Admin Emall: EMAILEEXAMPLE TLD

Tech ID: 5372811~ERL

‘tech Name: EXAMPLE REGISTRAR TECHNICAL

Tech Organization: EXAMPLE REGISTRAR LIC

Tech Street: 123 ENAMPLE STREET

Tech City: ANYTOWN

Tach State-Province: AP

Tech Postal Code: ALAIAL

Tech Country: EX

Tech Phone: +1.1235551234

Tech Phone Ext: 1234

Teeh Fax: +1,55555851213

Tech Fax Ext: 33

Tech Emall: EMAILEEXAMPLE.TLD

Name Sarver: R501.EXAMPLEREGISTRAR.TLD

Hame Server: H502.EXAMPLEREGISTRER.TLD

DHESEC: signedDelegation

DHSEEC: unsigned

} )} Last update of WHOIS database: 2008-05-29720:15:008 ( { {

1.5. Heglstrar Data:

1.5.1. Query format: whois "reglstrar Example Registrar, Inc.® 1.5.2, Response format:
Registrar Hame: Example Registrar, Inc. Strest; 1234 Admiralty Way
City: Marins del Rey

State-Province: CA

Postal Code: 90232

Country: US

Phone Number: +1.3105851212 Fax Number: +1.3105551213

Email: registrarfexanple.tld

WHOIS Server: whois.example~registrar,tld

Referral URL: htipir-www. example-registrar.tid

Admin Contact: Joe Registrar

Phone Number: +1,310%5531213

Fax Rumbsr: +1.33105551213

Email: joeregistrarfexample-registrar.tld

Admin Contact: Jane Registrar

Phone Number: +1,31055531214

Pax Bumber: +1.310555%1213

Email: janeregistrarfexample-registrar.tid

Technical Contact: John Geek

Phone Number: +1,3105551215%

Fax Humber: +1.3105551216

Email: johngeekfexample-registrar.kid

}) ) Last update of WHOIS database: 2009-05-28T20:15:002 ( (¢

1.6. Nameserver Datas

1.6.1. Quary format: whois "NS1.EXAMPLE,TLD" or whois "nameserver (1P Addressi”™ 1.6.2. Response formst:
Server Hame: NS1,EXAMPLE.TLD

IP Addressz: 192.0.2.123

1P Address: 2001:00B8::1

kRegistrar: Example Registrar, Inc.

WHOIS Server: whois.example-registrar.tld

Reforral URL: http:~-www. example~registrar.tld
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} 3} Last update of WHOIS database: 2009-05-29T20:15:002 { { (

26.8 Supplemental Data
Subject to ICANN Approval, Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. will ensure the SRS is
configured to display of the following Supplementsl RODE data {objects only displayed if applicable}.

Activation Expiry Date: 2011-12-31T11:11:112
Activation Date: 2011-12-317T11:11:112

Contact Confirmation Expiry Date: 20131-12-31711:11:112
Contact Confirmation Date:; 2011-12~31Til1:11:112
Registration Grace Expiry Date: 2011-12-31
Registration MIN Expiry Date: 2011~12-31

Redemption Expiry Date: 2011~12-31

Parge Date: 2011~12-31

Renawal Grace Expiry Date: 2011-12-31

Transfer Grace Expiry Date: 2011-12-31

Resaller ID; 4261797-ERL

Reseller Mameo: ACHME Reseller A
Reseller Street: 123 RESELLER STREET
Reselier City: RESELILER VILLE
Reseller State-Province: RS

Resellier Postal Code: 12345
Reseller Country: US

Reseller Phone: +1,5585551218
Reseller Phone Ext: 123%

Reseller Fax: +1.5555551219
Reseller Fax Ext: 4328

Reseller Support Email: helpdeskéreseller. (7LD}

26.8 Compliance with Specification 1D

ColCR's WHOIS service will comply and-or excesd the Registrxation Data Directory Service (RDDS) performance
specifications outlinad in Specification 10 of the proposed Reyistry agreament. For the existing TLDs supported
by CofCA, all service levels siready exceed the Specification 10 Requirements:

* RDDS Availability J 98%
¢ RDDS Query ) 95%
* RDDS Update } 35%

CoCCA”s current RDDS svailabllity statistics are available online at htipi~-stats.coccaregistry.nst

RDDE Bervices theat are near reasl time cen be provided from the fallover or sscrow SRS's by simply changing the
IP~ CHAME for the whos.nic.TLD] if there are SLA related or loading isaues, This has been tested and ls being
done sutomatically at any time by CoCCA's monitoring softwsre with near immediate sffect { 30 seconds,

26,10 Historicsl Abstracts
In addition to CoCCA's RDDS services, detailed Historical Abstracts for individual domaing are alsv made readily
available to the general public, law enforcemsnt and rights owners,

Historicsl Abstracts are a compilation of all information available on & domain {including deleted -~ archived
dowaing} that are held in the registry. This includes ths time and date of all changes in contacts, hosts,
registrars, resellers, status’s az well as all registration, activation, confirmation, renewal, restore or
commercial transactions related to the maintenance of domain in the SRS.

A representative sample of a Historical Abstract detailing the full history of a domain is attached,
26.11 Promium RDDS (port 443 and port 700 EPP)

Asis Green IT System Bilgisayar San. ve Tic. Ltd. Sti., with the service support of CoCCA, intends to offer
Boolean partial and exact smateh search capsblility of all Domain, Contact, Host, Registrar dats in the SHS within
the Diractory Service vis a web interface. This Premium service will be billed at a monthly rate depending on
the number of gqueries,

TCARN's requirement that thin SR$ data be made available in bulk makes it trivial for any entity who has thin
data provided by the Centralized Zons Data Access Provider to run automated queries against the .pars WHOIS
pubic WHOIS server and extract thick SRS data ~ for all the domains in & zone. CoCCA's Premium RDDS makes acvess
to registration data by 1P Owners, Law Enforcement and CERT's efficient (EPP and GUI } and timely (real-time},
Pramium RDDS doeg not expose any information that ICAMN's 9TLD policy doss not effectively require Asia Green IT
System Bilgisayar San, ve Tic. Ltd. Sti. to otherwise make publicly available to the public via WHOIS and the
services of CZDA Provider.

Bocause experience has demonstrated that entities often attempt to use the WHOIS for a variety of purposes,
rights protection, research etc,, and because WHODIS {s a rather blunt instrument which does not provide always
provide the most uwseful advice on reserved domains, wildcard string registrations stec. entities with a Premiom
RDDS Service will, on raguest, be granted read-only EPP access to retrieve domain information.

In order to make it unnegessary for IP owners or others to continucusly query the SRS via EPP or cosmand line
WHOIS subscribers to the Premiuvm RDDS may create lists that use ragular jave expressions and boolean operations
that will natify them by email and {f applicable EPP polling messages when a domain that matches 3 given string
iz registered.

To mitigate abuse of this feature, Asia Green IT System Bilgisavar San. ve Tic. Ltd. Sti. will implement the
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following measures to ensure legitimate asuthorized users and ensure the feature is in compliance with any
applicable privacy laws or policies:

* Premium RDDS subscribers must agree, as a condition of accessz to comply with Section 2.1.5 of Specification
4,To monitor that RDDS services ave not being abused and used to "support the transmission by e~ mail,
telephone, or facaimile of mass ungolicited, commercial advertising or solicitations to entities other than
uger’s own existing customers, or {ii) enzble hligh volume, automated, electronic processes that send queries or
data to the systems of Registry Operator or any ICANN-accrsdibed registrar® CoCCA will seed the SRE with unigue
records and that enable them o track reported sbuse back to an individual RDDS subscribex.

+ Becanse thig is only offered as a premium and paid service, the raquest must follow the CoCCA application
process to confirm the user identification and process the financial transaction. Thus, the typical end-user
will not have access to this service,

¢ All GUL searches are conducted via auvthenticated user access using & combinabion of username and password and
OTP tokens,

+ CoCCA will monitor for out of band usage patterns of the Premium RDDS service and take appropriate action if
policy thresholds are exceeded.

26.12 Zone File Access

Subsoribers to the Premium RDDS may download .pars zone files vis the port 43 GUI up to six (6) times in any 24
hour period.

CoCCA will comply all the requirements set out in Spacification 4, Sections 2.1-2.1.7. Bpecifically, CoCCA will
operate & dedicated server supporting FTF, and or other dasta transport access protocols in a manner specified by
ICANN and the Centralized Zone Data Access Provider, .

26.13  Besource Plans

The .pats TLD will be added to CoCCA's SRS at their primary data center in Sydney which currently supports the
features noted abave.

The Asia Green IT System Bilgisaysr San. ve Tic. Ltd. Sti. will dedicate 2 professionals to coordinate the
operation of the .pars TLD. At the same time, the technical professionals at CoCCA will be supporting the vast
majority of the technical aspects of operating the .pars TLD.

27. Registration Life Cycle: provide a detaled description of the proposed registration Wecycle for dom in the proposed gTLD. The description
must

« expiain the various registration states as well as the corileris and procedures thet are used o change state;

« describe the typicst registration ifecycle of create/update/deisie and s intervening steps such as pending, locked, expired, and transferred that
may apply;

» dearly explain sny time slements that are nvolved - for deisils of add-grace or redemplion grace perinds, or nolice periods for renewals
or ransfers; and

+ describe resourcing plans for this aspect of the criteria (number and description of personnel roles wllocated 1o this srea).

The description of the registration lifacycla should be supplemented by the inclusion of a slate diagram, which captures definitions, explanations of tigger
points, and ransitions from siste (o siale,

If applicable, provide definitions for aspects of the registration ecyde that are not covered by standard EPP RFCs.

A complete answer is expacied o bs no more than 5 pages.

Asia Groen 1T System Bilgisayar San. ve Tic. Lid, Sti. will adopt the CoCCA harmonized life cycle currently
adopted by # dozen ccTLDs. The .pars life-cycle described bellow builds on the CoCCA techaology and policy
launched in November 2011 that sought to increazse the accuracy of WHOIS data, minimize harm and increase
consumer trust in TLDs. The life-cycle for the .pars TLD bullds on the traditional gTLD life-cycle by adding
direct Registrant-Regiatry interaction,

The proposed .pars life-cycle ensures key elements of the .pars 7LD zbuse prevention and mitigation framework
are adhared to by delaying mapping of the Registrant's desived N delegation information until the registrant
has Activated a domain. ARll .pars registrations are provisional until Activated. Activation requires that the
registrant confirm { with CoCCA | the ascouracy of the contact information lodged by the registrar and reads
agrees to the .pars Registrant Agreement {(RA}, AUP and Privacy RDDS Policy.

Activation takes place via autcmated processes that stors the Lime : date and IP sddress of the Activation as
part of the domains history.

Registrants will also be required to confirm (with CoCCA} the accuracy of the contact details and agreement with
the .pars RA, AUP and Privacy RDDS Policy at a} the time of renewal, b) on transfer and ¢} on the anniversary of
registration. The following Life~-Cycle describes the CoCCA SRS EPP and WHOLIS behavior at warious stages in the
Life~Cyle.

27.1 Registration | Initial Registration

Not Registered
SRS EPP domain:chack response

{*yml version="1.0" encoding="UTF~§" standalone="no**)
{epp smlnse"urn:ietfrparans: uml ingopp-1.0" xmlns:xsi="htip: e wl. org 2001 X8lSchesa~Linstance”
x3isschemalocation~"urn:ietf:params:xml s epp-1.0 epp-1.0,xsd")

{response)
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{result code~"10007}
{msg} Command completed successfully {(-msg)
{~rasult)
(mag0 count="309" id="21153"~)
{resbata)
(domain:chkData xmlins:dopains*urn:ietl:params:zmlinsidomain-1.0"
xsi:achemalocation=*urn:ietf:params:sml:ns:domain~1.0 domain~1,0.x8d"}
{domain:ed)
{domain:name avall="1"} no-exist,example {~domain:iname}
{~domaln:cd}
(~domain:chkbata)
{srushata)
{triD)
(CLTRID) 1333577978408 (~clTRIOH
{svTRID} 1333577978414 (-svIRID)
(~trID}
{~response)
{~epp}
SRS WHOIS response
§ whois no-exist,example
Domain Rame: no-exist.example
Domain Status: Available

TERMS OF UsB: (Legal Hotice)
3} ) Last update of WHOIS database: 2012-D4-04T10:55:27.6342 { ((

Note if & string cannot be registered for pslicy reasons the following the 5RS will return the following, EPP
domain:check Status

{*sml version="1.0" encoding="UTF-8" standalone="no**}
{epp xmlns="urn;letf;params:xml:ns:epp-1.0% xnlns:xsiw*http:-~ww. wd. org-2001-RMLichens-instance”
xsi:schemalocation="urn:ietf:params:xml:nz:epp~1.0 app-1.0.xsd*)
{response)
{result code="1000%}
(msg} Command completed successfully {(-mag)
{~result)
{msg( count="303% idw*21153%~)
{resData}
{domaln:chkData xmins:domain="urn:ietf:params:xml ns:domain~1,0"
xai:achemalocation="urn:ietf:params xoml:ns:domain~1.0 domain~1.0,xsd”)
{domaincd)
{domain:name avail="0") profanity.example {~domain:name}
{domain: reason} Registry policy (~domain:reason}
{~domain:cd}
{~domain:chkData)
{~resData)
{LrIp}
{CITRID) 1333579251148 {~ci{TRID}
{svTRID} 1333579251168 {-svTRID)
(€233 3}
{~responss)
{~epp}

WHOLS Status Dismplay

§ whois profanity.example

Domain Hame: profanity.example

Domalin Status: Not Reglstered

Hotes: This name is not allowed by the policy of this registry, and cannot be regigtered

>} ) Last update of WHOIS database: 2012-04-04710:55:27.6342 ( {(

Registared | Status "Pending Activation®

The Activation and Confirmation requirements run ih parallel to Grace, MIN, Pending Delete, Pending Purge and
othar SRS states. As soon the application is lodged via the SRS EPP and WHDIS servers will return the following.

EPP domain:info Status

{"uml version="1.0% encoding="UTF-8" standalone="ng*®)
{epp xmlns="urn:ietf:params:xml:nszepp-1.0" xmins:xsi="http: www.w3.org-2001-ML3chema~instance”
xsirschemalocation="urn:fetfiparams:xml:na;epp~1.0 epp=1.0.xad"}
{rasponse}
(result code=*1000%}
{msg) Command complsted successfully {-msg)
(~result)
{msgQ count="300" Ldw"21153%}
{resData)
{domain:infData xmlns:domain=*urn:ietf:pacans:xml:ins:domain-1.0"
x3i:schemalocation="urn: fetfiparamsmi ingidomain-1.0 domain=1,0, xacd")
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{domain:name} pending.example {~domain:name}
{(domain:roid) 1234-CoCCa (~domain:roid)
{domain:status s="inactive”} Delegation information has not been mappad {~domain:status)
(activation:status wmlng:activation="https:-~production,coccaregistry. net-cocca~activation~1.0"
s-”pendingActxvatLon') This domain requires acceptance of AUP and reglstrant agreesent by 2012-04-69 15:39
{~activation:atatus)
{domain:registrant) example (~domain:regiztrant}
{domainicl1D) adam (~domain:clID}
{domain:criDh} adam (~domain:crib}
{domain:crbate) 2012-04-02T03:39:55,9252 {~domain:crhate)
{domainsexDate} 2013-04~02T03:39:55,942Z (~domain:exDate)
(domainzauthinfo)
(domain:pw) esample (-domain:pw)
{~domain:authInfo)
{~domain: infData)
{-resbata}
{extension)
{activation:extansion sming:activations"httpes:~~production. coccaregistry.net-cocoa~activation~1. an)
{activation:url)
https:~-registry.exanple-activate. jsp*activationCode={7DCanzCHI RERVNELIg i VIiasInliMadpacVRinbevakebeFppos TRHLIXIPLIY
{~activation:iurl
{activation:link}
~activate, juptactivationCode~Q7DCanzCHIREmVNBIgjVIasInLiMadpacVRL néevikctsFppes TEHLIXIPLPMIXG
{~activation:link)
{~activation:extension}
{(~extension}
(trrp}
{eITRID) TR-Z (~clTRID}
{svTRID} 1333581885177 {~svTRID}
{rtrIn)
{~response)
{repp)

WHOIS Status Display Example

§ whols pending.example

Domain Hame: pending.example

Pomain ID: 12345-CoCCA

WHCIS Server: whois,example

Referral URL:

Updated Dater 2012~02-07T03:81:17.5437%
Creation Date: 2010-03-04T04:15:10,4232
Registry Expiry Date: 2015-07~04704:15:10.4342
Sponsoring Registrar: Example Reglstrar
Sponsoring Registrar IANA ID: 1234
Domain Status: pendingdctivation

Registrant ID: 12345-CoCCh
Reglistrant Kame: Example Reglstrant
Registrant Organization: Examplu Org
Registrant Street: 1 Bxasple Rd
Registrant Clity: Exampleville
Registrant State-Province: EX
Registrant Postal Code: 1234
Registranl Country: EX

Hame Server: nsl.example.com
Hame Server: ns.example,com

DHSSEC: unsigned

Unless ICANN objects, the WHOIS server (port 43 and 443) and an EPP Domain:info query will also display the
following values - after display of the values required in the EPP RFC's and in Specification 4 Section 1.4,

Activation Bupiry Date: 2011-12-31T7131:11:11%2

Contact Confirmation Expiry Date: 2011-312-317T13:11:112
Registration Grace Expiry Date: 2011-12-31T11:11:112
Regletration MIN Expiry Date: 2011-12-31T13:11:112

27.%.1 Contractual Considerations:

Under the .pars TLD policy all registrations are considered provisional by Asia Green IT System Bilgisayar San.
ve Tic. btd. Sti. until the Registrant accepts the .para RA and contirms the accuracy of the contact details
lodged by the Registrar.

2%.1,2 Behavior:

tntil such time as the domain is Activated It is parked on a Asia Graen IT System Bllgisaysr San. ve Tic. Ltd.
Sti. controlled website that dimplays the domains port 43 WHOIS information. The SRS ignores the segiatrar-
submitted Wame Server (“NS") delegation information for all domains with a status of “Pending Activation” and
replaces them with the CoCCA parking servers.

27.1.3 buration:
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A provisional application may be Activated by the Registrant or Administrative Contact at any time during the
first 28 days after the Registration request is lodged in the SRS. On the 29th day after registration if a
domain has not already been deleted by the Registrar, Asis Green IT System Bilgisayar San. ve Tic. Ltd. Sti.
deems the application to have been withdrawn by the registrant and the Status is changed to "Pending Purge ”
Restore Not Possible”.

{"xml varsion="1,0% encoding="UTF-8" standalong="no""}
{epp xmins="urn:ietfiparams:xmiinsiepp~1.0" wuinzg:xsi="http: ~wwe.wl, org-2001-¥MHLSchena~instance”
%z sschemalocation="urn: letf:params: xml :nszepp~-1.0 epp~1.0.x84")
{rasponse}
(result code="2303")
(mag) Object does not exist {-msg}
{~result)
(tein}
{cITRID} TR~2 (~CITRID}
{svTRID} 1333583785028 {~svIRID)
{~trib}
{~response)
{~epp}

EPP domainicheck Status

{"wml version="1l.0" entoding="UTF-8" standalone="no"*} )
{epp smlng~"urn:igtf:parame:xml:ns:epp=~1.0" xmins:xai="httpr s www.w3.org-2001-XML8chema~inatance”
xsi:schemalocation="urn:letf:params:xml:ns:epp~1.0 epp~1.0.xsd"}
{response)
{result code="1000")
{m3g} Command completed successfully {-mag)
(~result) (mesgd count="308% id="21153%~}
(resbata)
{domain:chkbData mming:domain~"urn:ietf:params:xmling:domain~1,0"
xsi:schemalocation="urn:iet{:params:xmlinsidomain~1,0 domain-1.0,xsd"}
(domain: e}
{domain:name avail="07) purge.example {-domsin:name)
{domain:reason} The domain exists (vdomain:reason)
{~domatin:cd)
{~domain:chkData)
{-resData)
{trip}
{e1TRID) 1333584255405 (~CITRID)
{svTRID} 1333584255410 {~suTRID}
{~triD}
{~rasponse)
{~app}

WHOLE Status Display { DBomain Status: Excluded - Panpding Purge). The Registrant and their Reglstrar ace sent an
email and EPP Polling wesssge indicating the Status change.

On the st day after Registration, s domain that has not been Activated is purged from the SRS and instantly
available for registration. Registrars are sent a polling message and smail informing them that the domain
application has been rejected and the domain has been deleted.

27.1.4 Commercial Conaiderations:

Funds are debited from the Registrara account inztantly and refunded in full after 31 days if a domain is not
activated and whare Asia Green IT System Bilgisayar San., ve Tice. Ltd. Sti, has deemed the application to
reglster to have been withdrawn. Names thab are not Activated are not delegated in accordsnce with the
Registrants wishes and cannot be used for tasting.

27.2 Registered Activated

Once Activated the EPP Domain:info Status is automatjcally changed to "Active - Delegated” and the WHOIS display
to "Active - Delegated”.

Unless ICANN objects, the WHOIS servsr (port 43 and 443) and EPP Domaln:info query will also display the
following values - after display of the values required in the EPP RFC's and in Specification 4 Section 1.4.

} Activation Date: 2011-12~331711:11:11Z

} Contact Confirmation Date: 2011-12~31T11:1l:1iz

} Registration Grace Ewpiry Date: [Activation Date: 2011-12-31T11:11:112])
Note : [Grace Period explires as goon ag s name is activated)

} Regiztration MIN Expiry Date: 2011~12-31

27.3 Registration Grace

A ome {1} day Grace period applies to all reglstrations, Provisional {pending activation} registrations. If &
name is Activated the Grace Period fs instantly expired, This policy effectively mitigates the prospect of abuge
of the .pars TLD or CoCCA's SRS for domain tasting, kiting or other simllar activity, while allowing s registrar
24 hours to roverse a registration that included a typographical error or was found to be fravdulent without
incurring a commercial penalty.

EPP domain:info Status

{"xml version="1.0" encoding="UTF-§* standalone="no""}
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{epp xmins="urn:ietf:params:xml:ns:epp-1.0" wnmlng:xsi="http:-~wuww.u3,org-200i-XMLSchema~instance®
xsi:schemalocations*urn:ietf paramg:xmlinstepp=~1.0 epp~1.0.xsd™)
{response)
{result code="1000")
{mug} Command completed successfully (- msy)
{sresult)
(msgQ count="309" idw¥21153"~}
{resData)
{domain:infData xminy:domain="urn:ietf:params:xmlins:domain~1.0"
%854 schemalogation="urn:ietfparams:xml rnsdomain-1.0 domain-1.0.x34"}
{domaintname} pending.example (~domain:name}
{domain:roid} 1234~CoCCA {sdomain:roid}
(domain:status s«"inactive”) Delegstion information has not been supplied {~domain:status)
{domain:registrant) axample (~domain:registrant)
(domain:ctID} adam (~domain:clID}
(domain:orId) adam {~domein:erlD}
{domain:icrDate) 2012~04~02T03:39:55,9252% {(~domainicrDate)
(domaintexDate} 2013~04-02T03:39:55,842% {~domain:exDate)
(domain:authInfol
{domain:pw} example {-domain:pw}
{~domain;authinfo}
(~domain:infDatal
(~resbata)
{extension}
(rqp:ﬁntﬂata xming: rgp="urn:letf:params: xmlinsirgp~1.0" xsi:schemalocation="urn:ietf:params:xmlins:rop-1.0
rgp~1.0.xag"
{rgp:xgpStatus s=*addPeriod® )
{~rgp:infhata)
{rextension)
{triD)
{1 TRIB} TR-2 (~clTRID}
(svTRID) 1333581885177 {~svTRID)
(~trim
{~rasponsa)
{~app}

WHOLS Status Display

Unlass ICANR objectes, the WHOIE server {port 43 and 443) and EPP Domain:info query will also display the
following values - after display of the values reguired in the EPFP RPC’'s and in Specification 4 Section 1.4.

} Activation Expiry Date: 2011-12-33T11:11:112

) Contact Confirmation Expiry Dake: 2011-12-31T11:3%1:112
} Registration Grace Expiry Date: 2011-12-31TI1:11:112

} Registration MIN Expiry Date: 2011-12~31T11:11:112

27.3.1 Regiatration Grace | Beshavier

Domainz deleted during Grace do NOT go into redemption and are instantly available, Domalns may NOT be
transferred during GRACE. The Domain Status shown in a WHOIS and EPP query during grace is
relientTransferProhibibed” .

27.3.2 Registration Grace jCommercial Considerations

A full refund equal to 100% of the registration value ls applied to & registrars account for domains that are
not activated in the first 24 hougs. IT a domain is Activated in the first 24 houra then deleted it is
considered to have been deleted during the "MIN" period as Grace sxpires on Activation. See Section 28 bellow
£or explanation of "MIN®,

2.4 MI¥ Period
The MIN period is a life-cycle slement that is probably unigue to the CoCCA SRE - and mostly commercial in
nature. thes MI¥ periog for the .pars is 14 days, the MIN period starts when a name ls reglstered.

Unless ICANN objects, the WHDIS server (port 43 and 443} and EPP Pomainsinfo quary will also display the
following value - after display of the valusz required in the EFP RFC’s and in Specification 4 Section 1.4.

} Registration MIN Expiry Date: 2011-12-31T11:11:112

27.4.1 Registration MIN { Bebhavior

Domaing deleted by a registrar during the MIN period do NOT go into redemption. Domains may not be tranzfoerred
during MIN. {the Domain Status shown in a WHOIS and EPP guery is "clientTransferProhibited”). An EPP polling
meassage is sent when the MIN period expires.

27.4.2 HRegistration MIN | Commercial Considerations

Since tha Grace period is only one day - and only for domains that are not sctivated, Asia Grean IT System
Bilgisayar San. wve Tic. Ltd. §ti, will give registrars a partial refund (B0% of the annual registration fee} for
Activated names thal are delemted in the first 14 days after registration.

237.8 Renewals

Under the .pars TLD BA registrants are required to confirm the accuracy of the contsct details and accept

the .pars TLD RA, AUP and Privacy Policy with the registry within 28 days of renewal or the domain is suspended
until such time as the KA is accepted and contact details conflrmed,

7.6 Expiry
The SRS supports “"registrar configurable aubto renew”, registrars may custom configure the auto-renew behavior
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vis CoCCA’s GUI, Some reglistrars may wish to aube renew domains on expiry while others may not. If a registrar
has configured auto renew the SHS, and they have available credit, the SRS will rensw the domain for the period
selected by the registrar { up to the maximum allowable } on the day it expires. If 2 name expires the follouwing
would apply.

Unless ICANN objects, the SRS will automatically update the domain record so that a query of the WHOIS server
{port 43 and 443} or EPP Domain:info query will alse display the following value - after display of the values
required in the EPP REC*s and in Specification { Section 1.4.

} Contact Confirmation Expiry Data: 2011-12-31T11:11:112
} Renewal Grace Expiry Date: 2011-12-31:711:11:2

27.6.1 Expiry Grace | Suspension
On Expiry a domain automatically enters a seven day Expiry Grace period in which the domain is Suspended by the
SRS and parked on a Asia Green IT System Bilgisayar San. ve Tic, Ltd. sti. parking page.

("xml version="1,0" encoding="UTF-8" atandalons="no®"}
{epp smine="urn:letf:params:omlingzepp~1.0" xmins:xsi="http: ~wew.wi.0rg-2001-XMLEchema~instance”
xsi:schematocation="urn: et f:parags: mml sns:epp-1.0 epp~1.0.xsd")
{response)
{xesult code="1000") ;
{meg) Command completed successfully {msg}

{~resnlt}

{myg count="354" Ld="21153"~}

(resbData)

{domain:ianfData amlns:domain="urn:ietf:params:aml:ns:domain-1.0"
x8i:gchemalocation="urn: ietfrparams: wul ins:domain~1.0 domain~1.0,xsd®}
{domaininame) suspended-expired.example {~domain:name}

{domain:roid) 1234~CoCCA {~domain:roid}
{domain:status a='servardold®} Suspended automatically {(~domain:status)
{domain:registrant) MISJPIQF (~domain:reglistrant)
{domain:na}
{domain:hostOb}) ns2.example {~domain:hostObj)
{domain:hostObi) nsi.example (~domain:hostOdi)
{+domain:ns)
{domain:clID) example {-domain:clliD}
{domain:crip} example (~domainiorin}
(domain:crDate) 2009-05-17T21:49:34.6492 {~domain:crbate)
{domain:uplD) example (~domain:upiD)
(domsin:upDate) 2012-04~05T01:38:12,6492 (~domain:upDate}
{domain:exDate} 2011~11-17720:49:34.6442 {~domain:exDate)
(domain: trDate) 2009-05-17121:49:34.7282 {~domain:trbate)
{domain:authinfol
{domain:pw) exasple {~domainipw!
{~domain:authinfo)
{~domain:infDatal
{~rosbata}
{extension)
{~extension)
{LriD)
{c1TRID} TR-2 {~clTRID}
{svTRID} 1333590323304 (~svIRID)
{~trip}
{~response)
{~epp

An expired and suspsnded name is not locked and may ba renewsd without a restore fee in the first seven (7} days
after expiration. Suspended domains may NOT be transferred.

27.6.2 Explry | Pending Dslete ~ Restorable {Redemption}

On the elghth day after expiration the SR5 will change the domain’s Status to "Pending Delete Restorable” for a
pariod of 28 days. Suspended and Pending Delete domains may BOT be tramaferred. At any point between after day
seven {7} and before day 2% a registrar may Restore s domain via EPP [RFC-~3915) after restoration a domain must
bz renewed.

The SRS will automatically update the domain record so that a query of the WHOIS or EPP will also display the
tollowing values.

} Redemption Ewpiry Date: 2011~12~31
} Purge Date: 2011-12-31

27.6.3 EBxplry | Pending Purge (Mo longer Restorable}

On the 29th day after expiry the SRS will changs the status of the domain to "Pending -~ Purge” and apply &
regiatry lock., The WHOIS status and EPP Domain:info query would bs displayved as Pending Purgs. The domain would
stay in this state for sevan (7} days uptil purged from the SRS 35 days after Expiry, Once purged it is
availabie ~ subject to any restrictions or polices in effect at the time,

Sge Attached Life ~ Cycle Diagram
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28, Abuse Prevention and Mitigation: Applicants should describe the proposed puolicies and procedures lo minimize abusive registrations and other
activitiss that have a negalive impact on Intemet users, A complete answer should include, but is not limited to;

. Anmpfammhﬁonpimmewbﬁshmmﬂkhmasmm;mabmpmdmwwmmmﬁersreqadmg

axpedited altention and providing s lmely response 1o ebuse complaints « registered in the TLD fhwough all registars of recond,
inclading those invaiving 2 reselier;

ammhmmmmmsmmm;

+ P f for { of orphan ghie ds for d from the zons when provided with evidence in writien form that the

qtue is present in cormection with melicious conduct (see Specification 6j; and

+ Resourcing plans for the inltial implementation of, and ongoing maintanance for, mzsupwofmmmmhermddmmnofmm&
rales aliccated o thig area).

To be eligible for a scors of 2, answers must include maasures 1 promole Whols accuracy os well as measures fom one other ares as described below,

+ Measures to promote Whois y (can be urnsiartaken by the ragisiry direclly or by registrans via requirements in the Regisiny-Regisicar
Agreemant (RRA)} may include, but are not limited o

= Authentication of ragistrant information as complete and accurale at me of registration, Measures b accomplish this could nclude
pertorming background chacks, verifying all contac! information of principals mentioned in regisiration dala, reviswing proof of establishment
documentation, and other mesns

+ Regular monitoring of registration deta for accuracy and compieteness, employing authentication methods, and establishing policies and
Wstoa@usmmhmmmmwwmewwm et

- If ralying on reg , establishing p and p to complisnce, which may include audits, financial
incentives, Mu,wm@wm mmmwmmdme RAA will continus to apply 10 all ICANN-acoredited registrars.

« Adescriplion of policies and procadures that define malicious or abusive behavior, caplure metrics, and establish Service Level Requtmemfor
resolution, including service levels for responding 1o law 4 ragy ﬂsTh&mmepﬁWmmorwspmﬁonwﬂmxm
sharing information regarding malicious or abusive behavior with industry periness,

+ Adequate confrols ® ensure mop«acmbﬁommmmﬂbemmnbyummamwmetyorbywmmwkme«usmm
Registry-Regishrar Agreement (RRA)) may inciude, but are not limited to:

« Requistng readi-factor authentication (L., strong pa v, tokens, one-time p is) from registrants o p update, franslers, and
detation requasts;

» Rempsiring multiple, unique points of contact ID request andior approve update, frensfer, and deletion requests; and

+ Requiring the notification of multipia, unigue points of contact when 3 d has been updated, translerrad, or delated.

A complete answer is expected to be no more than 20 pages,

28.1 Policy Matrix

Asia Green IT System Bilgisayar San., ve Tic. Ltd, Sti. has chosen Lo adopt CoCCA"s tested acceptable use-based
policy matrin, recommendations for mininising harm in 7LDz, and subject the .pars TLD to the CoCCA Complaint
Resolution Service ("CRS"). Any individual who has a concern regarding abuse involving a .pars dompain, glue
record, or the CoCCA FCH or ISC*"s network services as they relate to .pars peeds to lodge a complaint via the
CRS. ColCA’s policy regarding give records iz guite simple, Registrars cannot create or wse a host if the super
~ordinate domain doss not exist. When a domain is purged from the SRS CoCCA automatically deletes any glue
records. ALL other glue rgcord related issues can be dealt with wia the CHS,

The CoCCA Best practice policy matrix has been developed over a decade and has currently been adopted by 16
TLD=, It was developed for (and by} oCTLDs mansgers that desired to operate an efficient standards-bDased 3RS
systen complemented by a policy snvironment that addressed & registrants use of a string as well az the more
traditional g¥LD emphasis rights to string.

B key slement of CoCCA’s policy matrix is that it provides for registry-level suspensions where thers is
evidence of AUP violations. The .pars TLD will join other TLDs that utilize the CoCCA’s single-desk CRS. The CRS
provides a framework for the publie, law enforcement, regulatory bodies and intellectual propsrty owners to
swiftly address concerns regarding the use of .pars domains, and the COCCA network. The AUP can be used to
address concerns regarding & domain or any other resource record that appears in the .pars zone.

The CRS procedure provides an effective alternative to the court system while sllowing for Complaints against
domains to be handled in 3 way trests each complalnt in a falr and equal manor and allows for all alfected
parties to present evidence and arguments in a constructive forum.

In certain cases, it may be nacessary for the CRS to trigger a Critical Issue Suspension, which suspends service
of a domain, or removes a host record, when there is 3 compelling and demonstrable threat to the stability of
the Internet, critical infrastructure or public safety. The intent of any CIS is to minimize any abuss that may
occeur in & timely mancr. Any CIS may be appealed through the CoCCA ombudsman’s Amicable Complaint Resolution
service.

28.1 Contractual Framework

Under the proposed framewsrk Rsia Green IT System Bilgisayar San, ve Tie. Ltd, Sti, wiil bimd registrants to

a .pars TLD Registrant Aqreemant (“RA”). This RA is a collateral agreement that supersedes any Reglaztrar -
Registrant agreement and binds all Registrants to the .pars AUP, Privacy snd WHOIS policy, CoCCAR CRS and any
other requirements or dispute mechanisms mandated by ICANN.

The draft .pars AUP folluws balow in sectiong 28.4. The RA and WHOIS amd Privacy Policy may be viewed at
http:--coccaregistry.net-.pars-policy

28.2 Minimizing Harm, Pro-active Measures

Asia Green IT System Bilgisaysr San. ve Tie. Ltd, Sti. will adopt the following five (5] key provisions of
CoCCA’s already fleld - tested policies and technology aimed at preventing amd mitigating abuse.

28.2.1 "Trust but Verify®

Applicants for .pars registrations must confirm to the registry that they agree to be bound by the reglstrant
agreement and confirm the accuracy of contact details lodged by the Reglstrar with the registry, Untlil the
Registrant or Administrative contact confirm their contact details with the Registry directly, and view accept
the Registrant Agreement .pars domains are excluded from the zone. See Life-Cycle Policy.

Automated Activatlon processes are alrsady in place for 12 TLD currently using the CoCCA 3RS. The process
involves direct registry - registrant communication using email details provided to the registry by the
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Registrar. An automated email is sent to the Registrant and Admin contact that contains a link. The recipient
sust click on the link where they are directed to a web page that 1) displays the contact information the
Registrar provided, 2} displays the .pars RA and AUP policy.

All responses {poaitive or negative} are lodged agalnst the domains permanent history inm the SRS and the time:
date ~ IP sddress stored.

‘The process alsc allows the registry the opportunity to independently wverify the accuracy of contact data
supplied by the registrar, or at least that there is a functioning email ~ ifmproving WHOIS acceracy. The SRS
uses dynamically generated images as a challenge~response verification to prevent automated processes activating
domaing and to directly collect and store additional identifying information sbout individuals Activating a
domain, which can be utilised to control fraud or investigate cyber crimes.

Although registrars are required to sdvise registrants of the TLD policies and conditlons, with the prevalence
of highly automated registration systems and expansive reseller networks it cannot be guaranteed that
registrants have reviewed or agreed to the policy.

The registrant or administrative contact must confirm the accuracy of the WHOIS data on not only on Registration
but also the anniveraary of Registration and Renewal. On any change of Registrant or Transfer the new Registrant
must also agree to the BA and AUP directly with the Registry before the changes to the contacts are committed in
the registcoy.

These procedures and the underlying technology are in use now and undergoing constant refinement in response Lo
Registrar and Registrant suggestions,

28.2.2 PRegistrants’ rights to a limited license

The .pars BA and AUP limit a reglstrants’ rights to a limited license to use but not to sub-license the use of

any portion of the alloerated SLD, subject to continuing compliance with all policies in place during that time.
Registrants must warrant they will not assign the licence or sub-license any sub-domain without:

ta} securing the sub~licensee’s agreement to the RA, AUP and all other applicable policiea; and
{b) obtaining the registry's consent in writing.

Rationale: It has occurred that registrants have registered s second level domain in orxder te set up what
amounts to a third level registry, effectively sub~licenaing to third parties the use of portions of their
allocated second level domain. Most abuse sgems to occur in lower level domains created by Registrants or third
parties.

The .pars TLD policy is recursive, however combating sbusive activity in a TLD is complicated if the registry
has no information as to the nser of the subordinate domain or any way to suspend a single domain created by a
registrant at a subordinate level.

28.2.3 Fast flux mitigation

Fast flux mitigation - queue for manual intervention by SRS admins all DNS delegation modifications that exceed
four {4) requests in any 28 day period or three (3) in » one weak pariod,

Rationale: Thisz minimizes a registrant’s ability to fregquently redelngate a domain, in order to overcome service
limirations imposed by Internet service providers. Fregquent redelegation may also aszist a malicious pser to
obecure thelr identity. Limiting frequent redelegations enbances the effectiveness of service termination as a
sanction by an Internet service provider.

28.2.4 Anycast Resiliency

B danial of sarviee attack from, say, a single ISP will usually only affect a single node. A1) other nodes in
the world will not notice anything sbout the attack and the rest of the Internet will thus not notice it either.
A locval attack is therefore only affecting the local neighborhood, Distributed denial of service attacks usuvally
affects a few nodes only, but because the attack is spread out between nodes, s0 iz the amount of traffic
fiowing to each node. With 80+ noss and twe Anycast networks, the .pars TLD is well protected against abuss
targeting the .pars DNS resolvers.

28.2.5 High Risk Strings

Asia Green IT System Bilgisayar San. ve Tic. Lbtd. Sti. will require manual intervention by the registry operator
before domsins that contain various strings such as "bank™, "secure®, "PayPsl” stc., go into the zone. A
comprehensive 1ist of high-risk strings

28.2.6 MAsia Green IT System Bilgisayar San. ve Tic. Ltd, 5ti, CERT Law Enforcement Collaboration

Asia Green IT System Bilgisayar San, ve Tie. Ltd. $ti, will provide CERT, lLaw Enforcement and other interested
parties direct read - only Access to the SRS on application for research and other activities related to
identifying and mitigating abuse. The CoCCA already provides direct access to the Australian Government CERT.

The ToCCA SRY containg a variety of login types with various permissions, one such type is “Cert » Law
Entorcement” which allows GUI - based query as well as EPP and Zone Acress.

28.3 COCCA Complaint Resolution Service

The Complaint Resolution Sarvics (“CRS"} provides a transparent, efficient and cost effective way for the
public, law enforcement, regulatory bodies and intellectual property owners to have their concernd addressed
regarding use of a TLD managers network or SRS services. The CRS provides a single frawework in which cyber—
crime, acesssibility of prohibited Internst content and abuse of intellectual property rights are addressed, The
framawork relies on three tiers of review: immediste action to protect the public interest, amicable complaint
resolution lead by an independent (mbudsman, and where applicable, adjudication by an Expert. The CRS provides
an efficient and swift alternative to the Courts.

All complaints made against a domain to CoCCA are referred through the CRS protocol, When a complaint is filed,
a CoCCA Complaints Officer (CCO} ensures that it meets the necessary criteria. If it does, notice isg sent to
tnvolved parties and CRS Proceedings begin. If a Registrant responds to the complaint, it may be referred to an
Ombudsman for Amicable Complaint Resslution {ACR}. If ACR does not achisve acceptable resolution, binding
arbitration by an Expert be requested by the Complainant.

In some cases, a Criticsl Tegue Suspension {CIS) may bscoms necaessary. If » €IS has been determined to be
neceasary, the domain, or other ressurce record in a zone will be disabled until a reaclution i3 found uaing the
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CRS protocol. A CIS is triggered in cases where there iz a palling and d trable threat to the stability
af the Internet, critical infrastructure or public safety. A CI§ does not terminate the license to a domain, and
cannot be used to trigger the transfer a domain - it simply suspends resolution.

CRS Overview Diagram - cocca~crsl.pdf

28.4 Acceptable use policy

INTRODUCTION

AGITSys supports the free flow of information amnd ideas over the Internet. AGITSys does not exercise editorial
control aver the content of any message or web site made accessible by domain name resolution services in

the . PARS TLD.

AGITSys may discontinue, suspend, or modify the szervices provided to ths registrant of a .PARS Domain name {for
example, through modification of .PARS zone files), to address alleged violations of this AUP {described further
below}. AGIT8ys may determine in its sole disoretion whether use of the AGITSys network or a .PARS Domain name
iz prima facie viclation of this AUP. AGITSys or affected parties may utilize the AGITSys AUP CRS and~ or the
courts in the jurisdiction and venue specified in the Registrant Agreement to resolve disputes over
interpretation and implementation of this AUP, as described more fully in the AGITSys AUP CRS.

Users of the AGITSys Network are obliged and required to ensure that their use of a .PARS Domain name or the
AGITSys Network is at all times lawful and in accordance with the requirements of this AUP and applicable laws
and regulations of Turkey.

This AUP should be read in conjunction with the AGITSys Registrant Agreement, Complaint Resolution Policy,
Privacy Policy, Acceptable llse Policy, and other applicable agreemente, policies, laws and regulations. By way
of example, and without limitation, the Registrent Agreement sets forth representations and warrantiss and other
terms and vonditions, breach of which may constitute non~compliance with this AUP,

PROKIBITED USE

A “Prohibited use” of the AGITSys Network or a .PARS Domain nams is a use which is ewxpressly prohibited by
provisions of this AUP. The non-exhaustive List of restrictions pertaining to use of the AGITSys Netwock

and ,PARS Domain names in relation to verious purposes and activitlies are as follows., Registration of one or
more .PARRS Domain names or access to services provided by AGITSys may be cancelled or suspended for any breach
of, ar non-compllance with this AUP:

1. COMPLIANCE WI'TH AGITSys AUP

1.1 The AGITSys Network and .PARS Domain names must be used for lawful purposes and comply with this AUP., The
ereation, transmigsion, distribution, storage of, or linking to any material in violation of applicable law or
regulation or this AUP is prohibited. This may include, but is not limited to, the following:

(1.1} Communication, publication or distribution of material {including through links or framing) that infringes
upon the intellectual and-or {ndustrial property rights of another person. Intellectual andror industrial
property rights include, but are not limited to: copyrights {including future copyright), design rights,
patents, patent applicacions, trademarks, rights of pergonaslity, and bLrade sevret information,

{}.2} Communication, publication or distribution of material (including through links or framing} that
denigrates the Permian Language, Culture and History.

{1.3) Registration or use of & .PARS Domain name in circumstances in which, in the sole discretion of the
AGITSys:

{1.3.8} The .PARE Domain name is identical or confusingly similar to a personal namw, company, business or other
iegal or trading name az registered with the relevant Turkish agency, or a trade or service mark i{n which a
third party complainant has uncontested rights, lscluding without limitation in circumstances In which:
(1.3.2.1) The use decelves or confuses others in relation to gopds or services for which 2 trade mark is
registered in Turkéy, or in reapect of similar goods or closely related services, against the wishes of the
registered proprietor of the trade mark; or

{1.3.a.41) The use daeceives or confuses others in relation to goods or services in respect of which an
unragistered trade mark or service mark has bacome distinctive of the goods or services of a third party
cosplainant, end in which the third party complainant has established a sufficlent reputation in Turkey, against
the wishes of the third party complainant; or

{1.3.a.11i) The use trades on or passes-off a .PARS Domain mame or a webwite or other content ar services
arccesasd through resclution of a .PARS Domain as being the same as or endorsed, suthorized, associated or
arfitiated with the established business, name or reputation of another; or

{1.3.2.1v}) The use constitutes intentionally misleading or deceptive comduct in breach of ABITSys policy, or the
laws of Turkey; or

(1.3.b) The .PARS Domain name has been uysed in bad falth, including without lLimitation the following:

{1.3.b.1) The User has used the ,PARS Domain name primarily for the purpose of unlawfully disrupting the
business or activities of another person: or

{1,3.b.11} By using the .PARS Domain name, the User has intentionally created a likelihood of confusion with
raspect to the third party complainant’s intellectual or industrial property rights and the source, sponsorship,
affiliation, or endorsement of websitefs}), email, or other online locations or services or of a product or
sarvice available on or through resolution of a .PARS Domain names

{1.3.b.1i1) ¥For the purpose of selling, renting or otherwise transferring the Domain name to an entity or to a
commercial competitor of an entity, for valuable consideration in excess of a User's documented out-~of-pocket
costs directly sssociated with acquiring the Domain Name;

{1.3.b,iv} As & blocking rsgistration againast & name or mark in which a third party has superior intellectual or
industeial property righta.

{1.4} A .PARS Domain name registration which is part of a pattern of registrations where the User has registersd
domain names which correspond te well-known namas or trademarks in which the User has no apparent rights, and
Live .PARS Domain name is part of that pattern;

(1.5} The .PRARS Domain name was registered arisming out of a relationship between two parties, and it was
mutualig agreed, as svidenced in uriting, that the Registrant would be an entity other than that currently in
the register,

{1.6} uUnlawful communication, publication or distribution of registered and unregistered know-how, confidential
information and trade secrets.

{1.7) Publication or distribution of content which, in the opinion of the AGITSys:

€1i7.a) iz capsble of disruption of systems in use by other Internet users or service providers fe.g. viruses or
malware}:

(1.7.b} seeks or apparently seeks authentication or login details used by opsrators of other Internet sites
{e.g. phishing}; or
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{i.7.c) may mislead or decelve visitors to the site that the site has an affiliation with the operator of
another Internet site ({e.g. phishing}.

{1.8) Communication, publication or distribution, either directly or by way of smbedded links, of images or
materials (including, but not limited to pornographic material and images or materials that a reasonable person
as a member of the community of Tuckey would consider to be obhscens or indecent) where such communication,
publication or distribution is prohibited by or constitutes an offence under the laws of Turkey, whether
incorporated directly into or ilinked from a web site, email, posting to a news group, internet forum, instant
megsaging notice which makes use of domain name resolution sarvices in the ,PARS TLD.

Material that a reazonable ber of the o ity of Turkey would consider pornographic, indecent, and-or
obscene or which is otherwise prohibited includes, by way of example and without limitastion, real or manipulated
images depicting child pornography, bestiality, excessively violent or Sexvally violent material, sexual
activity, and material containing deteiled instructions regarding how to commit a crime, an act of violence, or
how to prepare and-or use illegal drugs

{1.9) Communication, publication or distribution of defsmatory material or material that constitutes reclal
vilification,

{1.10} Communication, publication or distribution of material that constitutes an illegal threst or ancourvages
conduct that may constitute a criminal offence.

{1.11} Communication, publication or distribution of material that is in contempt of the orders of a court or
another authoritative government actor within Turkey.

{1.12} Use, communication, publication or distribution of software, technical information or other data that
violates Turkey’s export control laws.

{1,13) Use, communication, publication or distribution of confidential or personal information or data including
confidential or personal information sbout persons that collected without their knowledge or consent.

2. ELECTROWIC MALL .

2.1 AGITSys expressly prohibits Users of the ASITSys Hetwork from engaging in the following sctivities:

(1.1} Communicating, transmitting or sending unsolicited bulk e-mail messages or other electronic communications
{*junk mail® or *Spam®} of any kind incloding, but not limited to, unsolicited cosmercial advertising,
informational announcements, and political or religious tracts. Such messages or material may be sent only to
those who have expressly requested it. If 2 recipient asks 8 User to stop sending such e-malls, then any Ffurther
e~mail messages or other slectronic communications would in such event constitute Spam and vielate the
provisions and requiremsnts of this AUP,

{1.2] Communicating, transmitting or sending any material by e-mail or otherwise that harasses, or has the |
effect of harassing, another person or that threatens or encourages bodily harm or destruction of property
including, but not limited to, mallcipus e-maill and flooding a User, site, or server with very large or sumerous
pieces of e~mail or illegitimate service requests,

{1.3} Communicating, transmitting, sending, creating, or forwarding fraudulent offera to sell or buy products,
unsolicited offers of employment, messagas aboul *"Make~Money Fast”, "Pyramid® or "Ponzi" type schemes or similar
schemes, and "chain letters® whether or not the recipient wishes to receive such messages.

(.45 Adding, removing, modifying or forging AGITSys Hetwork or other network hesder information with the affsct
of misleading or deceiwing another person or attempting to impersonate another person by uwaing Forged headers or
other identifying information ("Spoofing®}.

(1.5} Causing or permitting the advertisement of s .PARS Domain name in an upnsolicited email communication.

3. DISRUPTION OF AGITSys NETHORK

3.1 Mo-onw may use the ACITSys Network or a .PARS Domain name for the purpose of:

11,1} Restricting or inhibiting any person in their use or enjoyment of the AGITSys Betwork or a .PARS Domaln
name or any service or product of AGITSys.

(1.2} Retually or purportedly resellisg AGITSys services and produects without the prior written consent of
AGETSys .

{L.3) Transmitting shy communications or agtivity, which may involve deceptive marketing practices such as the
fraudulent offering of products, items, or services to any other party,

(1.4} Providing false or misleading information to AGITSys or to any other parby through the AGITSys Retwork.
{1.5] Facilitating or aiding the transmission of confidential information, private, or stolen dats such as
credit card information (without the owner's or cardholder’s consent}.

4. NETWORK INTEGRITY AND SECURITY

4.1 Users are prohibibed from circumventing or attempting to circumvent the security of any host, network or
accounts ("cracking” or "hacking”) on, related to, or accessed threugh the AGITSys Nekwork., This includes, but
ig not limited to:

{1.1! acceseing dats not intended for such user;

(1.2) legging into a server or account which such user is not expressly suthorized to access:

(1.3} using, attempting to use, or attemplting to awxcertain a username ov password without the express writien
congent of the operator of the mervice in relation to which the username or password is intendsd to function;
t1.4] probing the security of other networks;

{1.5] executing any form of network monitoring which iz likely to intercept data not intended for such user.
4.2 Users are prohibited from effecting any network security breach or disruption of any Internat communications
incleding, but not limited to:

(2.1} accassing data of which such User is not an intended recipient: or

{2.2) logging onto s server or account, which such User is not expresaly authorized to access.

For the purposes of this section 4.2, "disruption” includes, but is not limited to:

port scans, TCR~UDP floods, packet spoofings

forged routing information;

deliberate attempts to overload or disrupt s service or host;

using the AGITSys Network in connection with the use of any program, script, command, or sending messages with
the intention or likelihood of intarfering with another user's terminal session by any means, locally or by the
Internat.

4.3 Users who compromise or disrupt AGITSys Network systems or security may incur criminal or civil liability.
AGITSys will investigate any such incidents snd will cooperate with law enforcement agencles if a crime iz
suspacted to have taken place.

5. NON-EXCLUSIVE, HON-EXHAUSTIVE

This AUP i3 intended to provide guldance as to what constitutes acceptable use of the AGITSys Network and

of .PARS Domain namea. However, thea AUP is neither exhaustive nor exclusive.

6. COMPLATINTS

Perpons who wish to natify AGITSys of abusive conduct in wiolation of this AUP may report the same pursuant to
the AGITSyz Acceptable Uss Policy Enforcement Frocsdure, which is instituted by submitting to AGITSys a
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conpleted AGITSys Acceptable Use Policy Viclation Complaint Form.

7. EBPORCEMENT

AGITSys may, in its sole discretion, suspend or terminats a User's service for viclation of any of the
requirements or provisions of the AUP on receipt of a complaint if AGITSys believes:

(l.1.a) & viclation of the AUP has or may bave ovcourred: or

{1.1.b} suspension and-or termination may be in the public interest.

AGITSys may delegate its right te take any action to an Internet security agency or may act upon any report from
an Internel sescurlty agency without prior notification to the User.

If AGITSys elects not to take immediate action, AGITSys may require Reglstrants and & complainant to utilise the
AUP Complaint Resolutios Service and Policy to ensure compliance with this AUP and remedy any vieclation or
suspected violation within a reasonable time prior to suspension or terminating serwice.

B. LIMITATION OF LIABILITY .
In no eveni shall AGITSys be liable to any User of the AGITSys Retwork, any customer, nor any third party for
any direct, indirect, special or consequentisal damages for actions taken pursuant to this AUP, including, but
net limited to, any lost profits, busimess {nterruption, loss of progrsme or other data, or otherwise, even if
AGITSys was advised of the possibility of such damages. AGITSys’s liability for any breach of a condition or
warranty lmpllied by the Registrant Agreement or this AUP shall be limited to the maximum extent possible to one
of the following las AGITSys may determine}:

(L} supplying the services again; or

tii} paving the cost of having the services supplied again.

9. REMOVAL OF CONTENT RESPONSIBILITY

At its sole discretion, AGITSys reserves the right to:

(i} Remove or alter content, zone file data or other material from its servers provided by any pex.-aon that
viclates the provisions or requirements of this AUp;

{11} re-delegste, redirsct or otherwise divert traffic intended for any service;

{iii} potify operators of Internet security monitering, virus scanning services and-or law enforcemant
authorities of any apparent breach of this AUP or .PARS TLD Policles: and-or

{iv} terminate access to the AGITSys Network by any person that AGITSys determines has vioclated the provisions
or reguirements of this AUP,

In any regard, AGITSys is not responszible for the content or message of any newsgroup posting, e-mail messzage,
or web site regardlsss of whether access to such content Or message was facilitated by the ASITSys Metwork.
AGITSys doss not have any duty Lo take any action with respect to such content or message by creating this AUP,
and Users of the AGITSys Metwork are obliged and required to ensure that their use of a2 .PARS Domain nams or the
AGITSys Network is at all times in accordance with the requirements of this AUP and any applicable laws and-or
requlation,

28.5 ColCA CRS -~ Policies and Procodures
1. Statement of Purpose

1.1, Thix Compleint Resolution Service {"CRS”) provides s transparent, efficient and cost effective way for
the public, law enforcement, regulatory bodies and intellectual property owners to have their concerns addressed
regarding use of a TLD Managers hetwork or services.

1.2, The Service provides a zingle framework in which cyber-crime, accessibility of prohiblited Intenet
contant via & mesber®s network or services awd abuse of intellectusl property rights are addressed. The
framework relies on three tiers of review: lmmediate sction to protect the public interest, amicable complaint
resolution Isad by an independent Ombud and where applicsble, adjudication by an Expert, The CRS provides
an efficient and swift alternative to the Courts.

Thiz document should be read in conjunction with the Acceptable Use Policy ("AUP") applicable to the domain ~
TLD you are considering lodging a complaint agalnst, If aftar having reviswed the applicable AUP Policy it is
determined a violatlon has occurred, a complaint may be lodged by completing the CoCCA CRS Complaint form,

NHOTE: IF YOU DO NOT LODGE THE SIGNED COMPLAINT FORM THAT FOLLOWS BELLOW ON PAGES B~ 13 OF THIS DOCUMENT, YOUR
COMPLAINT WILL BOT BE REVIEWED,

Complaints will be reviewed in accordance with the following Steps:
Step One | Confirmation ~ Communication

A CoCCA Complaints Officer ("CCO®) will review all formally lodged complaints for compliance with the CRS and
the applicable AUP. If the CCO considers that the Complaint does not address the matter covered by the AUP, or
is unaigned or otherwise violates this Procadure, theComplainant will be promptly notified of the deficiencies
identified.

The Complainant shall have five {5) Days from the receipt of notification within which to correct the
deficienciss and return the Complaint, failing which the CCO will deem the Complaint to bewithdrawn, This will
not prevent the Complalnant from submitting a different Complaint.

On receipt of the Complaint the CCO will lock domain amd asssoclated records until & period of ten {10} Days
after the COO and Parties are notified of a Decision by the Ombudsman or and Expert, at which time the domain
name may be unlocked.

Step Two | Jmmediate Review of Request for Suspension in the Public Interest

on raceipt of a properly lodged Complaink, the CCO will initiate a review, When specifically requested by the
Complainant the CCO may initiate a Critical Issue Suspension (RCIS").

A request for a CIS may be granted in cases where there is a compelling and demonstrable threat to the stability
of the Internet, critical infrastructure or public safety. A Pocritical issue suspension® does not terminate the
registrant®s rights or their domain license; it simply modifies the NS records in the zone temporarily disabling
resolution. All suspensions under the CRS, including a CIS, may be appealed to the Dmbudsman®s office for
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amicable resolution, an
Expert Fanelist for binding arbitration or a csurt of competent jurisdiction.

Where the CCO has triggeraed a CI5, notice will be sent to the Registrant, Rdministrative Contact, Registrar and
Ombudsman within 24 hours of triggaring the CIS.

Step Three | FPormal Notification

The CCO will send a copy of the Complsint to the Respondent {normally the Reglstrant and-or Administrative
Contact} and the TLD Sponsurs dezignated contact with an explanatory note within § days bys

aj Sending the Complaint by post, fax or e-mail to the Respondent at the contact details shown as the Reglstrant
or any other contacts in the TLD Reglister for the Domsin Name that iz the svhject of the Complaint.

b} The CCO may aliso. at their discretion send the complaint to any addresses provided to the CCO by the
Complainant 8o far as this is practicable.

¢} Except as set forth otherwise, all written cosmunication to a Party or a party"s representative under the
Policy or thiz Procedure shallbe made by fax, post or e-mail.

di Communication shall be made in English, E-mail communications {other than attachments) should be sent in
plain text or BDF format so far as this is practicable,

During the course of the proceedings under the CRS, if either Party wishes to change its contact details it must
notify the CCO of all changes. However, no change shall be made in the Registrant Information for the Dosain
Name without mutual agreement of the parties or unless a settlement Is reached., Except as otherwise provided in
this Procedure or as otherwise decided by the CCO or L appointed, the Expert, all communications provided for
under this procedure shall be desmed to have besn rgcsived;

a}l if sent by courier, when singed for by the reciplent;
b} if sent via the Internet, on the date that the vommunication was transmitted

Unleas othersise provided in this Procedure, the time periods provided for under the Policy and this Procedure
shall be caleulated based on the time zone of the CCO.

Any communication batwesn:

a} the CCO and any Party shall be copied by the CCO to the other Party and if appointed, the Ombudsman or
Expart;

b} a Party to another Party shall be copied by the sender to the CUD, The CCO will copy such correspondence to
the Ombudsman or Expert, if appointed,

Commencement of Complaint Resolution Service proceedings

The CCO will promptly notify the Parties by emall of the date of the Commencemant of Complaint Resolution
Service proceedings. The date

and time of transmission of such email in the time zone of the CCO according to the email header generated by
the CCO%s tranamitting emaila system will be the dats of Commencement of CRE proceedings.

The Response

Within fifteen (15) Days of the date of Commencement of Complaint Resclution Servics promedings, the Reapondent
may submit a Responpe.

The Respondent must send the Response to the CCO signed in electronic form at the addresses set out in the

explanatory coversheset. In determining whether & Response was submitted in 2 timely manner, the date and bime
of receipt (as determined by the CCO"a receiving email sexver] shall be considered by the CCD as the date and
time of gubmission, provided that such email i} contalns 2 scanned copy of documents which include signatures,
i} contains all attachments, iii} is of a form and format which may be opsned by the CCO. The Response shall:

a) include any grounds that the Respondent wishes to cely upon to rebut Lhe Complainant”s sasertions;

b} specify whethar the Respondent wishes to be contacted directly or through an authorized representative, and
set out the e-mall address, telephone numbar, faw number, and postal sddrese which should be used in
communications with the Respondent;

) disclose to the CCO whather any legal proceedings have been commenced or terminatad in conpection with the
Domain Name{s} which is the subject of the Complaint;

d} concliude with the following statement followad by the signature of the Reaspondent or its anthorized
representative:

“The information contained in the response is to the best of the regpondent™s knowledge true and complete and
the matters stated in thisz response comply with the Policy and Procedure and applicable lau.”

Within (3) Days following the receipt of a nigned copy of the Response, the CCO will forward the Response to the
Complainant. If the Respondent doas not submii 3 Response, the Uomain will be suspended 15 days after the CRS
proceedings commence.

Raply by the Complainant

Within five (5) Days of receiving the Respondent®s Response from the (CO, the Complainant may szubmil a Reply to
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the Respundent™s Response, which shall not exceed Z000 words (not including annexesj. The Reply should be
confined to answering any new points raised in the Response not previously dealt with in the Complaing,

Step Four | Amicable Complaint Resclution | Osnbudsman

Ho Amicable Complaint Hesolution (®ACE") will occur if the Bespondent doesz not file a Response. Within three (3}
Days of the receipt of the Complainant”s Reply (or the expiry of the deadline to do so}, the CCO will arrange
with the Osmbudsman®s office for Amicable Coaplaint Resolution fo be conducted., ACR will be conducted in a maoner
that the Ombudisman, at his or her sole discretion, Considers appropriate.

"Negotiations conducted between the Parties during ACR (including any {nformation obtained from or in cennection
to negotliations) shall be confidential as between the Parties. Any such information will not be shown to an
Expart, should one latiter be appointed. Neither the Ombudsmsn nor any Party may reveal details of such
nagotistions to any third parties unlezs a decision-making body of competent jurisdiction orders dizclosure.
Neither Party shall use any information gained during mediation for any ulterior or collateral purpose or
include It in any submission likely to be seen by any court or dacision-making body of competent jurisdiction or
an arbitral tribunal of competent jurisdiction in this Complaint or say later Complaint or litigation.

Xf the Parties reach s settlement during the ACR, then the existence, nature and terms of the zattlement shall
be confidentisl as between the Parties unless the Parties specifically agree otherwise, s court or decision~
making hody of competent jurisdiction orders otherwise, or applicable laws or regulations reguire it,

No binding verbal agreements can be reached as pért of the ACR: any
settlement reached by the Parties must be in writing to bs
enfarceable.

If the Parties did not achleve an acceptable resolution through ACR within ten (10} Days, the Ombudsman will
sand notice to the Parties that the Complainant has the option Lo request appointment of an Expert. The
Complainant will have ten (10) Days upon receipt of the notice from the Ombudsman to pay the applicable fees to
CoCCA if he or she wants to move forward with binding arbitration by an Bupert.

Step Five | Appointment of the Expert and Timing of Decision [Optional)

If the ombudsman does not receive ths Complainant®s request to refer the matter to an Experxi togelher with Lhe
applicable fess within ten {10} Days, the Complaint will be deemed to have been withdrawn. This will not prevent
the Complainant submitting a different Complaint.

within flve (5) Days of the receipt of the applicable fees from the Complainant, the Ombudsman will appoint an
Expert on a rotational basis from a list of Experts. XAn Expert may only be a person named in the CoCCA list of
Ewperts, which the Ombodaman will maintain amd publish along with tha Experta® gualificstions. No Expert"s
appointment will be challenged on the grounds that they are insufficlently gualified. Once the Expert has been
appuinted, the

Parties will be notified of the name of the Expert appointed and the date by which the Expert will forward,
axcept in the case of exceptional circumstances, his or ber decision to the CCO and copy the Ombudsman.

The Expart shall be both impartial and independent before accepting the appointment. During the procesdings the
Expart will disclosze to the (mbudsman any clrcemstances gleing rise to the justifisble doubt s2 to their
impartialicy or independence. The Onbud will have the discretion to appoint & substitute Expert if
necessary, in which case the timetable will be adjusted sccordingly.

In addition to the Complaint, and if applicable the Response, the Reply, any appeal notice and appeal notice
response, the Expert may request further statements or documanta from the Parties. Howsver, the Expart will not
be obliged to considar any statements or documents from the Parties which he or she has not received according
to the Policy or this Procedure or which he or she has nol reguezted. The Expert may request g further statement
that will be limited to a defined topic but will not be obliged to consider any materiasl beyond that raguasted.

Step Sin | Expert Decision

The Expert will decide a Complaint on the basis of the Policy, the Procedure and the submissions made by the
Party. 1If, in the absence of exceptional circumstances, & Party doss not comply with any provision in the
Policy, Procedure or any request by the Ombudsman or the Expert, the Expert may draw such inferences from the
Party”s non~compliance, az he or she deems appropriate.

Unless exceptional circumstances apply, an Expert shall forward his or her Decision to the Ombudsman within ten
{10) Days of his or her appointment. The Decision shall he in writing and signed by the Expert. It will
provide the reasons on which the decision is based, indicate the date on which it was made, the place the
becigsion was made and identify the name of tha Expert. Within three (3] Days of the receipt of a Decision from
the Expert, the Ombudsman will communicate the full text of the Decision to each Party via email with the date
for the implementation of the Decision in accordance with the Policy.

Effect of Court Proceedings

If, before or during the course of proceedingz under the Complaint Resclvtion Servics, the Ombudsman is made
aware that legal proceedings have begun in or before an applicable court or decision-making body of competent
jurisdiction or an arbitral tribunal of competent jurisdiction, and that such legal proceedings relate to a
Domain Name which is the subiect of a Complaint, he or she will muspend the Cowplaint Resolution Service
procesdings pending the sutcoms of the

legal procesdings.

A Party must promptly notify the Ombudsman if 1t initiates ar bacomas swars of legal proceedings in a courk or

decision-making body of competent jurisdiction, or arbitral tribunal of competent jurisdiction relating to a
Domain Name that is the subject of a Complaint under the proceedings of the Complaint Resolution Service,
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Either party may request, before or during the Complaint Resolution Service Proceedings, an interim measure of
protection from a court.

Expert Fees

The applicable fees in respect of the referral of proceedings under the Complaint Resolution Service to an
Expert are (in United States Dollars), for Complaints involving 1-5 Domain Names and only one Complainant, $2500
plus applicable taxes, such as goods and services taxes ("GST"). For Complaints involving é or more Domain
Nemes, and -~ or more than one Complainant, the Ombudsman will set a fee in consultation with the Complainant.
Fees are calculated on a cost-recovery basis, and are passed on in their entirety to the

Expert (s). CoCCA does not charge for lts mediation or administration services in respect of the Complaint
Resolution Service.

Exclusion of Liability

Neither CoCCA nor its councilora, officers, members, employees or servants nor any Expert, Mediator or any

employee of any Expert or Medlator shall be liable to a Party for anything done or omitted, whether nagligently

or otherwise, in connection with any proceedings under the Complaint Resclution Service unless the act or
omission is shown to have been in bad faith.

29, Rights Protection Mecharsms: Applicants must describe how their regisiry will comply with policies and practices that minimize abusive registrat
and ofher activities thal affect the jegal rights of others. such as the Uniform Domain Name Dispute Resolution Poficy (UDRP), Uniform Rapid
Suspension (URS) system, and Trademark Claims and Sunrise sefvices af startup,

A compiele answer should incltide:

« Adescripion of how the registry operator will impk safeg inst alfowing unqualified registrations (e.g., ragistrations made in viclati
omnmommdmanmum:)‘mmmehrmm"mmemmAt-mfnmm.mmy
operator must offer a Sunrise period and a Trademark Claims service during the required time periods, and implement decisions rendered under
the URS on an ongaing basis, and

» A descripion of resourcing plans for the initial implementation of, and cngoing maintenance for, this aspect of the ciiteria {number and description
of personnel roles allocated lo this area).

>To be sligible for a score of 2, answers must also include additional measures specific to rights protection, such as abusive use policies, takedown
procedures, registrant pre-verification, or authentication procedures, or other covenants,
A complete answer is axpecled to be no more than 10 pages.

Asia Green 1T System Billgisayar San., ve Tic., Ltd. Sti, is fully aware of the Importance of protecting the rights
of others in the .pars gTLD and has made rights projections a cora objective. The .pars TLD Rights Protection is
somathing CoCCA has prioritized by necessity throughout its nine-year history. CoCCA currently complies with
UDRP procesdings and will comply with URS proceedings as well with methods for handling Sunrise and Trademark
Claims outlined below and guided by Specification requirements of the proposed Registry Agreement.

CoCCA also offers a wide range of services including, a wildecard registration program to block variants of a
domaln for Trademark holders as well as an "Alert” service that any lnterested party can subscribe to, alerting
them if a specific string is registered in any CoCCA TLD. CoCCA recognizes that ICANN has not completed the
Trademark Clearing House (THMCH) program. While CoCCA cannot fully describe the details of implementation for
thia application based on incomplete work, CoCCA intends to comply and-or exceed the final ICANN program.

In particular, CoCCA offers the following procedures tc help protect the rights of trademark owners:

Sunrise Services

Trademark Claims Service

Name Selection Policy

Acceptable Use Policy

Unqualified Registration Safeguards

Wildcard Registrations - Alert servicaes

Clearinghouse of Intellectual Property APl

Thick WHOIS

RPM Compliance auditing of Registrars

UDRP, URS, PDDRP and RRDRP and CRS

Limited License

Rapid Takedown & Suspension

Malware Mitigation

Fast Flux Mitigation

Phishing Mitigation

DNSSEC Deployment

Law Enforcement and Anti-Abuse Community Collaboration

29.1 Registration Abuse Prevention Mechanisms - Pre Launch

To support Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti.’ & objectives, CoCCAR will implement specific
measures in compliance with ICANN’a Applicant Guide Book. At a minimum, ICANN states that Asia Green IT System
Bilgisayar San. ve Tic. Ltd. Sti. must offer sunrise registration for a period of thirty days during pre-~launch
in conjunction with the Trademark Clearing House.

CoCCAR's RPM framework contains sevaral levels of safeguarde to deter unqualified registration and other
malicious behaviors during pre~launch. This not only exceeds requirements, but also provides customers of the
TLD predictably in service offerings and protections.

29.1.1 Sunrise & Land-rush

To meet the ICANN requirement of a 30~day Sunrise process for those with verifiable trademark rights or owners
of exact matching atrings in other TLDa, CoCCA shall implement for Asia Green IT System Bilgisayar San. ve Tic.
Ltd. Sti. a Sunrise period for domain registrations. The validations of domains names that are an identical
match will occur via the Trademark Clearinghouse via notice by Asia Green IT System Bilgisayar San. ve Tic. Ltd.
S5ti, or Asia Green IT System Bilgisayar San. ve Tic, Ltd. Sti.’ approved Registrar.
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puring the Sunrise, Asia Green IT System Bilgisayar San. ve Tic, Ltd. §ti. will be responaible for determining
eligibility of the registration snd it will require the Registrant to affirm thar they meet Sunrise Ellgibility
Requirements (SERs} and incorporate a Sunrise Dispute Resolution Policy {(SDRPI,

The Sunrise will be followed by a 30 day Registrastion Land-rushk for memberz of the community-business
ownera-residents-ete, The process will end in General Availability or Open Registration. Eligible Trademark
holders may continue to register parks on an ongoing basis,

29,1.2 Trademark Claims Service

Per ICARN's Applicant Guide Book, Asia Green IT System Bilgisaysr San. ve Tic, Ltd. Bti. iz required to provide
a Trademark Claims service during pre-launch phases and for ab lesst 60 days from the date of open registration.
During the Trademark Claims period, Asia Green IT System Bilgisayar San. ve Tic, Ltd. Sti, or the Registrar will
provide notice to the prospective registrants whers an identical match iz identified in the Trademark
Clearinghouss, The notice will include warranties that the prospective Registrant must understand and adhere
that the domain will not infringe on the rights of the respective Trademark holder. A notice will also be sent
to the designated Trademark holder of marks where an identical match hass been identified.

29.1.3 WName Selection Policy

The .pars TLD will enforce a name selection policy that ensures that all names registered in the gTLD will be in
compliance with ICANH mandatsd technical standards. These include restrictions on 2 character names, tagged
names, and reserved names for Registry Operations. All namss must also be {n compliance with all applicable RFCs
governing the composition of domsin names. Hegistrations of Country, Geographical snd Territory Names will only
be allowed in compliance with the restrictions as cutlined in the answer to Question 22.

ndditionally, fAsia Green IT System Bilgisayar San. ve Tie. Ltd. Sti. reguires that domain namss within the .pars
TLL should consist of proper characters unigue within top-leval domaln, followed by the characters *.pars’.
Domain names should meet the following technical requirements:; They shall:

contain no more than 63 characters;

begin and end with a letter or a digit;

contain no characters different from letters, flgures and a hyphen (allowable characters are the letters of the
Roman alphabet: capital and lowercase letters do not differ);

contain no hyphens simultaneocusly in the third and forth positions.

Acceptable Use Policy

Asia Green IT System Bllgisayar San. ve Tic. ltd. Sti. has developed an Acceptable Use Policy (AUP) that is
referenced in the answer to Question 28. This AUP clearly defines what type of behavior is expressly prohibited
in conjunction with the use of a .pars domain name. Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. will
reguire, through both the Registry Registrar Agreement (RRA}, and s Reglatry Reglstrant Agreement (RA) that this
AUP be accepted by a registrant prior to Activation of a domain in the .pars TLD. Ses Life~Uyle and

2%.2 Rights Protection Mechanisms - Post Launch

CoCCh offers a sulte of post-launch Rights Protection Machanisms. Asla Green IT System Bilgisayar San. ve Tiec.
Lted. Sti., supported by CoCCA services, will promote the security and stability of the TLD with the following:
Unqualified Registration Safeguards

Wildcard Reglstration ~ Alert services

Clearinghouse of Intellectual Property API

Thick WHOIS

RPM Compliance auditing of Registrars

UDRP, URS, PODRP and RRDRP

Idmited Licsane

Rapid Takedown & Suspension

Malware Mitigation

Past FPlux Mitigation

Phishing Mitigation

DHSSEC Deployment

Law Enforcement and Anti-ARbuse Comsmunity Collaboration

28.2.1 Unqualified Registration Safeguards

hsia Green IT System Bilaisayar San. ve Tic. Ltd. Sti. plans to sdopt the ColCA Acceptable Use Policy (AUR) and
Complaint Reamolution Service Policy [CRS) as part of the oparation of the .pars gTLD. See 28.%

The CoCCA model differs from the "classic” gTLD shared registry aystem in that Registranta sre bound by a
collateral agreemant batwesn themselves and the TLD Operator. This collateral agreement binds them to the TLD
AUP policy, WHOIS policy and Complaint Resolution Service.

Although registrars are required to advise registrants of the TLD policies and conditions, with the prevalence
of highly automated registration mysvrems and expanszive reseller networks it cannol be guarantesd that
registrants have reviewed or agreed to the policy. An emall reiterating thess policies will be sent to each
registrant to ensure that now applicants are nade asware of and confirm their agreement to these policies.

The same process tharefore allows the registry the opportunity to varify the accuracy of customer data supplied
by the registrar, use dynamically generated lmages as a challenge-responae verification to prevent automated
processes activating domains and to directly collect and store sdditional identifying information about
registrants, which can be utilized te control fraud.

28.2.2 Wildcard Defensive Registrations

CoCCA currently supports a Wildeard option, which will extend to all new gTLDs in which a brand owner~ trademark
holder may register a Primary domain and then can upload evidence of the trademark or other rights via POF in
the GUI,

The Reglstrant may then they apply online to reguest a *.name or other wildcard block using java regular
expressions for that text string. CoCCh will menually review the request f£or approval, collisions with other
strings ete. If approval is granted, any attempt to register any domain that triggers that string returns “not
available for policy reasons” vis EPP or GUI.

The domain pust ba kept current and up to date in order for the Wildcard Registration to be active if the
Primaxy reglstration lapses, or is subject to a dispute or UDRP ruling and is transferred the Wildcard is
removed.

28.2.3 Alert

Subgeribers to the Premium WHOIS service may request emall alerts 1f s domain matching a given string, or
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containing & specified string, is Registered,

28.2.3 Clearing House for Intellectual Property (CHIP)

CHIP is & new technology that is designed to allow trademark owners to efficlently and effectively safequard and
enforce their rights on the Internet, and in particular in the domain name space. CoCCA and IP Clearinghouse,
the company that operates CHIP, have collaborated in the past to allow trademark owners to retroactively {or
proactively} sssociate trademark information with specific domain names. This technology is avallable bur may or
may not be used depending on the ontcome of developments in with gTLD clearinghouss.

2%.2.4  Thick wWHOIS .

CoCCA will provide Thick WHOIS o enbance sccesaibility and stability and reduce maliclous behavior thereby
promoting increased rights protection mechanismz and investiqations where applicable. All WHOIS zervices meet
Specification 4 of the Registry Agreement in support of Thick WHOIS. The agreement between Asia Green IT System
Bilgisayar San. ve Tic. Ltd. Sti. and its Registrars specifies that Registrant information should be complete
and sccurate and instances where incomplste information occurs will be investigated to prevent rsoccurrence.
Given the current state nature of WHOIS, CoCCA intands to adapt to new formats and protocols as they go inte
effect, -

29.2.5 Registrar Relationship

Aszia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. views the protection of legal rights of a user’s domain
name and that of trademark owners as a strategic imperative to opersting a succesaful TLD, Tharafore, ICANN
accredited Registrars will only be used and he bound to the registry-registrar agreement. Certain components of
the RPM framework will be administered on behalf of Asia Green IT System Bllgisayar San., ve Tic. Ltd, Bti.. To
ensure compliance with designated RPHs, CoCCA will conduct annual reviews and snforce non-compliance where
necessary. In cases where Registrars Fall to meet Asia Green IT System Bllgisayar San. ve Tic. Lid. 5ti.*
standards, the Registrar will lose itz certification to register domains of the TLD until all issues sre
resolved,

28.2,6 Uniform Dispute Resolution Policy (UDRP)

The UDRP is a proven rights protection wechanism whereby complainants can object to & domain registration via s
DDRP provider. The Registrant in question has the opportunity to respond to the complaint and defend its
registration and use as good faith., The UDRP provider and assigned panel provide a decision based on the
information submitted by both the complainant and the respondent. Where the complainant is successful in
proving a bad raith registration ownership of the domain will be transferred accordingly and in line with ICANN
policy. Conversely, whare the complainant is unable to prove bad faith, the domain registration will remain
with the assigned Registrant., Registrare of Asia Green IT System Bilgisayar San. wve Tic, Ltd. Sti.’ must
implement and respond to UDRP policy where applicable, Penalties will apply where Registrars arxe found to be in
breach.

28.2.7 Uniform Rapid Suspenzion {URS)

CoCCAR is requirsd to implement the Uniform Rapid Suspension (URS) per the Applicant Guideboek. If an
Infringement is discovered, the cosplainant may file an objection with a URS provider, The URS provider will
investigate compliance via an administrative review. Upon a successful review, the URS prowvider will notify
Asia Green IT System Bilgisayar San. ve Tic. Ltd, Sti. te place the domain in guestion in lock status within
REED A TIMEFRANE, meaning that no changes to registration data will occur, but the domain contlinues to resolve.
Upen Jjock of the domain, the Registrant will be notified and have an opportonity to respond. If the complainant
proves the domain iz used in an abuzive manner, the domain name will be suspended for the remainder of the
regigtration period and will resclve to an informational site provided by the URS provider. The complainant
will have the opportunity to extend the registration for one additional year. Conversely, Lf the evidence does
not result in a succesaful determination of abuse, the URS Provider will contact CoCCA and controls of the
registered domain will be returned to the Registrant.

£8.2.8 Post-Delegation Dispute Resolution Procsdure (PDDRP}

Per the Applicant Guidebook, CoUCA 1z reguired to implement the Post-Delegation Dispute Resolutlion Procedure
(PDDRP} that allows a complainant the right to objact to Asia Green IT System Bilgisayar San. ve Tic. Ltd,
Sti.' manner of opsration or use of the gTLD, A PDDRP provider will accept objections and purform a threshold
review, COCCA will respond to the complaint as necessary to defend the operation and use Asia Green IT System
Bilgizayar San. ve Tic. Ltd. Sti.’” .pars gTLD.

28.2.8 Registration Restriction Dispute Resolution Procedure [RRDRP}

The Registration Restrictions Bispute Reszolution Procedure (REDRP} outlines the resolutlion proceedings whereby
the Complainant determines that Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. has failed to comply with
ite defined registration restrictions. The parties to the dispute will be the gTLD rsgistry opsrator and the
harmed established institution whare proper standing has been reviewed and confirmed. A successful complaint
proves that the complainsnt is a defined community and that a strong association exists betwesn it and the gTLD
string., Further proof must be submitted that Asia Green IT System Bilgissyar San. ve Tie, Ltd. Sti. viclated
itz community-based restrictions ard that measursbleé harm occurred. Upon administrative review of the
conrplaing, Asis Green IT System Bilgisayer San. ve Tic. Ltd. Sti. will file a response within 10 dayg of the
£iling.

If the complainant is determined to be the prevailing party, Asia Green IT System Bilgisayar San. ve Tic, Ltd,
Sri. will pay all Panel and Provider fees incurred, including filing fees. If Asia Green IT System Bilgisayar
San. ve Tic., Ltd. Sti. iz found to have viclated its registration restrictions, Asiaz Green I7 System Bilgisayar
San. ve Tic, Ltd., Sti. will implemant all remedial measures outlined by the Expert Panel, including canes where
ragistration suspension may occur. Asia Green IT Syatem Bilgisayar San. ve Tie. Ltd. Sti. recognizes that this
procedure does not precluds entities zesking remedies in courts of laws.

2%.2.10  Limited License

Limited Livense~ Reglstration policies and terms and conditions limit registrants’ rights to 2 limited license
to use (but not to sub-license tha use of any portion of) the allocated TLD, subject to continuing compliance
with all policies in place during that time.

29.2.11 Rapid Takedown & Suspension

CoCCR, at Asia Green IT System Bilgisayar San. ve Tic, Ltd, Sti.’ request, will comply with any takedouwn or
suspansion. Usually, these types of requests ars based on court orders of competent jurisdiction, but not
limited to such. Before any domain take down, CoCCA maintains an internal checklist that will be Followed to
ensure validation of the requeat. If for any reaszon the validation procedurs fails, the COCCA Ombudsman will be
notified. Upon confirmation that the registered domain is to be suapsnded or removed from the zone, ColCA will
sxecute its auditable procedure documenting the incldent number, date, time, domain name, thraat level,
description and reason for the take down, and any other evidence that may be necessary to properly document the
take tk;wn. The Ombudsman, Registrar, and Registrant will be notified before and at the time of take down
arecntion.

23.2.13 Malware Mitigation
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Where commercially sensible, or a risk factor has been identified, CoCCA will perform automated and regular
scanning for malware of all domains (or a subset of domains) in the registry. Often, Registrante are unaware
and compromised by malware deployments. Scanning for malware reduces cccurrences for this type of abusive
behavior for registered domain names {n the TLD.

29.2.14 phishing Mitigation

CoCCA will establish and act upon the rasults of a regular poll against one or more trusted databases for
phishing sites operating (in second level or subordinate domains) within the TLD. Phishing activity most often
occurs through a subordinate domsin, rather than a directly registered second level domain. For this reason the
registry should query for any wild-card occurrence of a domain that has been flagged as a phishing site or one
that contains malware.

29.2.15 DNSSEC Deployment

As part of Asia Green IT System Bilgisayar San. ve Tic. btd. Sti.’ mission to maintain a highly secure and
stable TLD, CoCCA will implement DNSSEC as part of its backand registry services. DNSSEC helps mitigate, for
example, pharming attacks that use cache poisoning to redirect unsuspecting users to fraudulent websites or
addresses. DNSSEC protects the DNS system from abuse threats in the following aspects:

Security of Domain Resolution - DNSKEY-RRSIG provide authentication and integrity verification to ensure data
will be compromised during transmission. The CoCCA credit name server trust anchor is signed by the public key
and then delivered to the Interim Trust Anchor Repository (ITAR) for TLD verification. NSEC resource records
will also be used to verify negative response messages of gueried resource records to ensure deletion does not
accur during transmission.

Security of Zone File Distribution - TSIC allows communication among authentication servers to ensure that it ias
the correct server and that data is not compromised during transmission.

29.2.16  Law Enforcement and Anti-Abuse Community Collaboration

CoCCA deoes and will continue to cooperate closely with anti-abuse communities, experts, and law enforcement in
the mitigation and prevention of abuse behavior. Not only will best practice be shared, but also collaboration
on the latest issues will remain a priority. In addition to collaboration instances may take the form of early
notification by security agency of malicious content, Another form of cooperation may be the provision of user
information (including historical and non-publicly avaflable information, where available} to the security
agency, to asaist identification of wrongdoers. The existence of existing arrangements for dealings between
sacurity agencies and the registry operator facilitates the ability for both registry and law enforcement to
react promptly to threats, promptly minimizing harm. With respect to suspensions, the registrant will be given
an opportunity to remedy via automated processes, given the time sensitive nature of criminal activity automated
suspension based on triggers - flags, or at the request of law enfor t should be ensbled. Critical domsins
can be manually "Super Locked” in the registry to ensure they are not removed from the zofie Or suspended
inadvertently by automated suspension technology. Automated suspensions will only be initiated when required to
protect the public interest or network integrity. They should not be initiated to simply protect an entity’s or
individuals intellectual or other property rights - those sorts of disputes should be dealt with via a formal
complaint resolution service.

29.3 Resource Plans

Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. will dedicate 2 professionals to coordinate the operation
of the .pars gTLD. AL the same time, Lhe technical professionals at CoCCA will be supporting the vast majority
of the technical aspects of operating the .pars gTLD.

As the .pars ¢TLD is a community-supported effort, it is also expected that members of the community will halp
Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. develop policies and procedures that govern the operation
of the gTLD.

The following Asia Green IT System Bilgisayar San. ve Tic. Ltd. Sti. team members will be used to support the
rights protection plan: CoCCA NOC Support, Ombudsman.

CoCCA acting as Asia Green IT System Bilgisayar San. ve Tic. Litd. 5ti.’ registry services provider maintains a
resource model to meet the demands of RPM implementation and on-going operation of the protection mechanisms.
CoCCA maintains a qualified and experienced technical staff to support registry services that meet or exceed
detined service levels.

The CoCCA workforce-staffing model is sized to provide the appropriate services for each managed TLD. Given
the dynamic nature of technologies and innovation, the CoCCA staff model is constantly reviewed and adjusted to
achieve optimization without sacrifice to customer satisfaction and service level requirements. In cases where
growth dictates an increase in staff, ColCA maintains a proven staffing process for acquiring qualified
candidates. Details of staffing resource plans can be found in response to questions of the Financial
Projections section of the application.

There are eight CoCCA CRS Officers whose Role is to monitor registry services and review Complaints lodged
anline or from Law Enforcement ~ CERTs CoCCA han an established formal relationship with,

The complaints are dealt with in accordance with the CRS and AUP -~ Registrant Agresment, which allows the CRS
officers discretion to suspend a domain instantly or send the complaint to the Ombudsman for smicable complaint
resolution. CRS officers are available twenty-four hours a day, seven daya a week, and three hundred and sixty
five days a year.

CoCCA estimates it will require the following personnel to support the RPM implementation and operations for
Asia Green IT System Bilgisayar San. ve Tic, Ltd. Sti.:

Complaint Resolution Service Officers: 8§
Complaint Resolution Expert — Minimum of Eight
Onbudsman - One

30A. Security Policy: provide a y of the secusity policy for the proposed regiatry, induding but not limiled to:
+ indication of any independent t reports o ting security capabilities, and provisions for periodic independk Wl reports
1a test security capabiities;
. deuﬂpﬁonofw:memdmwlwdaucammmmmmmdhnppnsdbraﬂnsm including the idantification
of any existing intemational or ind slandards the applicant commits to following (reference site must be providedy;
. Hdmmmnmmummmtybm
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To be alipible for a score of 2, answers must also include:
* Evid of an independent assessment repord demonstrating effective security conbrols (e.g., IS0 27001},

A summary of the above should be no more than 20 pages. Note that e complete securily policy for the registry is required to be submitied in
accordance with 30,

Asia Green IT System Bilgisayar San. ve Tic. Lbd, Sti. and CoCCA desire to ensure the highest levels of security
are applied and maintained for all elements in the chain that ultimately rssult in the resolution of a .pars TLD
on the Intsraet., ColCR, together with pariners 8CH and I5C will endeavor to ensure the securs operation of
Registry Services for the .pars TLD aas described beslow.

30.1 DHSSEC - Facility for Key Storage

For reasong of economies of scale and because CoCCA has a nearly decade long relationship with PCH, the .pars
key is to be stored offline at a Singapore facility hosted by the National University of Singspore, on behalf of
the Singaporean Infocomm Development Agency {IDA), other DNSSEC key-store faclilities that are part of PCH's
project are hosted 1n Zurich by SWITCH, the Swiss national research and education network and at a U.§, facility
hosted by Equinix in San Jose California. The PCH DNSZEC project facilities mirror the security and processes
used by ICARN for maintenance of the root,

See Attachment PCH_SG_Backgrounder.pdf
30.1.1 Signature of the .pars

The .pars zones generated by the CoCCA SRS will include the DS records submitted by registrars, zones will ba
transferred from ColCA’s hidden signing master DHS to four PCH inbound masters using AXFER ~ IXFER and TSIG. BCH
will transfer the zones using IXFR ~ AXFRE and TSIG to their signer servers in Frankfurt and Palo Alto. The
signed zone is then exported to PCH’ s two cutbound DNSSEC TS for secnre ASXFR ~ IXFR TSIG transfer back to
CoCCA’ s inbound DHSSEC master in Sydney. Ksy aigning keys and zone signing keys are to be rolled out in
accordance with best practices and JCAHN requirements. CoCCA and PCH's DNSSEC implementstion fully adheres to
applicable RIC’s and to the requirements of Specification 6, sechtion 1.3,

30.1.2 Secure Distribution of the Signed Zones

CoCCA has employed the use of & double Anycast and Unicast network for the purpose of distributing signed zones
across the DNS. Due to CoCCA's desire to ensure that this process is not compromised, CoCCA logs and monitors
the zone signing and distribution process, and also ensures that the mansgement of signed zones iz performed by

On receipt of the signed zones from PCH, CoCCA will perform some basic validation against the zones sent to PCH,
and then transfer these zones onto a hidden distribution master DNS which will transfer zones via TSIG and
IXAFR~ AXER to ISC's SKC platform, PCH’s Anyrast platform and CoCCA’s Unicast DHS servers., If a critical issue
was found that was impacting both the primary and secondary SRS, and i€ instructed by CoCCA, PCH may distribute
the zones to their own Anyrcast network, the ISC 5HS Anycast network and the CoCCA Unicast nodes.

The procedures sbove have been testsd by coTldae on ColCR’s SRS platfomm,
30,2 Securing the .pars OGNS infrastructure and Hodes

The .pars TLD will rely on ISC's and PCH’s Anycast networks and CoCCA’s Unicast for resolution. ISC authors 8IND
and pionesred the use of DNSSEC and Anycast technology, PCH manages what s arguably the largest, most
geographically dispersed Anycast network, CofCA currently operates Unicast TLD servers for 12 TiDs. All three
entities utilize best of class technology and have rigorous security policies in place to secure, monitor and
respond to threats that may compromise the resolution of the .pars TLD.

Both PCH and I5C are members of NsP-Sec and have BGP sinkhole capabilities, Both organizabions are well
positioned and able to goordinate with ISPs that may be transiting or sourcing Denial of Service attacks (DoS}
or other attack traffic to mitigate it closer to its source. The geographically diverse PCH and ISC Anyecast
services are extremely resilient against DoS ettacks, if & node fails or Is otherwise compromimed, it will
swiftly be taken out of the PCH or ISC Anycast gloud, causing traffie to flow to other nodes with minimal or no
serviece disruption. The tws independently operated and managed Anycast network's total distributed capacity will
allow the .pars to absorb even a coordinated Dog atteack originating from multiple locations at once.

The geographically diverse Anycast network proposed for .pars necessitates locating dozens of nodes in & varieby
of co-location facilities varying from Tisr 4 to Tier 2 ~ and each facility has different security policies for
physical access. From & security and stabllity perspective, the critical issue is that all nodes be monltored in
real time by PCH, ISC and CoCCR and any node that experiences 51L& issues [or is otherwise compromised) is
swifbly taken offline or out of the Anycast network. Under CoCCA’s agreements with PCH and I8C, any SLA or
security issves with any node in their respective Anycast networks is to be reported immediately so that CoCCA
may advise reglstrars or take any other appropriate action,

30.3 CoCCA's Sydnay SRS fecurity Policy

30,3.1 CoCCA 5YD NOC | SRS Physical Access

CoCCAf s primary ROC is located at Global Switeh in the Sydney CBD, an enhanced Tier~3 faclility and ong of the
largest carrier neutral date centers in the southern hemisphere. CoCCA’s SRS servers are housed in a dedicated,
caged rack provided by PIPE natworks, PIPE also provides CoCCA with the primary bandwidth psed by the Sydney
8RS,

In order to gain physical access to CoCCA's servers, an individusl must be pre-authorised by CoCCA, pipe and
Global Switvch ~ and have formally been inducted by Global Switch. Once approved to enter the facility, an
individual must be inspected and be granted access by the Global Switch Security Operations Centre - which iz
manned 24x7 by security personnel. After pasaing sacurity, physical access raguires passing through a mantrap.
Aceens to the floor, pipe co-location room and master cage is controlled by key-cards with strict access control
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lists.

Access to ColCA's cage and rack require s combination of key~cards and physical keys both of which are
distributed by, and only available to, ColCR staff. All spaces are under constant CCTV surveillance by global
switch security and the PIPE Network's NOC.

CoCCA’s policy is to severely restrict physical access to network applisnces, currently only six individuals
have physical access to the CoUCA SRS in Sydney end all sceess is logged. CoCCA’s sescurity policy for physical
access i35 collateral to the Global Switch and PIPE Nelworks,

30.3.2 CoCCA SYD NOC | SRS Admin Remote Access

The number of individuals with the ability to directly access and administer network appliances is very small ~
currently six, a number not expected to grow with additional ¢TLDs. Remote access is only accessible through VPN
with the mandatory reguirement to use one time passwords (OTP) for authentication purposes. SRS server command
line logins use both OTP as well as traditional username and password authentication methods - enabling each
login ko be traced to an individaal.

CoCCA HOC Support Staff, Registrar Support and Complaint ~ Abuse CGfficers amd Asia Green IT System Bilglsavar
San. we Tic. Ltd. Sti. staff may only access the SRS via port 443 with OTP from trusted IP addresses. ColCR NOC
Support Staflf, HBeglistrar Support and Complaint - Abuse Officers and Asim Green IT System Bilgimayar San. ve Tie.
Ltd, Sti. stalf have no physical or remote adminisbrative access to servers or network sppliances.

30.3.3 CoClCA's "pamoja"™ SRS Software Testing

1n deslgning any security regime it is important to clearly identity potential threats and design the policy to
address them, Tha SRS data is & compilation of publicly available data, and all information on Registrants,
Registrars, and Resallers is available via WHOIR, RDDS services or Historicasl Abstrscts. CoCCA does not store
credit card or other commsrcially sensitive confidential information on registrants or registrars in the SRS (or
slsewhers). The security threat £s not thefr of SRS data, it is losg of data or tampering with data.

Information relating to the managemsnt of the Data Escrow processges parformed by HCC and CoCCA Data Escrow (NZ)
Limited, including information in relation to the backup policles are explained in response to question 38. The
Data Escrow process ensures that data is protected sgainst security breaches that result in the loss or
unauthorized modification of SRS data, especially as the data can be recovered from several scurces. The CoCCA
seourity policy is designed to protect asgainst un-authorized modification of production SRE data.

The only information stored in the 885 that could present a risk should the entire SRS be compromised, stolen
and released "into the wild" are SRS credentials and AuthCodes. The credentials and AuthCodes ave Hashed (MD5)
and Encrypted in the DB. GUI access to CoCCR’s production systems is only granted from trusted IP's with a
requirement for OTP use., For EPP access to the production SRS, the registrar’s IP must be white~listed and they
must connect with a CoCCA issuned SSL certificate. Even If one were able to steal the SRS DB and de-crypt the
login credentials or AuthCodes, other security measures guch as IP sddress locking, OTP and CoCCA lsmued
certificates ensure potential data thieves would not be able to vge them to access CoCCA's production SRS or
modify data.

Becuring the SRS largely requires ensuring the SRS software cannot be exploited by users. The SRS has four
public facing websites, the WHOIS, RODS, Historical Abstracts and Eey Retrieval. The GUI login is not public
facing.

CoCCA uses the same "pamoja” SRS database application that it distributes to over 20+ other TLD managers. While
the application is tested internally by CoCCA and other TLD manager’s, developers and asystems administrators,
CoCCA has a policy that esch major release also be tested by an independent software tesating laboratory.
Currently we have contracted with Yonita {http:~~yonita.com}. Yonita tests -~ audits the pamoja SRS application
{not CoCCA's NOC) for:

Security vulnerabilities
Standard quality defeacrs
Performance anti-patterns
batabase and transaction misuses
Concurrency issues
Architectural bad practices

I

30.3.4 Monitoring snd Detecting Threats

CoCCA monitors network traffic and activity through automated processes and seeks to detect threats that impact
the SRS and more broadly ColCA's Registry Services.

PCH and ISC directly monitor and attempt to detect rhreats that impact the DNSSEC signing and storage facilities
a3 wall as PCH's and ISC's respsctive Anycast networks. Any incident that impacts the security and stability of
the .pars TLD in either the PCH DNSSEC facilities or nodaos on the IBC or PCH Anycast natworks is logoed and
reported to the CoCCA NOC immsdiately, ISC and PCH have near-real time reporting for all the Anycast nodes in
their clouds and make this information available to CoCCh.

30,3.5 CoCCA SRS NOC | Essential Services Policy

CoCCA’s Security Policy mandates that only essential SRS services {production EPP, WHOIS, RDDS, and SRS GUI with
limited access) are to be hosted st the Sydnuy NOC.

Public facing policy websites, email servers, help-desk softwsre, svn, GIT, team sites, OTE environments, and
software davelopment servers are all hosted externally using various commercial cloud ~ based services. None of
these clowd-based sarvers are configured in such a way that they have sccess to any 3RS services that are not
normally available to the publie,
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30.3.6 CoCCA SRS NOC | Public Access Restrictions Policy

CoCCA’s security policy dictates that only the port 43 WHOIS sesver, port 443 web-~based WHOIS, port 443 AuthCode
retrieval site, and port 443 Historical Abstract Bite and a single unicast DNE server for the .pare TLD are to
be publicly accessible.

Registrars, ColUA's registrar support staff, law enforcement or CERTe may access the port 443 GUI interface only
Lf their IP addresses have been white listed in advance and they authenticate using clientID, login and an OTP.
CoCCA’s use of OTP tokens sllows CoCCA to track activity in the SRS by individual not just loginiD

{username)

30.3.7 ColCA SRS ¥OU | Intrusion Detection

CoCCA Security Policy requires that all SRS traffic originating from outside the HOC be subjected to automated
intrusion detection. CoCCA’s firewalls (Wstchgaurd XTM) are configured for intrusion destection and are able to
inspect encrypted HTTPS traffic, CoCCA’ s Barracuda load balancers provide an additional layer of firewall
protection, DoS and automated intrusion detection. CoCCA‘s HOC firewalls are configured in accordance with best
practices with both port and application layer filtering. The load balancers are configqured for HAT and are also
configured for intrusion detection and Do§ attacks.

30.3.8 CoCCR SRS NOC | ARuditing an Logging

ColCA’s Security Policy requires that all access to the SRS via the port 443 GUI is logged with originating IP,
clientiD, OTP (generated by security token), and that the sessions are time and date stamped. ALl EFP amd WHIOS
access logs are to be stored for seven days in the production SRS where they can be readily accessed before
being archived, Firewall and VPH access iz alss logged.

30.3.9 CoCCR SRS NOC | Incident Response

CoUCA HOC Support staff are on hand 24-7-365 to monitor the Hegistry Services offaered at the primary SRS in
Sydney and the availability of the Failover and Escrow SKS facilities, NOC Staff perform three “roles”:

1) mondtoring the CoCCR Eydney HOC and failover SRE's -~ and & dozen or g0 other SRE's that CoCUA supportsy

2} reglstrar support for the ColCA HOC and four obher locally hosted ccTiDs; and

3} merve as Lront-line Cosplaint Regolution Service Officers able to trigger a CoCCA Critical Issue Suspension
(CIS) or Uniform Bapid Suspension on a 24-7-365 basis.

The level of SRS accegs and skills required to parform all three roles are similar, CoCCA WOC support stafl have
no VEM access or other access to appliances at the CoCCR SR3. The GUI access they have is limited to Customer
Service functions, and all the applications they use (helpdesk, mnitormg, accounting, email) are hosted
outalde the primary HOC.

CoCCA's NOC support is a virtual "function” performed by individuals in New Zealand, Guyana anhd France
{additional HOC staff will be trained and other centers incorporated into the service ias Q4 2012). If there ig o
failure in any ol CoCCA's Registry Services functions, the role of the NOC Support is to:

1} raise the alarm with CoCCA systems administrators or developers as conditions and events dictates
2} lisise with PIPE Netwocksn, PCH, ISC, IANA ~ ICARN and registrara as required,

30.3.10 Provisioning against DHS Denial of Service attacks

A Denial of Service (DoS) attack os a network service floods it with fraudelent requests so that there is no
capacity left for legitimate requeats. CoCCA’s Anycast DNS service is outsourced to ECH and IBC’s Anycast
networks, CoCCA’s managed Unicast DNS ensures Asias Green IT Syatem Bilgisayar San. ve Tic. Ltd. 5ti. has at
least two "last resort® DHNS nodes under direct management. Both PCH and ISC networks provide the .pars with
substantial protection against DoS attacks, including Anycasting, over provisioning, and network traffic
shaping.

Hoth PCH and ISC utilize traffic shaping methods that rate limit the pumber of gqueries per IP address Lo belp
prevent abuse and to trigger an investigation of elevated traffic levels to ses whether an attacker is testing
resource limits or whether I5C or PCH should provision additional bandwidth-servers or remove the node
temporarily. In caseas of an active Dof against ISC, CoCCA or PCH each will make every effort to identify the
offending traffic and its sources to squelch offending traffic at ISP borders before reaching the sarvers as
well as augmenting capacity to handle any legitimate elavated traffic levels.

30.3.11 Provisioning against WHOIS and EPP Denial of Service attacks

CoCCh actively monitors all Heqistry Services to ensure they meet ahy required SLA, In the event of a Do§ attack
that threatens to lower the SLA for WHOIS or EPP services reguired in the ICARN Agresment, CofCA will work with
sur upstream providers {who zlso monitor the traffic) and attempt to aquelch offerdding treffic at the ISP
borders before it reaches the CoCCA RDUS servers. In the event the traffic is found to be legitimate, the
bandwidth can be swiftly increased as vequired.

30.3.12 Failover Routing

CoCCA currently has multiple links to the Internet but does not load balance across them all., The secondary
(failover) link is used to replicate and transfer backup WAL and VM image data files to CoCCA’'wm Failover SRS
infrastructure (currently located in Palo Alto) and Escrow HOU. If there is a critical infrastructure issue at
PIPE Networks, BGE routing will be used to move our critical infrastructure on our IPV4 and IPVE address blocks
to the failover Telstra link or to one of the two SRS instances outszide of Australia. A forth node will be addsd
in Parim {France} in early 2013,

If the issue relates to an SLA problem, changing the A record and CHAME for RDDS services may be sufficient to
resolve such an igsue In 2 timely manner. If required by a pro-longed outage BOP routing may be used to re-rout
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the entire ranges to & fallover facility.
30.3.13 Commitments to Registrants

Taken from the .pars WHOIS and Privacy Policy
"6. DATA SECURITY

6.1 CoCCA shall take reasonable steps to protect the Personal Information it holds from misuse and loss and from
unsuthorized sccess, modification or disclosurs.

¥. OPENNESS
7.1 This Policy sets out CoCCA‘'s policies on its management of Personal Information. CoCCA shall make this
document available to anyone who asks for it.

7.2 On request by any person, CoCCA shall take reasanable steps to let the person know, gensrally, what sort of
pPersonal Information CoCCA holds, for what purpgses, and how it rollects, holds, uges and discloses that
information.

8. ACCESS AND CORRECTION
8.1 All Registrant information lodged by & registrar that is maintained in the CoCCA SRS is publicly available
£rom CoCCA's RDDS services - WHOIS, Pramium WHOIS, and Historical Abstracts.

See the .pars RODS Policy {Attached] for more information.

8.2 1f CoCCA holds Personal Information about a Registrant and the Reglstrant iz able to establish that the
information i not trwe, accurate, and complete and-or sp-to-date, CoCCA shall take reasonable steps to
facilitate correctionz to the information so that current information is accurate, complete and up-to~date -
axcept whare the dats is contained in an historical record or archive.”

30.?.14 Independent Security Assessments

In addition to software and source security ARudits, CoCCA has engaged the services of Connell Wagner Pty Ltd
{now known as ARurecon Group Brand {Pte) Ltd} for the purpose of performing independent security audits of the
primary data center, ‘

On the condition thet a gTLD iz approved, CoCCA will engage the services of Aurecon to perform independent
security audits to ensure the CoCCA system fully complies with all published security requirements set forth by
ICANH. Such reports will be provided to ICANN on request. With new IT isfrastructure planned for deployment in
2012 and early 2013, CoCCA will contract further independ tes with third parties.

2 Faternet Cosporation For Avshgaed N sl Ao
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